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Glossary
AD

Analogical Digital

ALG

Application Level Gateway

APN

Access Point Name

APT

Advanced Packaging Tool

AQDRS

Air Quality Detection Regional System

ARPA

Agenzia Regionale per la Protezione Ambientale o Regional Agency for the Environmental
protection

Az

Axle Counter

BETTERCARE Software platform that captures biomedical signals from a wide range of medical devices
CCS

Command and Control System

CI

Critical Infrastructure

CIP

Critical Infrastructure Protection

CISO

Chief Information Security Officer

Conduit

Communication between zones according to IEC 62443

CPD

Data Centre

DICOM

Digital Imaging and Communication in Medicine

DDoS

Distributed Denial of Service

DoS

Denial of Service

DMZ

DeMilitarized Zone

EA

Input/Output Subsystem

EHC

Electronic Health Record

EPCIP

European Program for Critical Infrastructures Protection

FEA

Field Element Area

FeAK

Field Element Junction Box

FR

Foundational Requirement

FW

Firewall

HIPAA

Health Insurance Portability and Accountability Act

HIS

Hospital Information System

HL7

Health Level-7 refers to a set of international standards for transfer of clinical and administrative
data between software applications used by various healthcare providers

HVAC

Heating, Ventilating and Air Conditioning

HW and SW

Hardware and Software

ICS

Industrial Cyber security

ICTs

Information and Communication Technologies

ICU

Intensive Care Unit

ILS

Interlocking System

IoT

Internet of Things

IP

Internet Protocol
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IPS

Intrusion Prevention System

ISDN

Integrated Services Digital Network

ISMS

Information Security Management System

ISP

Internet Service Provider

IT

Information Technology

KISA

Communication Infrastructure for safety-relevant Applications

LS

Light Signal

MDM

Mobile Advanced Management

NetApp

SAN NetAPP Storage Area Network

NFC

Near Field Communication

OC

Operations Centre

OCC

Operation Control Centre

OEM

Original Equipment Manufacturer

OR

Operating Room

O.S.

Operating System

OT

Operational Technology

PACS

Picture Archiving and Communication System

PCN

Process Control Security

PLC

Programable Logic Controllers

PPP

Public Private Partnership

RAMS

Reliability, Availability, Maintainability, and Safety as defined in EN 50126

RaSTA

Rail Safe Transport Application

RDBMS

Relational Database Management System

RIS

Radiology Information System

RUPAR

Rete Unitaria della Pubblica Amministrazione del Piemonte o Unitary net of the Public
Administration of the Piedmont

SCADA

Supervisory Control and Data Acquisition

SEO

Search Engine Optimisation

SID

System Identifier Database

SOC

Security Operation Centre

SOP

Standard Operating Procedures

SVN

Subversion Project Place or Repository

TCO

Total Cost of Ownership

UDP

User Datagram Protocol

UPS

Uninterruptible Power Supply

VAR

Value Added Reseller

VLAN

Virtual Local Area Network

ZL

Automatic Route Setting

ZMA

Train Code System
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Executive summary
This deliverable describes the initial planning of CIPSEC Consortium in relation to dissemination, impact creation,
and exploitation activities in the frame of the project. As far as dissemination is concerned, all results of CIPSEC
will be used to raise the citizens’ awareness about CIPSEC results, paying special attention to target groups and
the research community as a whole, with the active involvement of all the partners.
This deliverable reports the planned dissemination activities, and their execution in the coming months; in
particular, technical events, conferences and printing of different dissemination materials. The full details are
given in the dissemination plan presented in Section 3. Here, standardisation activities have been considered
a part of the exploitation activities.
This document covers a preliminary plan to be extended in the deliverable D5.2. Consolidated technical results
will be available only after the second year 2 of the project, and then they will be exploited according to the
general provisions of this deliverable. The updates to this initial plan, as well as detailed reports on the alreadyimplemented standardization activities, will be given in the next deliverables of WP5.
Finally, and concerning exploitation aspects, it should be pointed out that these activities have a long-term
nature and they will be driven by the availability of mature results and the validation of the use cases planned for
the next year. CIPSEC is in an early phase of implementation, and this planning document seeks to ensure that
the activities are properly scheduled according to the provisions of the Grant Agreement, providing unambiguous
guidelines to the partners when the results are available - specifically those from the prototype field trials. Besides,
a clear analysis of today’s market situation is provided, and the main CIPSEC competitors are identified.
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1 Introduction
In recent years, most of the world's Critical Infrastructures (CIs) have evolved to become more flexible, costefficient and able to offer better services and conditions for new business opportunities. Towards this evolution,
utilities, operators and supplier companies, which offer CI services, are required to adopt many of the recent
advances in the field of Information and Communication Technologies (ICTs) to achieve a certain level of
efficiency. This adaptation process, however, is usually rather hasty and without thorough evaluation of its impact
on security. As result, CIs become vulnerable to a new set of threats and attacks that impose high levels of risk
to the public safety, economy and welfare of the population.
In this scenario, an international group of experts has proposed CIPSEC project as a response to this challenging
situation. Actually, CIPSEC aims to define an agnostic and customizable security framework suitable for CIPs
and enhance the European digital security market. The project aims to bring together critical infrastructure
providers, innovative security product suppliers, academics and international experts to stimulate uptake of
secure smart solutions. HOSPITAL CLINIC I PROVINCIAL DE BARCELONA (HCB), CONSORZIO PER IL
SISTEMA INFORMATIVO (CSI PIEMONTE) and DB NETZ AG will act as the three pilots’ providers, to work in
partnership with industry partners, and in this way to implement smart security solutions on selected sites in
different European regions.
Another key aspect of the project are the sustainable benefits for Critical Infrastructure (CI) and citizens in
becoming ‘smart’ when adopting ‘innovative’ security solutions in line with the targets for the EU2020 growth
strategy: “EU's Programme for European Critical Infrastructure Protection (EPCIP) for energy,
transportation, and finance“ 1 . CIPSEC also wants to emphasize the importance of securing the assets,
systems, and networks that allow everyday activities, and besides, it is a strong supporter of the PPPagreement for defining contingency plans coordinated between private and public entities.
Funded under the Horizon 2020 programme (contract no. 700378), CIPSEC proposes taking care of European
critical infrastructure and to protect their operational networks from possible attacks. In particular, CIPSEC will
apply some of the “best practices” and “lessons learnt” from past EU projects, following ENISA agenda
(European Union Agency for Network and Information Security - “Good practices for an EU ICS-Industrial Control
System testing coordination capability”2, “Certification of cyber security skills of ICS/SCADA experts”3, improving
today’s industrial Standards and use cases study as: ISA-62443-4-14 – “Product Development Requirements”
(June 2014), ISA-62443-4-25 - “Technical security requirements for IACS components” (August 2013) as well as
supporting thematic working groups of European security experts: ERNCIP thematic groups “IACS
Cybersecurity Certification Framework”6 and “Industrial Automated Control systems and Smart Grids”7.
This report includes:
•

The dissemination plan that describes how to communicate the consortium activities and results to the
different stakeholders. Moreover, a review of the communication objectives, the target audiences and
the key messages tailored to each group and the timeline are also shown.

•

Standardization aspects.

•

Competitor analysis.

•

Market analysis.

As work-package leader, COMSEC will manage the evaluation and monitoring of communications and
dissemination in line with the requirements set out in the project reports and the grant agreement tasks.

1

https://ec.europa.eu/energy/en/topics/infrastructure/protection-critical-infrastructure

2

https://www.enisa.europa.eu/publications/good-practices-for-an-eu-ics-testing-coordination-capability/at_download/fullReport

3

https://www.enisa.europa.eu/publications/certification-of-cyber-security-skills-of-ics-scada-professionals

4

http://isa99.isa.org/Public/Documents/ISA-62443-4-1-WD.pdf

5

http://www.isasecure.org/en-US/Certification/IEC-62443-EDSA-Certification

6

https://erncip-project.jrc.ec.europa.eu/networks/tgs/european-iacs

7 https://erncip-project.jrc.ec.europa.eu/networks/tgs/iacs-sg
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2 Dissemination plan
This document sets out a strategy for the communication and dissemination of information stemming from the
CIPSEC’s activities. It outlines a plan to connect the relevant target audiences with CIPSEC research by means
of appropriate communication tools.
Although finding solutions for protecting critical infrastructures is the main objective of the CIPSEC project and
all the members will be focused on that point most of the time, communicating and regularly showing the achieved
progress will ensure the objectives are being accomplished in line with the grant agreement provisions and the
key messages are reaching the right audience at any moment.
The dissemination plan is created not only as the appropriate way of communicating the progress made by all
the different members in the different areas they cover but also as the guideline for stakeholders to keep an eye
on the way the consortium is dealing with the great challenge of protecting critical infrastructure assets.
The plan is created taking advantage of the different digital and physical resources to better communicate and
spread the message of the project in a nice and clear way.

2.1 Communication aims & objectives
The overall strategy aims:
▪

To reach and engage the target groups for CIPSEC;

▪

To transfer methodological and technical know-how to the stakeholders;

▪

To create a wider market for the partners by expanding the use of their solutions.

The communication aspects of CIPSEC represents one of the most powerful tools to spread the progress made
in the frame of the project regarding the critical infrastructure protection. The key performance indicators outlined
below will be used to assess the overall project success:
Engagement with the CIPSEC target groups:
•

E-update statistics: using an online email dissemination tool, key statistics will be collected on the number
of sign ups, email delivery, open and click-through rate.

•

Web statistics: number of visits, time spent on the website, geographical origin of the visitors, correlation
between visits and newsletters, share of returning visitors.

•

Press releases: circulation figures or estimates for magazines/newspapers.

Transferring methodological and technical know-how:
•

Number of downloaded documents.

•

Participation rates at workshops and study visits.

•

Evaluation forms from workshops and study visits. To be made available at all the events to gain
quantitative and qualitative feedback from the stakeholders on the project activities.

Foster the replication/exploitation of the proposed solutions:
•

Number of started/planned deployments of the CIPSEC project solutions.

•

Number of business partnerships set up as a direct result of the CIPSEC project.

•

List of organisations and critical infrastructures benefiting from CIPSEC solutions.
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As a briefing, the objectives and methods marked as the baseline of the CIPSEC project are:
Table 1: CIPSEC project objectives and methods table

Year 1

Project visibility and
awareness.
Objectives

Strategic networks of the
partners.
Powerful standing in CIP
clusters.

Year 2

Continue to build up
awareness of CIPSEC
results in CIP and within
smart cities
communities.
Verify opportunities to
apply CIPSEC in public
events and involve other
stakeholders.

Articles in international
technology forums.

Press releases.
Material

Support material,
brochures.

Publications on
international indexed
journals.
Workshop papers.
Press coverage in
technical/public/scientifi
c journals.
Newsletters.

Web site.
Methods

Channels

Social media and
communities (Twitter
and LinkedIn).

Web site enrichment:
online training courses,
webinars and tutorials.
Social media and
multimedia channels
(Twitter and LinkedIn).

Year 3
Prepare to integrate
CIPSEC pilots and liaise
with prominent CIP
clusters for future
exploitation.
Promote the uptake of
specific methods,
technologies & tools in
selected domains.
Prepare for exploitation of
all CIPSEC knowledge
components, products
and services.
Pre-commercial
brochures.
Newsletters.
Press coverage (TV,
newspapers and
magazines).
Take-up of CIPSEC
components in precommercial stage.

Elicit public engagement
through social initiatives
(Twitter and LinkedIn).

Attendance to national and
international seminars
and conferences.
Conference, Workshop
and Training courses to
enhance exchange of
knowledge between
experts and technicians
(implementation and
organization).

Events

Aligning project events
with those from similar
EU or national projects.

Liaison

Liaison with business stakeholders.

Major European workshop.
Elicit public engagement
through demonstrative
events.

Involvement of national and international
communities.
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2.2 Target group - Who
The target group has been subdivided into two subgroups, based on the involvement the persons and
organisations have in the CIPSEC project. The internal target subgroup for project communication is the one
composed by persons and organisations working on the project on a daily basis such as European public
authorities and consortium partners. The external target subgroup for project communications is the one
composed by persons and organisations not involved actively in the CIPSEC project but interested in cyber
security and critical infrastructure technological solutions. This group will have a view to raising awareness of the
threats affecting public critical infrastructures and promoting knowledge transfer and take-up of the outcomes of
the project in order to help to create more secure technological resources for the European society.
Table 2: Stakeholders mapping table

Internal

Description

Partners

Consortium members.

European public authorities

European Union officials involved and interested in CIPSEC project, cyber
security and critical infrastructure protection.

External

Description

Critical infrastructure
management groups

Private companies managing critical infrastructures (energy, transport,
health, etc).

Local public authorities

Public companies and officials managing critical infrastructures (energy,
transport, health, etc).

Policy makers

Officials who implement cyber security policies.

Researchers and academics

Experts in cyber security and critical infrastructure-related matters.

Professional associations

Cyber security, privacy, critical infrastructure, engineers.

General public

Enthusiasts and general people with specific interest in cyber security and
critical infrastructure protection.

Business

At all levels working in cyber security and critical infrastructure sectors.

Stakeholders mapping allows identification of target groups (stakeholders who are active or aware of ‘live’ issues).
They have been categorised using an interest/power matrix. A comprehensive stakeholder list will be drawn up
as part of the communications activities, detailed below.
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Table 3: Target group interest/power matrix table

Level of interest
Low

High
Keep informed

Minimal focus

Low

Professional Associations.

Independent researchers.

Specialist bloggers/media.

Teachers and lecturers at
universities.

Other cyber security projects.

Engineers.

Power

NGOs & associations (Energy, transport & health).

Research Foundations.

General European
citizens.

Technical suppliers/businesses.
Employees/stakeholders in critical infrastructures.
Start-up businesses.
Critical infrastructure security officers.
Key players
European Commission.

High Keep interested

Policy Makers.

Professional and industrial
researchers/users.

Local government departments, agencies and
practitioners (energy, health, transport).

Research Councils.

Concessionaire companies.
News and media organisations.
Industrial control professionals.

2.3 Key messages - What
The following key messages have been developed in line with the project objectives and strongly underpin the
vision of the project.
For critical infrastructure managers
The cyber security solutions can reduce the risk of suffering attacks in critical infrastructures, improving the
security level of the European citizens.
The cyber security solutions can also help to push growth in local enterprises that will bring down the
unemployment rate and improve the local and national economy.
The cyber security solutions can help protecting the municipality well-being by taking care of the most important
assets in the public critical infrastructures.
For National/European policy makers
The cyber security solutions demonstrate a way that can help Europe to reduce risks of cyber and physical
attacks to critical infrastructures, and this way to contribute to the achievement of the global European security
and protection goals.
The cyber security solutions save money and lives of the citizenship by detecting, responding and avoiding cyber
and physical attacks to critical infrastructures.
The cyber security solutions can improve the general security of the inhabitants in large cities, providing detection,
protection and mitigation of potential criminal and/or terrorist attacks.
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For business
The cyber security solutions create new markets for critical infrastructure protection products and services.
The cyber security solutions provide the opportunity to work closer to public bodies and develop public/private
innovation partnerships to improve the public security.
The cyber security solutions take an integrated approach towards the implementation and offer scope for the
market deployment of new products and services for critical infrastructure managers and organisations (public
and private).
For researchers & academics
The cyber security solutions demonstrate an integrated, multi-disciplinary approach towards implementing
technology solutions for protecting a key and challenging environment, which benefits directly to the European
society.
The cyber security solutions could help broaden the opportunities in funding and developing technology for
protecting technological infrastructures for all the industries in Europe.
The cyber security solutions could lead to new opportunities for researching and innovation.
For professional associations
The cyber security solutions demonstrate an integrated approach towards critical infrastructure protection created
to improve the general security for citizens and reduce the attack surface.
The cyber security solutions put security mind-set on the critical infrastructure design and deployments at the
forefront, helping to reduce the possibility of suffering cyber-attacks to public resources.
The cyber security solutions save resources in the disaster recovery processes, investing in prevention and
security awareness for critical infrastructure staff, governments and people in general.
For general public
The cyber security solutions create more secure cities to live in.
The cyber security solutions empower citizens to shape their future in a secure way.
The cyber security solutions put cyber security at the forefront and it provides new jobs.
For media
The cyber security solutions provide a first-hand vision of how cities of the future might be protected.
The cyber security solutions demonstrate a way so that Europe protects itself from cyber criminals and terrorist
attacks to critical infrastructures.
The cyber security solutions can improve the security for the inhabitants in the city providing better protections
and more reliable critical infrastructures.

CIPSEC Consortium and by extension all the partners at individual level will work on encouraging people to: (i)
subscribe to the project mailing list, (ii) visit the website, (iii) become part of the CIPSEC follower group, and (iv)
participate in the public events and study visits.

2.4 Strategy - How
The communication and dissemination strategy of CIPSEC will work on the basis of creating a unified vision,
taking stakeholders on a journey throughout the lifespan of the project and creating the vision of a market
opportunity for the cyber security solutions.
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Tactics/communication activities
The tactics supporting the overall project strategy are described in detail in the following lines. All project partners
will contribute to dissemination and communication through their own systems and communication channels. As
far as possible, the target groups should be reached out in English language or their own national languages.
How these tactics reach out to the target audiences is summarised below:

Local authorities

✓

✓

✓

✓

Policy makers

✓

✓

✓

✓

Business

✓

✓

✓

✓

Researchers

✓

✓

✓

Associations

✓

✓

General public

✓

Media

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

Results brochure

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

✓

Factsheets

Technical reports

Scientific publications

EU Workshops

Study visits

External events

Press

Videos

Social Media

Project diary

Blog

Website

Table 4: Medium per target audience

✓
✓

✓

2.4.1 Corporate identity
A new logotype has been designed for the project to give a consistent look and feel across all communication
outputs. To support this work, a set of branding guidelines or style guide have been produced and made available
at month 6 in the SVN Project Place for all partners. Key points include:
•

Visual identity (logo, Horizon2020 acknowledgement statement, colour palette, typography, key visuals);

•

Terminology (cyber security, critical infrastructure, project descriptions);

•

Key messages (as above).

2.4.2 Promotional materials
A portfolio of promotional materials will be produced to increase the visibility of the project and help create a
market for the uptake of all the cyber security solutions. All communication materials will display the EU emblem,
the Horion2020 funding source and, where appropriate, a disclaimer.
Brochure – it will provide an overview of the project with links for readers to find out more about the scope. It
will be written in English and produced with an eye-catching design. The structure and content will be validated
by the project steering group. In the initial phase of the project, this will exist as an electronic version only (PDF
file). This will be available in the SVN Project Place, the project website and shared through direct mailings and
events to ensure a wide dissemination.
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MS Word & PowerPoint templates – to ensure a consistent look and feel across the project, Word document
and PowerPoint templates have been designed. These documents will be used to present deliverables at internal
and external events. Both templates will be available at the SVN Project Place.
Roll-up banners – they will be developed to ensure a good level of visibility of CIPSEC at events and
communicate the key elements of the project at a glance.
Supporting graphical elements – derived from the brochure and website development, they will be made
available in the SVN Project Place for partners.
Promotion pack – it is designed to support the team to promote the launch of the project by providing a
supporting document containing news items, social media hooks, text and graphics.
General PowerPoint presentation about the project – a standard presentation about the project will be
produced for use at local, national and international meetings and conferences. It will be structured in the following
way:
•

Main goal;

•

Specific objectives;

•

Target groups;

•

Approach;

•

Implementations by application partners;

•

Partners logos;

•

Contact details and web URL.

The partners have the option of translating this material to the local context. If they choose to do so, then this will
also be made available on the project website.

2.4.3 Stakeholder list & groups
According to the stakeholder matrix shown above, different actors will be identified and addressed during the
CIPSEC project lifecycle. To support this, a stakeholder list will be developed and continuously expanded,
updated and refined. As the project is Europe-wide, stakeholders will need to be identified and classified
geographically. The list will be used for spreading the project’s communication outputs. Two additional groups
include:
Critical Infrastructure Cyber Security Interest Group: to expand the adoption of measures implemented in the
critical infrastructures, a Critical Infrastructure Cyber Security Interest Group will be established. The aim is to
present the progress and closely follow activities linked to the cyber security aspects and the impact on critical
infrastructures, willing to achieve further potential replication of the CIPSEC security solutions. A detailed concept
and plan will be developed further;
The experts: to maximise the internal expertise available within the consortium, all staff involved in the CIPSEC
project will share their area of expertise via the description section in the CIPSEC webpage. In this way, the other
partners and stakeholders could then potentially approach them on related issues including enquiries that come
in through the helpdesk.

2.4.4 Online engagement
Website
A project website, www.cipsec.eu, is up and running with the most relevant information of the CIPSEC project.
The official launch of the project website and dissemination material was in October 2016. The structure and the
content of the website is integral to ensure a high level of engagement: the content will be designed to encourage
a two-way flow communication with the target audience:
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Core content of the website includes:
▪

Description of the project idea, objectives, activities and results;

▪

Critical infrastructures involved (incl. video interviews);

▪

Project’s updates;

▪

Consortium members with description, role in the project and contact point; as well as contact details of the
Project Coordinator.

Much of this content will need to be reviewed by partners before it goes live. To keep visitors returning to the
website, it will be continuously updated with new content in the blog posts news & events sections described
below. There will also be a particular focus on the cyber security solutions being implemented in the critical
infrastructures, with supportive cross linking to facilitate the user journey and detailed factsheets also described
below.
To raise the impact of the project, increase the outreach and boost the SEO (Search Engine Optimisation) levels,
a web linking strategy with partner organisations and other EU projects (particularly related to cyber security and
critical infrastructure) will take place. The website will be available in English only, though there will be links to
the partners’ webpages and they could lead to local language content. It will be online for at least two years after
the closure of the project.
Blog updates
Blog-style updates documenting the project progress will be the responsibility of the project coordinator. Content
will be focused on the implementation of the cyber security solutions and the lessons learnt. A dedicated section
of the website will be made available to display these updates. A minimum of three annual updates will be written
and coordinated by an online calendar. Posts should be between 400-600 words in length with supporting visuals
like photos, images and videos.
Project diary - e-updates
The e-updates will be disseminated electronically every four months. All issues will be accessible through an
updated archive on the project website. Content will be derived from the blog updates and a roundup of the latest
events and news from the critical infrastructure managers operating and/or testing the cyber security solutions.
Interested stakeholders may subscribe to a mailing list to receive a tri-annual e-update containing the latest news
from the project and upcoming events. All messages to the mailing list must either come from or be approved by
the project coordinator. The mailing list will be fully moderated to avoid spam. When emailing, the stakeholders
will be invited to opt in to receiving the project e-newsletter as part of the webpage promotional pack.
Social media
A mix of social media tools will be used to broaden outreach and to create a ‘buzz’ about the project and in
particular around the implementation of the cyber security solutions and the lessons learnt.
Twitter – a dedicated Twitter account will be set up, @CIPSECproject, as a micro-blogging media service, to
disseminate information on a regular basis and engage the target groups. Twitter provides users the possibility
to interact with each other on the basis of topics and themes they are interested in, and it can become a very
powerful tool for increasing the impact of CIPSEC:
•

Support in reaching out to the media, policy makers and scientific experts in the field of cyber security
impact assessment in critical infrastructure.

•

Generally, promote knowledge and awareness of project results by tweeting specific content and topics.

•

Announce and advertise specific CIPSEC events like the webinars, study visits or workshops.

•

Target journalists and bloggers as multipliers to spread the word about project results, conclusions, next
steps, and updates from the CIPSEC website.

•

Each CIPSEC partner participating in the project has also the option to manage its own Twitter account
or to use their websites to promote the project and reach out to our target groups in the own language.
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YouTube – a dedicated channel to host the CIPSEC videos will be set up to support cross-linking and SEO
ranking of the project on the web.
LinkedIn – a slide show summarising the project in brief will be disseminated to partners to share with direct
contacts and groups related to critical infrastructure and cyber security aspects.
Videos
Experience shows that videos are ideally suited to disseminate ideas, information and know-how in an engaging
way leading to higher conversion rates than static text. Videos are also social-media-ready and social-mediafriendly – easy to share and easy to understand. As such they will form part of the communications strategy,
seeking to tell the story, take viewers on a journey and give the right project’s perspective.
Each critical infrastructure manager in the project will undertake to produce at least two videos (one promotional
& one interview with the manager) of approximately 2-5 minutes in length. The partners, to ensure consistency,
will produce branding guidelines for critical infrastructure protection. These videos should also be available in
English or in the local language with English subtitles.

2.4.5 Media activities
Implementing an active program of news updates and releases and other communications tools helps increase
awareness about the project’s key activities.
Communication channels
A database of media contacts and available communication channels will be kept regularly updated by partners,
who will indicate the channels they have available to them through filling in a file or spread sheet.
Press releases
Press releases will be limited to significant project breakthroughs or events. There will be a minimum of four
press releases during the project. Press coverage of the project will be shared on the website (press corner). The
press releases will have the characteristics below:
Press releases will be ad-hoc issued in relevant languages and in English. The aim is to focus telling stories of
societal relevance and in the perspective of CIPSEC impact.
Press releases will also be used by individual partners to make calls for project events.
Guidelines for submitting press releases mentioning partners will be developed.
Twitter contact
Twitter contact via news channels may also be considered as an additional way to approach the traditional media
channels, which are moving more and more to the online space. Spokespeople from the consortium who are
available to speak on behalf of the project will be indicated in the press corner online.
Press corner
Press corner to be housed on the website, will showcase all press coverage, a press kit (with relevant information
about the project), speakers from each of the countries and the contact details of the media coordinator, who is
responsible for managing requests.
In addition, the following items will be produced:
3 reports per industry on improved resilience levels.
2 contributions to roadmaps and discussion papers
2 contributions to policy-makers
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4 newsletters will be prepared and distributed to relevant audiences by the individual partners and thorough
project website.
8 journal publications
20 conference papers and presentations

2.4.6 Face-to-face outreach
As face-to-face communication is the most effective, events and workshops form a key part of the communication
strategy. The project coordinator is responsible for task coordination working in cooperation with the critical
infrastructure participants and other partners.
External/third- party events
Members of the project consortium will attend events that are relevant to the project’s topic and thus reach the
appropriate target groups. Each partner will participate in at least one event over the lifespan of the project. For
partners travelling to attend events, an active role at those events is requested (i.e. info stand, presentation,
meetings with key stakeholders, etc).
A list of the main events related to cyber security and critical infrastructure protection will be updated on an annual
basis with inputs from the project partners. The aim is to reach up to 50 events attended throughout the lifespan
of the CIPSEC project.
Key and suggested events for the whole project include:
▪

6th June 2016: Project Kick-Off @ATOS (Spain).

▪

23rd-24th September 2016: CIPSEC Summit - Project Plenary Meeting @FORTH (Greece).

▪

Month 9: Project Review Meeting @ EMP (Switzerland).

▪

Month 13: Project Review Meeting @UPC (Spain).

▪

Month 17: Project Review Meeting @BD (Romania).

▪

Month 21: Project Review Meeting @AEGIS (UK).

▪

Month 24: Stage 1 - Field Trial configuration @CSI (Italy), HCPB (Spain) and DB (Germany).

▪

Month 25: Project Review Meeting @WOS (UK).

▪

Month 29: Project Review Meeting @DB (Germany).

▪

Smart City Expo 2016 – November (Barcelona).

▪

Appsec Europe - appsec.eu (Rome).

▪

Blackhat Europe - http://blackhat.com/eu-16/ (Amsterdam).

▪

BSIDES - http://www.securitybsides.com/w/page/12194156/FrontPage (All Europe).

▪

European cyber security conference - http://www.cebit.de/event/european-cyber-securityconference/TAG/68658 (Munich).

▪

Defcon - https://www.defcon.org (Las Vegas US).

▪

HITB - https://conference.hitb.org/ (Amsterdam).

▪

Infosecurity Europe - http://www.infosecurityeurope.com/ (London).

▪

SANS - https://www.sans.org/ (All Europe).

▪

Critical Infrastructure protection and resilience Europe - http://www.cipre-expo.com/ (The Hague).

▪

CRITIS - http://critis2016.org/ (Paris).

▪

Net Futures 2016 - http://netfutures2016.eu/ (Brussels).

▪

CIRAS project final conference - http://www.cirasproject.eu/ (Katowice - Poland).
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▪

The Security Culture Conference - http://securitycultureconference.com/ (Oslo - Norway).

▪

Trust in Digital Life - http://www.trustindigitallife.eu/ (The Hague).

▪

SECRYPT 2016 - http://www.secrypt.icete.org/ (Lisbon).

▪

Cyber Intelligence Europe conference - http://www.intelligence-sec.com/events/cyber-intelligenceeurope-2015 (Bucharest).

▪

CyberCamp - https://cybercamp.es/ (Leon-Spain).

European technical workshops
These workshops will be held annually (3 in total) and they will be hosted by UPC (Spain), TUD (Germany) and
UOP (Greece). The main goal is to create the appropriate technical knowledge sharing environment for the right
integration of the different tools into the framework.
The planning for the workshops is:
▪

Month 7: I Technical Workshop – Critical Infrastructure Protection and Industrial Control System
management @UPC (Spain).

▪

Month 15: II Technical Workshop – Critical Infrastructure Protection and Industrial Control System
management @TUD (Germany).

▪

Month 26: III Technical Workshop – Critical Infrastructure Protection and Industrial Control System
management @UOP (Greece).

Moreover three (3) courses will be held on the third year of the CIPSEC project as part of one of the most
important missions, the knowledge transmission to the Critical Infrastructure staff in the three different use cases
the project aims to be applied to. The planning for the courses is:
▪

Month 30: I – Training courses for CI staff: how to use CIPSEC framework and react to emergency
situation @TUD (Germany).

▪

Month 30: II – Training courses for CI staff: how to use CIPSEC framework and react to emergency
situation @COMSEC (Israel).

▪

Month 30: III – Training courses for CI staff: how to use CIPSEC framework and react to emergency
situation @FORTH (Greece).

Infield testing and demos
The nature of the CIPSEC is to deliver a practical and tested cyber security framework to be applied to three use
cases. In the project, there are some events stated to do the testing, trial, deployment and demonstration in real
life cases scenarios. The planning for these events is the following:
•

Month 24: Stage 1 – Field Trial configuration @CSI (Italy), HCPB (Spain) and DB (Germany).

•

Month 32: Stage 2 – Prototype Demonstration @CSI (Italy), HCPB (Spain) and DB (Germany).

2.4.7 Replication
While exploitation of CIPSEC project is primarily the focus of WP5, stressing the potential for the solution
replication should be inherent in all communication activities. An exploitation plan (business model definition) will
be written by the end of the project. Specific materials/activities produced to support it include:
Technical reports
The technical reports produced under the other WPs will be made available via the project website to ensure a
wider dissemination and they will be shared via the e-updates mechanisms.
Partners will be expected to share these so that they can be disseminated more widely in a format accessible to
the target audience.
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Journal submissions
New scientific evidence and implications for policy and planning will be published in the form of scientific peerreviewed papers. To reach a vast audience of researchers in various disciplines, journals will be carefully selected
to cover all relevant topics, including cyber security in transportation, health and water plants critical
infrastructures, among others.
Webinars
Throughout the lifespan of the project, active engagement with existing platforms related to critical infrastructure
protection will be sought. In particular, CIPSEC project will create 10 use-cases in relationship with other
European projects. All the partners will cooperate on finding the best use cases in European projects where
CIPSEC could add real value.
Factsheets
Factsheets provide a concise, and useful tool to share information. As part of the project, it is suggested that
these should cover both the technical and thematic aspects:
Technical factsheets - for those wishing to find out more detailed technical information about the challenge of
critical infrastructure protection, a series of factsheets will be compiled for each solution. These will be designed
to share in detail the benefits of the solutions in an easily accessible way. The project coordinator will deliver a
template and content guide to the site leaders, who are responsible for collating and returning the completed
versions.
Three thematic fact sheets – they will build upon the themes related to the critical infrastructure protection
approach and the experiences of the different real-life case scenarios. A common format for a 2-4-page factsheet
will be developed by ATOS.
These factsheets will be accessible via the SVN of the project.
Results publication
A final project brochure for policy and decision makers will formulate recommendations for EU, national
governments, local governments and critical infrastructure-related companies based on the experience of the
project. The leaflet will give an overview of solutions that critical infrastructure organisations (partners) have put
in place and it will include good practices and recommendations. This document will be accessible via the
website, as a downloadable file and it will be spread among a select stakeholders’ group.

2.5 Timeline
Regular monitoring and evaluation helps to assess whether the running dissemination channels and tools are
effective. This kind of assessment can help to shape the revision, if necessary, of the project’s communication
activities. For this reason, conducting evaluations and impact assessments is a cost-effective and efficient way
to improve the overall performance of a communication strategy. It can help to highlight the areas of a strategy
that are working well and areas which are under-performing, which in turn can help to refine the communication
actions. The key performance indicators outlined above form the basis of the evaluation outcomes.

2.6 Roles and responsibilities
Effective communication comes from a joint effort across the consortium; all partners are therefore expected to
be actively involved in contributing to communication activities in line with the Grant Agreement provisions.
All project partners will contribute to this dissemination plan by
Using their own systems and communication channels (own websites, e-newsletters, etc). As far as possible, the
target groups should be reached out to in their own languages.
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Presenting the project and results at conferences, in magazines and industry publications, as opportunities arise.
Using their press contacts to strategically place project outcomes on local, regional, national and international
levels.
Providing completed technical reports to WP1 and WP2 lead for wider dissemination. Keeping a record of their
dissemination activities and press coverage.
Critical infrastructure organisation partners will contribute to this plan by
Providing input into the technical factsheets.
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3 Standardisation plan
CIPSEC’s standardization activities commence at M6 for the period M6-M36. While research institutes, for
maximal effectiveness, lead CIPSEC’s standardization task, the CIPSEC industry partners and the Advisory
Board (AB) members will actively engage to assist these standardization activities that typically involve and are
primarily influenced by industry practitioners.
CIPEC’s standardization plan will entail the following 3 actions:
▪

Project internal dissemination of standards information to ensure partner awareness of the CI-relevant
standards and for their task development to be conformant to the CI-standards

▪

Based on the CI pilot owners and industry-partner development of activities (tools, methods, etc.), to provide
feedback to the standardization bodies to help improve their standards and their interoperability.

▪

Participate in the evolution of standards to advocate the results of CIPSEC’s innovations.

3.1 Activity planning and emphasis points
▪

T5.3 participants (TUD, FORTH, UoP) already initiated actions at an early stage by soliciting inputs from the
CIPSEC partners to identify standards bodies where CIPSEC has direct contacts to contribute. This
participation will form the base of the CIPSEC standardization activities (including internal dissemination
within CIPSEC) and will be extended to other bodies, as viable, over the course of the project.

▪

Emphasis Point #1: Standards are primarily led and influenced by (large) industry. Hence, CIPSEC needs to
be pragmatic for the level of influence on standards possible by the project. The role of CIPSEC industry
members and Advisory Board members will be crucial here.

▪

Emphasis Point #2: Standard meeting timelines (input solicitation and decision processes) are maintained
within the standard groups and can often take years to converge. Consequently, CIPSEC will maintain
pragmatic engagement via participation, and also interface the appropriate CIPSEC results synchronizing,
as possible, across both the CIPSEC deliverables and standards schedules.
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4 Competitors
4.1 Industry analysis
In the last 10 years, digital technology has revolutionized economic and social interaction but it has also caused
a significant digital dependency in many industries. Today’s organizations increasingly rely on third party systems
to provide many of their digital services as is the case with CIs. The core idea behind CIPSEC is to protect Critical
Infrastructures. In general, any sector whose partial, even temporary, incapacitation or total destruction would
have an effect on security, public health, safety or wellbeing of the population is considered critical and must be
protected from criminals, hacktivists, and even nations who may seize the massive opportunities offered by
interconnectedness to achieve their often-malicious goals. So, while CIPSEC’s customer base should target
nations, it is also critical to focus on government facilities, banks, hospitals, power systems, transportation
systems, communications, health services and even news agencies, despite they are not CIs in the strict sense.
Nations
In the past, Critical Infrastructure Systems were physically isolated, with little interaction with each other. A
possible security breach, partial failure or total destruction of such a system would only have a negative effect
locally. However, today, while physical isolation still holds to a lesser degree, CIs are interconnected and
interdependent, causing the infrastructure to be more vulnerable to both physical and cyber disruptions. What
would have been an isolated failure in the past can become a widespread disruption because of cascading
effects. In that sense, it is vital to be protected against these events.
Banks
An intrusion into a bank’s system is often perceived as a catastrophic event since apart from the financial damage,
protected data can be stolen, modified and/or deleted. Besides, if such events are publicized, they can affect
share prices, cause irreparable reputational damage and impact on the stability of the wider financial market.
Environmental Monitoring
The environmental monitoring domain uses standard solutions to achieve the necessary security level.
A typical environment-monitoring network consists of:
▪

Monitoring stations or simple data loggers, placed outside the corporate network.

▪

One or more data collection servers eventually placed inside the corporate network.

▪

Data management, elaboration and distribution applications hosted on servers inside the corporate network.

Generally, all the servers used for the environmental monitoring network, located inside the corporate
networks, are protected in the same way as the other corporate servers, for example using the security system
according to ISO 27001.On the other side, the systems outside the corporate network are protected in many
ways, according to the kind of hardware used.
Industrial PCs or servers are protected with hardware or software firewalls when they are exposed on the Internet
and standard secure protocols are used for data transmissions (SSL, VPN, etc.).
In case of ISDN networks, security is usually demanded to ISDN routers with caller id identification and filtering,
CHAP protocol; in addition, the same security protocols and firewall used for Internet connection may be used.
Simple data loggers with proprietary byte-based protocols do not usually possess additional security protocols or
hardware, as the data loggers have only the capability to transmit the measured data, so it is not possible to
change their configuration or normal behavior through the network connection.
As far as we know, there are not specific solutions used by the environmental monitoring domain.
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Water Supply and Power Supply Companies
Protecting drinking water sources is key to sustaining safe water supplies for the population. Disruption of drinking
water could lead to a state of disorder. The same is true for power supply companies.
Transportation Systems
Several years ago, transportation services, like railway transportation, consisted of regional isolated units, which,
if they had any interaction, were only using very simple communications like phones or slightly more advanced
communication tools. Nowadays, technologies try to exhibit a better performance and optimize the used
resources. In order to do so, digitalization and connecting the former isolated islands has a high potential to
enhance the capacity of transportation on the affected regions.
Along with this opportunity, a lot of challenges arise in the transportation sector. Due to the connections between
the areas, an attack can not only affect one single area, but take down the complete network. Besides this, the
usage of standard protocols and digitalization of the processes leads to bigger areas that are controlled by a
single operator. If now such an area is under attack or has a malfunction, the fall-back programmes are hard to
realize. With standard protocols, standard attacks have also made their appearance into this CI domain. For
example, an attacker could develop his attack for the banking sector and later on also use it on the railway
domain.
Currently, the situation for security solutions suitable for the railway domain is bad. Due to the required admission
by the national safety authority, only a few products can be used. These products then also have to fulfil several
other requirements introduced by the safety requirements, which also reduces the options.
Therefore, at the time of writing, only three validated solutions for Germany are known: KISA, which is a crypto
component, developed by DB Netz, the Security Gateway, and Security Translator, which are not produced
anymore.
Communications
A deliberate communications disruption could leave the population without any communication over a long period
of time, affecting basic services.

4.2 Key competitors
4.2.1 Introduction
The CIP market is highly diversified, with a mix of established players and smaller companies vying for attention
in an increasingly contested market space. Relatively moderate barriers for entry and growing focus on smart
grid technology have enabled smaller firms to gain entrance into the market. However, recent trends show that
industry players such as Honeywell International Inc., BAE Systems, and Lockheed Martin are eventually
acquiring smaller companies in a bid to consolidate their market position. Several collaborations are also being
forged between existing companies, as they remain focused on providing integrated solutions and services to
tackle dynamic attacks.
Also, CIP market is composed by “traditional” IT system integrators with capabilities and high expertise in cyber
security, information systems and communication networks, trying to provide highly capable, scalable solutions
for existing infrastructure of all sizes and levels of complexity, and tailoring these solutions to meet the specific
requirements of each customer and each site.
The market’s global offer for protection of critical infrastructures covers:
▪

A global security approach based on an operational concept of operation.

▪

Control operations: situation awareness and site status.

▪

Control site cyber security, alarm monitoring, event tracking.

▪

Command: decide engagement and monitor resources.
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▪

Operational command and control security centre at headquarters, regional and local levels to manage
prevention, crisis and incident, and resource management integrating business applications such as
video management systems, alarm management, network and communication management…

▪

Communications networks such as fibre optics networks, SCN, PMR, Wan/Lan, microwave…

▪

Field equipment such as access control and screening, people and vehicle identification, barriers, fences,
long range sensors, video protection, fire detection, PA/GA, building management systems…

4.2.2 Competitors on Critical Infrastructure protection field
4.2.2.1 BAE Systems 1
Bae Systems is a global defence company, present in all markets. Their solutions range from best-of-breed cyber
defence solutions to physical security, access controls and premises monitoring and management options.
BAE Systems provides trusted enterprise integrated security solutions to appropriately manage CIP risks. From
protecting electricity transmission networks in to delivering CCTV network, so they are offering an integrated
security and surveillance systems.
BAE Systems CIP portfolio

1

▪

Security Advisory Provides regular access to professional cyber security engineers, with sector specific
experience, and current knowledge of operational technology (OT) threats and vulnerabilities.

▪

Security Diagnostic A quick and cost-effective method for assessing the maturity of their people,
processes and technology used to ensure safe and secure operation of OT.

▪

Risk Assessment. Provides a detailed risk assessment of an organization’s industrial systems based
on current threats using IEC62443 aligned processes.

▪

Security Strategy Strategic program management that reduces an organization’s cyber risks using
proportionate and cost effective strategic decisions.

▪

Security Architecture Development of high-level and low-level architecture designs, including
recommended security controls, for complete OT security.

▪

Security Frameworks Delivers people, process and technology policies, processes and guidance that
enables an organization to manage and mitigate their cyber risk.

▪

Network Segmentation Enabling secure information exchange between the boundaries of the
segmented networks so that business processes can operate efficiently.

▪

Network Monitoring Providing visibility of protocol specific data on OT networks, alerting
misconfigurations and cyber events to a central command and control system.

▪

Security Testing Penetration Testing OT systems to ascertain their security vulnerabilities and assure
OT operators that security functions are robust.

▪

Security Assurance Providing independent OT security assurance and requirements validation to
confirm that security requirements have been successfully implemented.

▪

Security Training Enabling an organization to manage its own cyber risks in the most cost-effective way
through the provision of targeted OT training and awareness.

▪

Security Cases Incorporating the cyber threat into the consideration of safety and resilience in the design
and development of an OT system.

http://www.baesystems.com/en/home
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Bae System HW/SW solution
Industrial Protec is one solution that can help those tasked with building and enforcing effective security
measures into the operational technology which controls industrial systems. The purpose of the solution is to
enable secure information exchange between the boundaries of the segmented networks so that business
processes can continue to operate between the networks across these boundaries.
The protocols used to communicate will vary depending upon the industry, application and control system.
IndustrialProtect currently supports OSISoft PI (SCADA) and JDBC protocols.
▪

The main IndustrialProtect benefits are:

▪

Reduction of the risk of ICS compromise without disrupting existing business processes.

▪

It allows for secure two-way flows of information, reducing the need for local manual processes.

▪

It can be simply extended for other control system protocols.

▪

Centralized management interface to simplify large scale deployments and facilitate simple
management, and maintenance of remote systems.

▪

Designed to be simple to install and integrate for rapid deployment.

4.2.2.2 IBM Corporation1
IBM unveiled two years ago, a new cyber security consulting service to help critical infrastructure organizations
utilize the new NIST Cyber security Framework.
The IBM Industrial Controls Cyber security Consulting service aids critical infrastructure organizations and
companies to help them under the new Cyber security Framework and apply strategies and techniques to make
their organizations more secure. Organizations that work with the consulting service will receive an orientation to
the Framework, a comprehensive security assessment, recommendations, information about best practices, and
a long-term roadmap to follow.
The Framework was officially released on February 12th, 2014. It is designed to help organizations assess and
mitigate cyber security risks. It does not provide specific recommendations, nor does it list any specific
technologies to use, but it does provide a blueprint for organizations to follow to improve their cyber security
efforts. It is accessible to any type of organization and it can be customized as required.
The NIST Framework is especially important because much of the nation’s critical infrastructure is
interconnected, so all organizations should take active steps to prevent cyberattacks.
IBM is aware that cyber threats are not limited to selected industries such as financial services and retail
companies and they are focusing the solutions to the growing need to apply advanced security to our increasingly
interconnected critical infrastructure like power facilities, electrical grids, industrial manufacturing operations, or
others.
IBM Critical Infrastructure security is offered together with other security services more traditional included on
their portfolio:

1

▪

PCI compliance advisory services: enhance security posture with robust gap assessments, readiness
reviews and remediation reports.

▪

Security architecture and program design: identify IT security vulnerabilities to help mitigate IT risk.

▪

Ten Essential Practices Assessment: assess security and technical controls to help you prepare for
and pass security audits.

▪

Security framework and risk assessment: identify IT security vulnerabilities to help mitigate business
risk.

▪

Security strategy and planning: better address evolving regulatory requirements and help protect
business from growing threats.

http://www-03.ibm.com/security/
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The IBM star solution for Critical Infrastructure surveilling is IBM QRadar
IBM QRadar is a security intelligence platform that enables security optimization through advanced threat
detection, meet compliance and policy demands, eliminating data silos. IBM QRadar features:
New requirements around real time incident monitoring and management
•

Strict notification timelines for incidents upon detection.

•

Timelines for submission of detailed investigation reports.

Continuous monitoring and availability for “Identified Critical Systems”
Enhanced requirements for application and data security visibility
Ability to manage Operational Infrastructure Security in an optimized manner
Detecting, Preventing and Managing “Data Loss” incidents

IBM QRadar is composed by several modules:
QRadar Log Manager
•

Turnkey log management.

•

SMB to enterprise.

•

Upgradeable to enterprise SIEM.

QRadar SIEM
•

Integrated log, flow, threat, compliance mgmt.

•

Asset profiling and flow analytics.

•

Offense management and workflow.

Network Activity Collectors (QFlow / VFlow)
•

Network analytics, behaviour and anomaly detection.

•

Layer 7 application monitoring.

•

Fully integrated with SIEM.

QRadar Risk Manager
•

Predictive threat modelling & simulation.

•

Scalable configuration monitoring and audit.

•

Advanced threat and impact analysis.

QRadar Vulnerability Manager
•

Integrated Network Scanning & Workflow.

•

Leverage SIEM, Threat, Risk to prioritize vulnerabilities.

4.2.2.3 Cisco Systems Inc.1
Cisco CIP approach supports utilities in meeting CI security needs with:

1

http://www.cisco.com/c/en/us/solutions/industries.html
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A solutions approach to security that combines a comprehensive set of Cisco technologies, solutions, services,
and ecosystem partners.
Deep experience helping utilities plan and build end-to-end security architectures that include physical security,
cyber security, compliance, intrusion detection and prevention, data centre security, and security management.
Help developing business strategies and architectures, understanding compliance needs, and designing,
building, and operating grid physical and network security solutions.
Cisco solutions take advantage of its extensive portfolio of cyber security and physical security products,
technologies, services, and ecosystem partners to help utility companies reduce operating costs while delivering
improved cyber security and physical security for critical energy infrastructures.
Cisco CIP solutions provide
Identity management and access control: Secure utility facilities, assets, and data with user authentication
and access control custom-built for grid operations. Cisco products supported include Cisco Secure Access
Control Server, Cisco Identity-Based Network Services, and Cisco Network Access Control.
Threat defence: Build a layered defence that integrates firewall, VPN, intrusion prevention, and content security
services to detect, prevent, and mitigate threats. Cisco products supported include Cisco ASA, Cisco IOS ®
Security, Cisco Intrusion Prevention System (IPS), and Cisco Security Agent.
Data centre security: Turn network, computing, and storage solutions into a secure, shared pool of resources
that protects application and data integrity, secures communications between business processes and
applications within the utility, and secures connectivity to external resources such as providers of renewable
energy. Cisco products supported include Cisco ASA, Cisco IPS, server and data centre firewalls, and Cisco
ACE Web Application Firewall.
Utility compliance: Improve risk management and satisfy compliance and regulatory requirements such as
NERC-CIP with assessment, design, and deployment services.
Security monitoring and management: Identify, manage, and counter information security threats and maintain
compliance through ongoing monitoring of cyber events. Cisco products supported include Cisco Security
Monitoring, Analysis, and Response System (MARS); Cisco Security Manager; and Cisco LAN Management
System.
Physical safety and security: Provide physical security to utility environments with access control and video
surveillance for real-time monitoring. Cisco products supported include Cisco Physical Access Gateways, Cisco
Physical Access Manager, Video Surveillance (media servers, IP cameras, video storage, and video operations),
and Cisco IP Interoperability and Collaboration System (IPICS).
Professional services: Engage Cisco experts in building end-to-end secure architectures to help plan, build,
and run grid security solutions that help meet regulatory compliance requirements and provide protection from
cyber security and physical security threats.
Cisco services for CI
Cisco Services deliver network and physical security to the CI by assisting utilities in defining security
requirements, developing future-state grid security architectures, coordinating the deployment and integration of
security solutions, and then delivering ongoing optimization and managed services. These services, available
from Cisco and smart grid ecosystem partners, are based on industry best practices and proven methodologies
for planning, building, and running end-to-end security infrastructures.
Security strategy and architecture assessment: Provides a CI security infrastructure strategy and plan that
include an assessment of business’s requirements for grid security and development of a security architecture
and roadmap.
Utility compliance assessment for NERC-CIP: Analyses internal controls and procedures for NERC-CIP
compliance, identifies gaps in security controls, and provides recommendations to address high-priority
vulnerabilities.
Physical security site vulnerability assessment: Analyses requirements for access control, surveillance, and
operations and provides recommendations to improve physical security.
CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity
framework

32/121

Data centre facilities assessment: Provides a data centre site security assessment to improve physical
infrastructure security.
Data centre virtualization assessment: Analyses information security requirements and provides
recommendations to improve data centre security.
Security technical requirements development: Develops detailed technical requirements based on business’s
physical and information security strategy and architecture.
Security technical architecture design: Develops a detailed security design that meets requirements for
physical and information security.
Physical security solution design: Develops detailed designs for rich media collaboration, access control,
video surveillance, and command and control solutions.
Network security solution design: Develops detailed designs for data centre security, identity management,
threat defence, and security management.
Data centre virtualization design: Provides a detailed design and implementation plan for virtualized data
centre environment, including security requirements for network, storage, and compute resources.
CI security deployment: Provides implementation plans and custom deployment and integration of physical and
information security solutions.
Remote management and monitoring: Provide operational support for security incident monitoring, fault and
performance management, problem resolution, security infrastructure tuning, and secure network access control
support.
Security optimization: Strengthens security infrastructure through strategic planning, architectural
assessments, design, performance tuning, and ongoing optimization support.
Security architecture assessment: Identifies vulnerabilities and recommends improvements to align the
security architecture with industry security models, best practices, and business policy.
Cisco Services for IPS: Deliver timely security intelligence information, signature file updates, and
comprehensive support for Cisco IPS solutions.
Cisco alliances
Recently Cisco next-generation intrusion-prevention system IPS (NGIPS) solutions integrate with IBM’s QRadar
Security Intelligence Platform to deliver comprehensive security intelligence for operators of critical
infrastructures.
Cisco and IBM have partnered to deliver comprehensive visibility into the network. They set out to help the energy
industry address advanced threats and achieve compliance. The Cisco NGIPS collects real-time information
about intrusion events, network devices, applications, and identities. This information is then sent to IBM’s
QRadar Security Intelligence Platform which collects, normalizes, and correlates the data. Together, they provide
the context security teams need to quickly engage in remediation processes. The relationship between Cisco
and IBM provides better security, faster resolution, and lower TCO.
It’s a powerful combination getting increased visibility into attacks and unparalleled analysis of network and
security events across the following functional areas.
Cisco and IBM integration provides significant benefits and, suppose a competitive advantage over other
competitors:
•

Respond more quickly and accurately to security events with enhanced visibility across smart meters,
devices, and systems.

•

Reduce false alarms with additional data to confirm or negate potential risks across the complex smart
grid infrastructure.

•

Combat ever-changing and persistent threats with analysis and correlation of additional security
information, helping to compensate for the lack of consistency within the smart grid ecosystem.
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•

Meet energy industry mandates, like FIPs, CIP, and NISTIR 7628 1—and comply with internal policies
with unprecedented contextual awareness.

•

Lower total cost of ownership (TCO) and improve network security with transparent integration between
security telemetry, network components, and a range of specific energy-related devices.

•

Simplify management and analysis of security events from multiple tools with a one-console security
approach that scales with the entire smart grid.

4.2.2.4 Honeywell International Inc.2
Honeywell Process Solutions (www.honeywellprocess.com) is a pioneer in automation control, instrumentation
and services for the oil and gas; refining; pulp and paper; industrial power generation; chemicals and
petrochemicals; biofuels; life sciences; and metals, minerals and mining industries. Process Solutions is part of
Honeywell's Performance Materials and Technologies strategic business group, which also includes UOP 3, a
leading international supplier and licensor of process technology, catalysts, adsorbents, equipment, and
consulting services to the petroleum refining, petrochemical, and gas processing industries.
HPS is a leader in the industrial automation space, and its Industrial Cyber Security Solutions group has a
dedicated global team of industrial cyber security experts that provide products, services and technologies to
help protect industrial automation and control systems against cyber threats.
From assessments and audits to response and recovery, the portfolio of end-to-end solutions leverages
Honeywell’s industry-leading expertise and experience in process control and cyber security. Having delivered
more than 1,000 projects globally, Honeywell’s certified experts help users improve their cyber security posture.
Its managed services and complete solutions are designed for the specific needs of process control environments
including Oil & Gas, Chemicals, Refining & Petrochemicals, Energy & Power, Minerals, Mining & Metals, and
Pulp & Paper. With continuous investments in people, processes, and technology, Honeywell is committed to
helping industrial users reduce risk and stay ahead of future classes of cyber-attacks.
Honeywell CIP portfolio
Application Whitelisting and Device Control Service Application Whitelisting (AWL) assists in the prevention
of industrial cyber-attacks by denying any applications that have not been previously identified as 'non-malicious'.
Architecture & Design Honeywell provides consultation on cyber security architectures and different network
topologies based on proper segmentation of security zones and conduits.
Assessments and Audits Assessments and audits can help uncover passive attacks and identify vulnerabilities
such as unauthorized access and other non-compliance issues.
Endpoint Protection Honeywell’s Endpoint Protection Services such as application whitelisting, patching and
anti-malware protect users from unwanted intrusions.
Industrial Cyber Security Lab The Honeywell Industrial Cyber Security Lab is a world-class environment where
Honeywell develops and tests new cyber security solutions to defend industrial plants and critical infrastructure
from cyber-attacks.
Industrial Cyber Security Risk Manager Industrial Cyber Security Risk Manager is the first solution to
proactively monitor measure and manage cyber security risks for industrial environments.
Managed Industrial Cyber Security Services Honeywell’s Managed Industrial Cyber Security Services help
users reduce the risk of security breaches and manage the essential elements of their process control
infrastructure.

1

https://www.nist.gov/sites/default/files/documents/smartgrid/nistir-7628_total.pdf

2

https://www.honeywellprocess.com/

3

https://www.uop.com/
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Network Security Honeywell's Network Security services result in more secure perimeters and higher reliability
for industrial process operations.
Response and Recovery Honeywell’s Industrial Cyber Security Solutions can help develop a backup and
recovery plan, implement automated backup systems, and assist with system recovery in order to improve the
recoverability of digital assets.
Secure Network Refresh Secure Network Refresh (SNR) is a new cyber security service that improves PCN
performance and security by replacing older and obsolete network equipment that is extremely vulnerable to
cyber security attacks.
Situational Awareness Honeywell services provide ongoing situational awareness of new vulnerabilities and
the latest advanced persistent threats (APT).

Since June, 2015, Honeywell has teamed up with Intel Security. This collaboration will combine the latest
advances in cyber security technology with Honeywell’s unique industrial process domain knowledge to provide
tailored security solutions for the industrial environment. The benefits from the integration include:
Tested, proven and validated protection from known and unknown malware threats against systems using
Experion Process Knowledge System.
Consistent protection for both connected and air-gapped systems with no additional need for signature updates.
Change Policy Enforcement so that system changes are made according to authorized policy and process
Integrated management and analysis of cyber security risk using Honeywell Industrial Cyber Security Risk
Manager.
Ideal for isolated systems within industrial control systems, this solution is designed to work without having access
to the Internet or any other network.

4.2.2.5 Kaspersky Lab1
Kaspersky Lab’s approach to industrial security is a holistic one that includes:
▪

The right attitude to industrial security – there is no silver-bullet, out-of-box solution – Kaspersky bets for
an industrial security implementation process that begins with audit and other services before moving on
to preparing people for change, before starting the gradual rollout of dedicated, non-disruptive solutions.

▪

People play a key role in any security strategy. Empowering different stakeholders and teams through
training and education, from C-level executives to IT managers and OT engineers. Kaspersky Industrial
Protection Simulation (KIPS) role playing game, for example, enables even non-technical staff to gain an
understanding of the importance of cyber security and the needs of their workplace.

▪

At a technology level, Kaspersky Lab offers solutions based on unique technologies, created specifically
for industrial networks – extremely fault-tolerant, non-disruptive to technology processes and capable of
working in air-gap conditions.

Kaspersky Lab value proposition CIP is defined in four levels:
Table 5: Kaspersky Lab value proposition

1

Level

Description

LEVEL 0
Physical

Physical devices

LEVEL 2, 1

Sensing the production process, manipulating the production
process

https://business.kaspersky.com/
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Batch Control.
Continuous Control.
Discrete Control.

Monitoring, supervisory control and automated control of the
production process

LEVEL 3
Manufacturing Operations management

Work flow/recipe control to produce the desired end products.
Maintaining records and optimizing the production process.

LEVEL 4
Business planning and logistics

Managing end-to-end supply chain. Establishing the basic
plant schedule – production, material use, delivery, and
shipping.

Kaspersky Lab believes that the most effective industrial security is delivered through a combination of technology
and integrated, expert services. Among the expert services Kaspersky Lab offers to industrial providers are:
▪

Cyber security audit, report and recommendation, followed by the development and implementation of
policies and procedures – as well as the necessary technical support.

▪

Threat model development and mitigation recommendations.

▪

Incident response: incident investigation, digital forensics (and malware analysis) and legal support.

▪

Training in ICS-specific and general cyber security.

▪

Advice to state agencies and industrial regulators.

Kaspersky Lab has developed a portfolio of specialized solutions to address specific industrial security market
needs. These solutions provide effective security at all industrial layers – including SCADA servers, HMI panels,
workstations, PLCs and network connections – from cyber threats without impacting on operational continuity
and consistency of the technological process.
In keeping with Kaspersky Lab’s overall multi-layered security strategy, Kaspersky Industrial Cyber Security
delivers a combination of protection types. In addition to the technologies and services that support every stage
of the security cycle, Kaspersky Industrial Cyber Security delivers protection in support of integrity control,
intrusion prevention and detection, anti‑malware and vulnerability assessment, among others.
Kaspersky Knowledge (Education and Intelligence)
Cyber Security Training: Courses for both IT experts and regular employees on the latest threats, development
trends and mitigation techniques and general cyber security awareness.
Intelligence Reporting: Up-to-date security intelligence reports prepared by leading cyber security experts,
tailored to customer needs, such as software and infrastructure.
Simulation: Kaspersky Lab has developed a training game for managers and technical experts, simulating realworld cyberattacks on industrial automation systems. Different versions are available for different industries – i.e.
water treatment, power generation etc.
Kaspersky Expert Services
Cyber Security Assessment: Kaspersky Lab experts, in co-operation with companies, review and analyse
existing IT security systems and practices before developing a site-specific threat model and recommendations
for mitigation.
Penetration Testing: Kaspersky Lab experts work with in-house staff to locate and mitigate vulnerabilities.
Architecture Analysis: Kaspersky Lab experts assist with cyber security integration at system design stage,
when ICS (and components such as SCADA, PLC and communications devices) are being developed.
Solution Integration: Kaspersky Lab experts can support integration with unique or custom components –
hardware or software – including for customer-specific algorithms used to control key industrial process
parameters.
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Policy and Procedure Development: Preparation of a documentation package for implementing and operating
cyber security based on unique customer industrial and business needs.
Maintenance: Technical support, update testing and regular maintenance are available within the framework of
Kaspersky Lab’s expert technical support service.
Incident Investigation: Malware analysis and incident remediation services designed specifically for
organizations that have in-house specialists.
Kaspersky Software and Hardware Solutions
Application Start-up Control and Application Privilege Control. Among other things, application control
mechanisms enable:
•

Control of application installation and start-up according to whitelisting (best practice for industrial control
networks) or blacklisting policies.

•

Control of application access to operating system resources: files, folders, system registry etc.

•

Control all types of executable that run in a Windows environment, including: exe, dll, ocx, drivers,
ActiveX, scripts, command line interpreters and kernel-mode drivers.

•

Update application reputation data.

•

Pre-defined and customer-defined application categories to manage controlled application lists.

•

Fine-tune application controls for different users.

•

Prevention or detection-only modes: block any application that isn’t whitelisted or, in “watching” mode,
allow applications that aren’t whitelisted to run but register this activity within the Kaspersky Security
Centre, where it can be assessed.

Device access control Manage access to removable devices, peripherals and system busses, based on device
category, family and specific device ID.
•

Support for both white-and-blacklist approaches.

•

Granular, per-computer, per-user policy assignment to a single user/computer or group of
users/computers.

•

Prevention-or-detection-only mode.

Host-based Firewall and Network Attack Blocker Set up and enforce network access policy for protected
nodes such as servers, HMIs or workstations. Key functionalities include:
•

Control access over restricted ports and networks.

•

Detect and block network attacks launched from internal sources, such as contractor laptops, which may
introduce malware that attempts to scan and infect the host as soon as it joins the industrial network.

Automatic Exploit Prevention This enables an isolation layer to protect SCADA processes from malicious
memory injections or modifications, such as exploit payloads.
PLC integrity check Enable additional control over PLC configuration via periodical checks against a selected,
Kaspersky Lab-secured server or workstations. Resulting checksums are compared against saved “Etalon”
values and deviations are reported.
Advanced anti-malware protection Kaspersky Lab’s best-in-class proactive malware detection and prevention
technologies are adapted and re-designed to meet heavy resource consumption and system availability
requirements. Works in static or rarely updated environments. Kaspersky Lab’s anti-malware covers the full
spectrum of technologies, including:
•

Signature, heuristics and behaviour-based malware detection.

•

On-access and on-demand detection.

•

In-memory (resident) detection.
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•

Rootkit detection.

•

Kaspersky Security Network (KSN) and Kaspersky Private Security Network (KPSN) enable the ultimate
malware detection service: custom, targeted detection.

Trusted updates. To ensure Kaspersky Lab anti-malware updates have no impact on protected system
availability, compatibility checks are performed prior to both database/component releases and process control
system software/configuration updates. Potential resource consumption issues can be addressed using one or
more of the following:
•

Kaspersky Lab performs database update compatibility tests with SCADA vendor software in Kaspersky
Lab test bed.

•

SCADA vendor performs compatibility checks.

•

Kaspersky Lab checks anti-malware database updates for customer: SCADA, workstation, server and
HMI images are integrated into Kaspersky Lab’s test bed.

•

Kaspersky Lab anti-malware updates are tested on customer’s site and automated via Kaspersky
Security Centre.

Vulnerability assessment Passive vulnerability assessment capability: detection and information on software
vulnerabilities with zero disruption of technology processes.
Centralized deployment, management and control. Kaspersky Industrial Cyber Security for Nodes is deployed
and managed via a centralized console, enabling:
•

Centralized management of security policies; ability to set different protection settings for different nodes
and groups.

•

Facilitate the testing of updates before roll-out into network, ensuring full process integrity.

•

Role-based access aligned with security policies and urgent actions.

4.2.2.6 McAfee Inc.1
McAfee is now part of Intel Security. With its Security Connected strategy, innovative approach to hardwareenhanced security, and unique McAfee Global Threat Intelligence, Intel Security is intensively focused on
developing proactive, proven security solutions and services that protect systems, networks, and mobile devices
for business and personal use around the world. Intel Security is combining the experience and expertise of
McAfee with the innovation and proven performance of Intel to make security an essential ingredient on every
architecture and on every computing platform. The mission of Intel Security is to give everyone the confidence to
live and work safely and securely in the digital world.
McAfee CIP portfolio
Security without the complexity Critical infrastructure solutions from Intel Security ensure that multiple products
operate together without impacting system availability.
Better situational awareness Expand visibility into security and operations across enterprise IT, SCADA, and
ICS zones.
Multi-zone protection Enable discovery, prevention, detection, response, audit, and management across data,
the network, and endpoints within enterprise IT, SCADA, and ICS zones.
Native support Get the broadest range of out-of-the-box support for traditional IT solutions, as well as SCADA
and ICS applications and protocols.
Continuous compliance Easily demonstrate adherence to multiple regulatory mandates. Critical infrastructure
solutions from Intel Security provide resilience, efficient compliance measures, and instant intelligence for
changing threat environments, along with centralized management.
1

http://www.mcafee.com/hk/index.html

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity
framework

38/121

Different solutions from McAfee for CIP:
Database & Endpoint Security Combine industry-leading whitelisting and change control technology, ensuring
that only trusted applications run on fixed-function devices, and get real-time database protection against external
and internal threats across physical, virtual, and cloud environments.
•

McAfee Data Centre Security Suite for Databases.

•

McAfee Embedded Control.

•

McAfee Integrity Control.

Data Protection Find, track, and protect sensitive information from any application or location.
•

McAfee DLP Monitor.

Network Security Block attacks in real time, before they can cause damage, and protect every networkconnected device.
•

McAfee Network Security Platform (IPS).

Security Information and Event Management (SIEM) Identify critical threats, respond quickly, and easily
address compliance requirements with a complete SIEM solution.
•

McAfee Enterprise Security Manager.

•

McAfee Advanced Correlation Engine.

•

McAfee Application Data Monitor.

•

McAfee Database Event Monitor for SIEM.

•

McAfee Enterprise Log Manager.

SCADA Emergency Incident Response (Service) The McAfee Found stone professional services team can
identify weaknesses in security posture and develop actionable recommendations to mitigate the risks
environment.

4.2.3 CIP competitors quadrant
According to previous descriptions, we can depict the next CIP competitors’ quadrant:
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Figure 1: CIP competitor’s quadrant

CIPSEC aims to develop a well-balanced framework that provides the best of the current commercial solutions
but keeping the trade-off between performance and simplicity. Actually, the final framework will have the sum of
standard functionalities from traditional security vendors’ solutions and the new functionalities derived from the
integration efforts. For these reasons, CIPSEC will be centred in the competitors’ quadrant shown above.

4.2.4 Product competitors
During the initial plan, each partner has made an analysis of the products they are developing and integrating to
fit in the Critical Infrastructure market.
The detailed analysis below is made by all partners and is based on the area their solution is based on.

4.2.4.1 Anomaly detection
4.2.4.1.1 Introduction
Anomaly detection is an important problem that has been researched within diverse research areas and
application domains. Many anomaly detection techniques have been specifically developed for certain application
domains, while others are more generic.
Anomaly detection refers to the problem of finding patterns in data that do not conform to expected behavior.
Anomaly detection finds extensive use in a wide variety of applications such as fraud detection for credit cards,
insurance or health care, intrusion detection for cyber security, fault detection in safety critical systems, and
military surveillance for enemy activities. For example, an anomalous traffic pattern in a computer network could
mean that a hacked computer is sending out sensitive data to an unauthorized destination.
There are several factors making anomaly detection a very challenging task:
Defining a normal state, which encompasses every possible normal behaviour, is very difficult. In addition, the
boundary between normal and anomalous behaviour is often not precise.
When anomalies are the result of malicious actions, the malicious adversaries often adapt themselves to make
the anomalous observations appear like normal, thereby making the task of defining normal behaviour more
difficult.
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In many domains normal behaviour keeps evolving and a current notion of normal behaviour might not be
sufficiently representative in the future.
Due to the above challenges, the anomaly detection problem, in its most general form, is not easy to solve. In
fact, most of the existing anomaly detection techniques solve a specific formulation of the problem.
Rule based, and event correlation techniques have been used over as the principle tool for anomalies detections.
It is true that there are several research projects, that intend to use exclusively machine learning techniques
(Naïve Bayes, SVMs, Neural Networks) to detect anomalies and throw alarms, but nowadays there is not any
commercial solution based only on these characteristics.
CIPSEC project will involve 3 real pilots with high critical cyber security requirements, and the use of a robust
and mature technic is a must.
4.2.4.1.2 Network behaviour anomaly detection (NBAD)
Network behaviour anomaly detection (NBAD) is the continuous monitoring of a proprietary network for unusual
events or trends. NBAD is an integral part of network behaviour analysis (NBA), which offers security in addition
to that provided by traditional anti-threat applications such as firewalls, antivirus software and spyware-detection
software.
An NBAD program tracks critical network characteristics in real time and generates an alarm if a strange event
or trend is detected that could indicate the presence of a threat. Large-scale examples of such characteristics
include traffic volume, bandwidth use and protocol use.
An NBAD program can also monitor the behaviour of individual network subscribers. In order for NBAD to be
optimally effective, a baseline of normal network or user behaviour must be established over a period of time.
Once certain parameters have been defined as normal, any departure from one or more of them is flagged as
anomalous.
NBAD should be used in addition to conventional firewalls and applications for the detection of malware. Some
vendors have begun to recognize this fact by including NBA/NBAD programs as integral parts of their network
security packages.
CIPSEC framework will integrate different partner tools like a unique flexible and robust NBAD solution. Some
examples: Jamming detector (WOS), Honeypots (FORTH), IDS (TUD), XL-SIEM(ATOS).
4.2.4.1.3 Competitors on Anomaly Detection
Market
Normally, we can find different market roles:
Software vendors: They explore, develop and provide new software components, services, middleware,
business services (delivery) platforms and cloud-based infrastructure components needed.
Service providers: They deal with provisioning and operation of innovative applications and services.
IT Solution providers: They typically face the new challenges of developing and integrating new converged
Telecom/IT solutions. Usually they play the two previously explained roles.

Given the multitude of apps and services that will be available for NBAD (network behaviour anomalies detection),
providing efficient and seamless capabilities to locate those services would make their providers key to establish
service and app marketplaces.
Nowadays there is a considerable number of services; they are currently, at an incubator stage, offering little
more than a simple anomalies detection tool, especially those that are based on machine learning algorithms.
CIPSEC project will fill this gap by leveraging a wide range of cyber security technologies that enable and
encourage flexible composition and crowdsourcing of a unique framework.
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OT security managers should select a technology with deployment and support requirements that align with the
OT organization's project and support capabilities. Organizations may need to consider services to cover project
and operational capability gaps. More specifically, CIs managed services may be needed to allow 24/7
monitoring, analysis and response.
CIPSEC is the first integrated framework that will represent a use-case-based, output-driven approach,
establishing scope and requirements for a successful implementation, on three different real scenarios, each one
with a corresponding pilot.
CIPSEC has identified products with deployment and support requirements that align well with CIs environments
and support capabilities.
Competitors
We will show what AD/SIEM solutions are mostly used for nowadays, due to their compliance:

Figure 2: Magic Quadrant for Security Information and Event management1

CIPSEC expects to be, with time, centred in the competitors’ quadrant shown above, joining the Leaders’
quadrant with a good completeness of vision, without compromising on the completeness of vision. The Magic
Quadrant provides a graphical comparative of technology and service providers according to a “Completeness
of Vision” and “Ability to Execute” scale in a particular market. The SIEM leaders’ quadrant is composed of
vendors that provide products that are a strong functional match to general market requirements. They typically
have relatively high market share and/or strong revenue growth. The Challengers quadrant is composed of
vendors that have multiple products and service lines and products that meet a subset of the general market
requirements. The visionaries’ quadrant shows one vendor, that provides a product that is a strong functional
match to general SIEM market requirements but has a lower ability to execute ratings than the leaders. Finally,
the niche quadrant is composed primarily of vendors that provide SIEM technology that is a good match to a
specific SIEM use case or a subset of SIEM functional requirements.

1

2015 Gartner Magic Quadrant for Security Information and Event Management
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Table 6: AD/SIEM solutions comparison table

LogRhythm

Real-time
Monitoring

Correlation and
detection rules.
Network traffic
monitoring and
forensic
capabilities.
Centralized "evidence
locker" feature,
tamperproof
audit trail and
real-time status
tracking of
ongoing
incidents.

Threat
Intelligence

Integration interface
for open-source,
as well as
commercial
threat
intelligence,
sources.
LogRhythm Threat
Intelligence
Ecosystem.
Threat intelligence
data can be
referenced in
correlation and
analytics rule
sets, alarm rules
and reports.
Offer the Honeypot
Analytics Suite.

Behavior
Profiling

Behavior supported
via event, log
and endpoint
sources.
Monitoring against
whitelists,
average trends,
rate trends and
histogram
trends.

IBM Security
QRadar

Splunk

HP (ArcSight)

Predefined mapping
for security event
sources,
security-specific
correlation
searches,
reporting and
security
monitoring
dashboards and
visualizations.

Capabilities for largescale
deployments.
To real-time event
correlation and
NetFlow network
traffic
monitoring,
supports
anomaly
detection and
statistical
analysis
capabilities
across a variety
of attributes.

Using log-based
event sources,
NetFlow, full
packet capture,
in combination
with threat
intelligence.

External and internal
data sources for
known malicious
spyware and
adware IP
address ranges,
malicious IP
addresses and
bogon lists.

Own content and
threat
categorization
model.
Integration support
for third-party
feeds.
Can perform network
threat mitigation
based on event
triggers.

Automatic update
service that
maintains
current threat
information.
IP Reputation can be
refreshed in real
time.
Third-party feed
integration is
supported via
API import.

Statistical analysis
functions can be
used to identify
anomalies and
deviations from
normal behavior.
Automated pattern
detection
capabilities.

User risk scoring,
abnormal
behavior
detection and
privileged user
monitoring.
Historical analysis of
logs to detect
and graphically
display
statistically
significant
patterns.

Behavior analysis
capabilities can
be applied to all
supported
sources.
Baseline behavior of
assets, users
and applications,
then alert on
deviations.
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LogRhythm

Splunk

HP (ArcSight)

IBM Security
QRadar

Data and
User
Monitoring

Integration with
Active Directory
and standard
network
authentication
sources.
File integrity and
system process
monitoring for
Windows, Unix
and Linux.

Windows
Management
Instrumentation
collector.
Integrates with a
variety of
endpoint
detection/endpoi
nt detection and
response
(ETD/ETDR)
solutions.
Splunk DB Connect
app provides
predefined
mapping support
for major
DBMSs.

Connectors to many
IAM systems,
adds actor
attribution to
events.
Supports direct
collection from
database audit
logs.

User-oriented activity
reports and
console views to
track user
authentication
activity in real
time.
Monitoring of major
DBMS logs.
Integration with
Active Directory.

Application
Monitoring

Integrations with Web
application
servers and
firewalls.
Application
awareness via
deep packet
inspection and
application
identification.

Specialized add-ons
for a number of
commercial
applications.
Supported apps for
Netflow stream
collection.
It can be deployed
on-premises or
in the cloud.

Connectors for major
packaged and
SaaS
applications.
Application activity
monitoring by
interfacing with a
Java or .NET.

Integration with major
Web application
firewalls and
Web server
technologies.
Support for SaaS
applications.

Analytics

Integrated Lucene
query language.
Specific views,
visualizations
and analytics,
data point
pivoting and
filtering.
Investigator Tool, a
wizard for
quickly creating
forensic
investigations.

Drilldown analysis to
intermediate
data
aggregations or
pivoting.
Hadoop and NoSQL
Stores used for
batch loading
mode.

Provides trend
analysis
functions, event
graphs, and
map-based
event and
pattern
visualizations.
Connectors for
Hadoop and
Autonomy.

Distributed event and
flow data in real
time and against
historical data.
Hadoop offering.
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HP (ArcSight)

IBM Security
QRadar

Log management
functions for
SIEM
deployments, ad
hoc query for
investigation and
reporting for
compliance.
Reporting has been
improved
through
predefined data
models and pivot
tables.

Log management can
be implemented
stand-alone or in
combination with
ArcSight
Connectors.
Provides predefined
and configurable
reports.

Specialized function
in a tiered
deployment or
as a standalone
capability via the
QRadar Log
Manager
appliance.
A large number of
predefined
reports covering
all major
regulatory
requirements.

Ease of deployment.
straightforward
interfaces.
Usefulness and
effectiveness of
predefined
correlation rules
and report
templates.

Ease of data
acquisition.
wide range of
configuration
options and a
growing number
of wizards for the
automated
support of
several tasks.

Powerful, but
complex solution
to deploy,
manage and
maintain.
New Web-based
management
console to
simplify largescale
deployments.

The technology is
relatively
straightforward
to deploy and
maintain across
a wide range of
deployment
scales.

For organizations that
require balanced
SIEM
capabilities
combined with
endpoint and
network
monitoring to
support security
operations.

Organizations that
need powerful
drill-down search
and ad hoc
query
investigative
capabilities, in
combination with
real-time
monitoring,
visualization and
correlation.
Users should have
knowledge of
event formats
with sufficient
deployment and
customization
expertise.

Comprehensive
coverage.
Organizations that do
not require fullfunction event
management
may be able to
deploy a simpler
and less
expensive
alternative.

For modest, as well
as largescale,
deployments.
Supports securityoriented use
cases that
benefit from
network flow
analysis and
threat detection
via broad-scope
network, server,
user and
application
behavior
analysis.

LogRhythm

Splunk

Log
Management
and
Reporting

Horizontally scalable
log management
functions.
Predefined security
monitoring and
compliance
reports.
Custom reports,
including
executive,
trending,
auditing and
security
operations
reporting.

Deployment/
Support
Simplicity

Use Cases

4.2.4.1.4 Another project researching on anomaly detection
There is mainly one project worth mentioning, because of the similarity with some solutions used on CIPSEC
framework for SIEM / Anomaly Detection and their researching approach:
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Kustodian - SIEMonster1
SIEMonster is a turnkey, open source, enterprise grade, multi node clustered Security Incident and Event
Management (SIEM), built on scalable, zero cost components. SIEMonster can be used to immediately identify
threats in an organization as well as for correlation alert matches over selected periods of time.
SIEMonster comes with supporting build and maintenance documentation that most open source solutions lack.
SIEMonster has the following benefits:
▪

Fully open source, scalable SIEM in 2,4,8,16 nodes and beyond configurations.

▪

No license restrictions, on node or data limitations.

▪

Open community for additional features.

▪

Already running in corporate companies.

▪

Completely free.

▪

On-premise hosted security analytics and SIEM open SOC or cloud hosted.

▪

Instant incident alerting via Dashboard, email, SMS or console view via a secure portal, and integration
with Slack/HipChat using Graylog streams2.

▪

Provides continuous cyber security monitoring to identify, mitigate and respond to internal and external
risks in real time using Alerta3.

▪

Full ISMS suite of documentation, including detailed designs, build guides, maintenance instructions,
tutorial videos and standard operating procedures, etc.

▪

Full integration with OSSEC Wazuh4 fork for host intrusion detection and PCI DSS ruleset incorporated
into Elastic.

▪

Threat intelligence using open-source OSINT Critical stack and intelligence feeds with no subscription
charges.

▪

Incorporate your existing vulnerability scans into the dashboard (OpenVas, McAfee, Nessus).

▪

Fully automated Open-source incident response ticketing system for incident recording, raising tickets to
other operators shows the next shift security analysts’ current issues.

4.2.4.1.5 Conclusion: The Future of Anomaly Detection
Anomaly Detection will play a key role in advancing the capabilities of security technology. As the number of
threats grows and diversifies, an ADS becomes a required element of system security. Security professionals
need technology that can identify both subtle variations and new breeds of threats in the wild, much like modern
anti-virus software.
Thankfully, Anomaly Detection is moving from research and development into production and application. It will
be used in conjunction with firewalls and intrusion detection systems to create a robust defence for networks and
hosts. The lines separating these distinct areas of computer security are starting to blur. Vendors and open
source projects are working to correlate the techniques and data of each tool. In time, components of all three
will be used to transparently enforce policy, report misuse and protect against unknown threats.
Out-dated SIEM systems were difficult to deploy and costly to maintain. Today, CISOs are considering highly
integrated, lightweight systems with more automation.

1

https://siemonster.com/

2

http://docs.graylog.org/en/2.4/pages/streams.html

3

https://alerta.uk.com/

4

https://wazuh.com/
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4.2.4.2 Anti-malware
Providing solutions that are capable of securing critical infrastructures from attacks has never been a more
challenging and pressing issue. There has a been a rise in state sponsored attacks against critical infrastructure
and the trends are showcasing targeted and stealth attacks aimed at data exfiltration or control takeover of
nuclear power plants, utilities distribution networks or water treatment plants. The common denominator of these
attacks is that they are all using malware or exploit vulnerabilities that antimalware solutions can efficiently block.
Given the growing complexity and interconnectivity of the different building blocks and components the attack
surface has greatly increased. Furthermore, better targeted social engineering from hackers and attackers leads
to successful attacks that can penetrate highly ranked individuals inside organizations and open new
opportunities for lateral moves and persistence inside networks that manage or control critical infrastructure.
There are several cases that have employed extremely advanced malware and social engineering targeting
techniques that have been stopped or discovered by antimalware vendors. Sofacy1, Stuxnet2 and Red October3
have been successful examples at penetrating nuclear power plants networks, the aerospace industry or critical
utilities infrastructure. These attacks have used commercially available malware or exploit platforms that can be
easily acquired or customized via the dark web and onion marketplaces while keeping full anonymity.
At this point an attacker having enough money can buy full-fledged solutions for cyber espionage against complex
targets with features that would enable passing through air-gapped networks, strong encryption for data
exfiltration, persistence modules, command and control infrastructures, stealth or hidden communication
techniques.
Another layer of complexity to this problem is given by the fast adoption of IoT’s inside critical infrastructure
networks and organizations. Smart and interconnected, these new devices live at the edge of the network and
can be used either as bridge heads to get inside the network or as direct target themselves. The lack of security
standards, the market fragmentation and the diversity of interoperability standards pose a big security issue that
can be address by using complex security solutions.
Security solutions should be capable of providing a complete and layered approach that protects endpoints (both
infrastructure and end-user endpoints), IoT devices and communications against malicious threats. In addition,
they need to be capable of predicting attacks through vulnerability assessments, preventing or detecting attacks
at any point in the attack kill chain, and offer full remediation capabilities to reduce the risk, limit the payload
execution or fix the affected systems.
4.2.4.2.1 Competitors on anti-malware solutions niche
Bitdefender’s main competitors that have a commercial solution that can be considered suitable for securing
critical infrastructures are Karsperky, McAfee, Sophos, Symantec and Trend Micro. A detailed analysis of their
capabilities can be found on the table below:

1http://www.lse.co.uk/AllNews.asp?code=kwdwehme&headline=Russian_Hackers_Suspected_In_Cyberattack_On_German_Parliament
2

http://www.businessinsider.com/stuxnet-was-far-more-dangerous-than-previous-thought-2013-11

3

http://www.bbc.com/news/technology-21013087
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Table 7: Detailed capabilities comparison of Bitdefender's main commercial competitor's solutions

Category

System
Requirements
& Impact

Management
Server
Architecture

Feature

Management
Server &
Endpoints

Architecture
Model

Kaspersky

McAfee

Sophos

Kaspersky's management server installs on any
Windows platform with medium-high
hardware requirements and to support more
than 5000 endpoints requires a MS SQL
license.
On endpoints they cover Windows, Mobile
platforms (iOS/Android/Windows Phone),
OSX, virtual environments (Agentless on
WMware) as well as SCADA servers.

McAfee's management server installs on
Windows Server Edition only and with
medium hardware requirements, to support
more than 3000 endpoint requires a MS
SQL License.
On endpoints the solution supports all Windows
platforms including Windows XP, OSX,
major mobile platforms with agentless
protection on WMware virtualized
environments.

Sophos Enterprise Console requirements installs
on any Windows platform. The hardware
requirements are specified are medium – 4
GB RAM, 15 GB Disk.
Sophos endpoints provides a traditional
antimalware solution for Windows, Linux
and MAC, HP-UX, AIX and Solaris.
They do provide a vCNS integration, but with a
great management trade-off.
Mobile devices are covered by a separate MDM
platform that supports all major mobile
platforms.

Management Service: Provided by Kaspersky
Security Center, an all-in-one management
console. Web Console is a separate
component, an add-on, with very limited
functionality (mostly reporting and inventory
management).
The Database layer is provided by an embedded
MS SQL Express, external MySQL or MS
SQL Enterprise (recommended for larger
deployments).
Update Service: Security Center is a local update
repository and any Kaspersky Agent can
become an update server for other agents.

Management is provided through ePO – one
server, one installation.
Scalability is achieved by using Microsoft
Clustering Services.
Database role could be embedded in the same
server (SQL express or SQL server).
Agent Handler role can be distributed across
multiple networks, offices and an endpoint
can be instructed to use a specific list of
agent handlers.
Super-agents (agents with caching/proxying
capabilities) can be distributed in
subnetworks and can create a tree-like
hierarchy.
SVAs can be deployed wherever is needed
Update Service is locally to management
server, but can be served locally to a
network by using super-agents.

Management Service:
Provided by Enterprise Console, C# based.
The management console is designed to work as
stand-alone with no mention of scalability.
The documentation suggests that the
console can handle up to 10000 endpoints,
or 4000 servers.
Over 10k endpoints they recommend installing
messaging relay endpoint components to
aggregate the number of connections
received by Enterprise Console. Update
Service:
Enterprise Console is a local update
repository and provides updates via an
UNC share repository.
Additional update repositories can be created
across the network.
Sophos Endpoints can also update via
HTTP, but the customer needs to configure
a web server manually to publish those
updates. Sophos recommends IIS.
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Category

Security
Services
Availability

Feature

Kaspersky

McAfee

Sophos

Scalability,
Redundancy,
Fault
Tolerance

The maximum scalability mentioned by the
documentation is 40k endpoints; however,
for 40k endpoints they recommend a 60minute agent sync interval.
The management console doesn’t have a
horizontal scalability model and it relies on
a master-slave architecture. - It is
suggested that the architecture supports up
to 200 slave servers.
The Network agent can be configured with
connection profiles for more Administration
Servers and can switch between them,
depending on availability.
When no server is available, there is an option to
fall back to an “out-of-office policy”.

Scalability, redundancy and fault tolerance of
management services are provided by MS
Clustering Services (on the database and
management console) and through multiple
agent handlers deployments and through
distributed repository.

Not Supported.

Agent
Management

Kaspersky is using a Network Agent for
managing endpoints, as a separate
component.
Both Administration Server and Network Agent
connect to each other, which makes agent
management problematic over the internet
and behind NAT segments.
Due to the local listener requirement on the
agent side, administration servers cannot
be placed behind external load balancers.

The agent is periodically (by default 60 minutes)
checking for new policies.
Management “wake up” calls can be executed
and works if agents are in the same
broadcasting network.
Super-agents can be contacted directly by
management console and they can resend
broadcasting packets in their networks.

The management agent is installed together with
endpoint product package.
The management agent can become a message
relay, which in turn can manage systems
over the Interne, but it requires some
specific configurations.

Virtualized
Endpoints

Kaspersky provides. Security services in VMware
vCNS environments relying on the vShield
Endpoint integration.
Has no management integration, however they
are able to deploy SVAs on vCenter,
XenServer and Hyper-V.
They provide Multi-platform capabilities through
Light Agent.

McAfee MOVE has solutions for vmWare
relaying on vShield amd multi-platform.
It integrated with vCenter, NSX.
The agentless protection is really hard to deploy
(via Perl scripting).
The multi-platform protection accepts only
communicating only with 2 SVAs (to be
defined in policy).

Sophos only provides a vShield Endpoint
integrated service which is of poor quality.
They essentially support only malware
notifications while for the disinfection part
they require the full agent to be installed.
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Category

Feature

Kaspersky

McAfee

Sophos

Cloud
Services

There are no specific integrations available in
Security Centre and public cloud support
will be problematic due to the
communication model between the network
agent and management server.

McAfee has a separate line of product offering as
a Service (Saas Endpoint, SaaS Email), but
none of them rely on MOVE.
There is a plugin in ePO (mcAfee SaaS)
that let a user configure the SaaS endpoints
(deployed and managed via
SecurityCenter) to be managed via ePO
It does have a Data Centre Connector for
Amazon AWS.

There are no specific integrations available.

Physical
Endpoints

They cover Windows, Linux and MAC with the
Kaspersky Endpoint Security Client.

Deployment in 2 steps: agent and then the
protection (virusscan enterprise).
Integration with LDAPS etc.

They cover Windows, Linux and MAC.

Mobile & IoT
/OT
Endpoints

They provide MDM for iOS.

N/A from the same console, but they do have
mobile protection.

They provide MDM for iOS, Android and
Windows Phone. However, it’s a separate
product.

Available
Modules

Anti-Virus protection (agentless vSM, Light Agent
multi-platform, full client otherwise). This
module contains: file, mail, wen and IM
antivirus, firewall, network attack blocker,
system watcher (their AVC).
Endpoint Control – contains application control,
vulnerability monitor, device
control, web control.
Disk Encryption: files, folders, full disk,
removable devices.

Antimalware (full, vShield, multi-platform).
Firewall – not for host (for Linux or included as an
NGFW appliance).
A desktop firewall is included in McAfee Endpoint
Security 10.
HIPS.
Application control.
Integrity Control (blocks applications change) –
good for kiosk, ATMs etc.
Encryption – management of MS Bitlocker and
Apple FileVault.

Anti-virus with HIPS (AVC like
functionality) .
Firewall.
Application Control (whitelisting).
Data Control (DLP).
Device Control.
Patch Assessment.
Web Control.
Disk Encryption, via the safeguard technology
(has its own management console, but
integrates in Enterprise console).

Service
Integrity
Protection

Kaspersky self protects the product and exposes
a disable option in their configuration policy.

McAffee endpoint contains a self- protecting
module, at least for files, registry, services,
and processes.

Sophos self protects the product and exposes a
disable option in their configuration policy.

Install
Workflow

The management service, Security Centre, is a
Windows wizard driven installer. Part of the
install process, the user has to point
Security Centre to a pre-existing enterprise
DB instance (for enterprise deployments).

ePO installs as a windows kit. It contains
embedded all components required,
including a SQL Express that could hold up
to 3000 endpoints.

The management service, Security Centre, is a
Windows wizard driven installer. Part of the
install process, the user has to point
Security Centre to a pre-existing enterprise
DB instance (for enterprise deployments).

Security
Modules

Management
Services
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Category

Feature

APIs

Environment
Integrations

Management
Features and
Configuration

Access
Control

Kaspersky

McAfee

Sophos

N/A.

ePO does have a strong web API through which
one can execute complex tasks, such as
deploy an agent, run client task, assign
policy.

N/A.

Integrates with AD if the Security Centre host
systems is part of AD.

McAfee ePO integrates with cloud platforms:
AWS, Azure, vCloud Air.
McAfee ePO Integrates with on premise
infrastructure: vCenter Server, multiple
Domains, via LDAP/LDAPS.
For each custom folder/group, ePO can define if
the content is custom or in synch with a
directory.

Has the ability to replicate structures from AD, on
demand.
The imported structures are leveraged as custom
groups (can be edited, rearranged).
The AD replication works as a discovery task and
is using the host system for Enterprise
console.
The solution is not aware of virtualization
environment/cloud.

Centralizes authentication via LDAP/LDAPS
Allows access control configurations based
on AD security Groups.
Access controls are granular, can create multiple
custom roles.
Each role/user can receive granular permissions
for:
•

Inventory operations (visibility,
integrations).

•

Policy rights: create new, view, edit,
delete.

•

Management configurations: system
settings, alerts, licenses, multi-tenancy,
rules lists for security modules etc.

Accepts users from:
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•

ePO console.

•

AD.

•

Certificate based (you can
upload a valid certificate.

•

Permission sets very granular,
containing about 25 categories (i.e.
dashboard, event notification etc) and
for each category a user can a specific
permission.

Centralizes authentication via LDAP/LDAPS,
leveraging the local Windows session for
the console administrator.
Allows access control configurations based on
AD security Groups.
Access controls are granular, can create multiple
custom roles and sub-estates.
A sub-estate is collection comprised of: a subset
of managed computer containers, users or
groups.
Each role/user can receive granular permissions
for:
•

Inventory operations (visibility).

•

Policy rights: create new, view, edit,
delete.

•

Management configurations: system
settings, alerts, licenses, multi- tenancy,
rules list for security modules etc.
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Category

Feature

Kaspersky

McAfee

Reporting
Integrations

Integrates with: SNMP, SMTP, SMS.
SNMP integration is provided through a
plugin.
Kaspersky is using a long list of system events
(grouped depending of 4 severity levels) for
each endpoint components and
management server.
The system events are covering metrics for:
management operations, policies, tasks, all
security modules.

Reports can be exported in HTML, PDF, XML,
CSV formats and can be generated as files
or send via email.
The Automation module can be used to feed all
kind of events and notifications to external
parties through:

Multi-tenancy
support

Sophos

•

Emails.

•

SNMP traps.

•

Run external command.

ePO supports multi-tenancy through the use of
Custom groups.
The custom groups are very flexible as each
group can be bound to a different source.
However, it does not support licensing per group.

N/A.

Integrates with: SNMP, SMTP, syslog Enterprise
Console integrates with SMTP to send
scheduled reports.
The Endpoint client contains the SNMP
functionality. By policy configurations, each
endpoint can be configured to forward
events to a community.
Syslog integration is provided via la Log Writer
plugin which is in fact allowing the SIEM to
connect directly to the Sophos database.
Splunk and IDB QRadar have documentation on
how to integrate.

N/A.

Kaspersky Security Centre contains a Remote
Installation engine. This covers:

Deployment
Operations

Remote
Deployment

•

OS Image deploy through PXE.

•

3rd party application deployment. They
actually have a repo of well know free
apps that can be replicated and
installed (7-zip, adobe, wireshark etc.);
other custom apps can be installed.

•

•

The deployment mechanism can target
discovered systems from AD, from
NetBIOS, IP Subnets.

Deployment is in steps:
•

First is the agent.

• Second is the product.
It supports automation of deployment

The deployment engine is working
closely with a managed system
placement rules engine which will place
a newly managed system in a
predefined container, based on various
criteria, like: OS, VM Type, Subnet, AD
Security Group/OU, Tags.

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework

•

In virtualized environments.

•

SVA agentless is deployed through a
scripting mechanism (perl).

Enterprise Console’s deployment mechanism
only works on Windows and doesn’t contain
a rule-based group placement functionality.
MAC and Linux endpoints are installed only
manually.
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Category

Feature

Uninstall
Components

Management
Operation

Configuration
Policies

Kaspersky

McAfee

Sophos

Full remote uninstall functionality, including 3rd
party applications.

An agent can be removed via ePO console.
A product (i.e. virusscan enterprise) can be
removed from the ePO console (via a
deployment client task).
The problem is that you must remove in steps:
products first and then the agent.
The automation module can make it a onestep process, though, if enough knowledge.

Not Supported.

Kaspersky is using multiple templates for
configuring: network agent, endpoint client,
light agent and every other product. Each
module is configured through a different
policy template.
The policies can only be applied on custom
groups and client objects. Since the console
doesn’t integrate with other management
tools, there is no inheritance mechanism for
AD views, vCenter etc.

ePO has a policy template for each
product. A policy template contains
categories. The inheritance model is
granular up to the categories, so for
instance, a policy A can be applied to a
container and only a category B.C from
another policy B can break the inheritance
and apply a different set of settings for a
lower level item.
The virusscan enterprise policy distinguish by
default between workstations and servers,
so you could set (inside the same policy)
different behaviours.
The inheritance is really hard to track, as
the resultant policy could be a complex mix
of “categories”. They have some reports to
help understand the hierarchy of policies,
though.
Moving one computer from a group to another
will apply the new group’s policy, unless
there is a “single system” policy, case in
which the same policy remains assigned.

Sophos is using individual management policies
for each module. Policies can be applied on
the existing groups and are inherited by
computers based on the group
membership.
Firewall policy is location aware (2 locations
max).
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Category

Feature

Kaspersky
Kaspersky centralizes all product related tasks
under a single task module.
In the task module, different tasks can be
configured for different components and are
context specific.
Each task can be scheduled, and the trigger
can be:
•

Tasks

On completing another task (critical for
update staging).

•

Time condition (every x m/h/d/w/M).

•

After app update.

•

At app start.

• On malware outbreak.
Event triggered tasks are focusing on different
actions applied when: computer account is
created, moved, activated or IP address
has changed.
Kaspersky contains a centralized quarantine
view in Security Centre, and is rich in
functionality:
•

Remote restore.

•

Local download, admin can get the
quarantine contents quickly from the
remote system.

•

Rescan (in case it was a FP, gets
released).

•

Send to KL. This redirects to a
Kaspersky website upload form (sample
submission).

Quarantine

McAfee

Sophos

In ePO there is a clear differentiation between
server and client tasks within two different
modules.
Each major feature/module comes with specific
client task.
Tasks can be scheduled or automatized
depending on certain criteria.
Task logging, though, is oftentimes difficult to
understand and to track back to the root
cause (in case of failure).

No Tasks module available, but the management
console does contain certain task
functionality:

ePO does contain ways to see all malware
detection through the use of reports or
through the use of “Threat Event Log”.
A sysadmin can send a “restore from quarantine”
task to a specific endpoint by specifying the
threat name! I could not imagine a more
complicated way to do that.
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•

Scan.

•

Resolve alerts and errors
(remediation action task).

•

Force policy compliance (resends policy
configuration on demand).

•

Protect computer (remote installation for
windows).

Enterprise Console does not contain a
centralized Quarantine section. No
quarantine actions can be taken remotely.
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Category

Administrative
Interaction

Feature

Kaspersky

McAfee

Sophos

Dashboard

Kaspersky’s dashboard is not the first thing a
user gets after login. The dashboard section
is poorly positioned in one of the submenus,
under Reports and Notifications.
The administrator is allowed to create multiple
dashboard views, containing different
reporting widgets which are not limited in
number. - A dashboard view can contain
any number of widgets and they are
resizable, getting more or less screen realestate.
The portlets are quite complete when it comes to
aggregating events: each security module is
covered, scheduled tasks with status of
execution, deployments, updates,
firewall/network statistics.
One interesting fact is the Dashboard contains
some General Info portlets which allows KL
to push information, KBs and news to their
customers, behaving like an RSS feed.

The dashboard allows a sysadmin to define
multiple named dashboards and easy
navigation through them by simply choosing
the dashboard name from a dropdown.
Dashboards can be private or public and a
sharing option is available.
Monitors (portlets) are customizable and
they can contain predefined information
(such as “quick links”, “quick find” etc) or
any query.
Queries are a very powerful tool as
one can create a lot of combination with the
data inside the database, but sometimes
are hard to create (for instance, if one
wants to create a top 10 infected
computers, but only for specific groups or
computers, it proves very difficult to create
the “filters” section when creating the
query).
Monitors can be resized (some predefined sizes),
moved around or set with a refresh interval.
No live notification module is present.

The Enterprise Console’s Dashboard is
extremely prohibitive.
The product doesn’t provide a dynamic
dashboard. It only contains 7 static portlets
which are only filtering the asset inventory
by different criteria (e.g. outdated systems,
computers with module events,
managed/unmanaged).
Most of the reporting data is buried in each
endpoint entry properties.
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Category

Feature

Kaspersky

Reporting

Reports can be generated on demand or
scheduled. Kaspersky provides a variety of
reports covering all modules and events, in
predefined templates.
The module covers: protections status, general
modules events and status, deployment
operations (key usage, incompatible apps
detected), AV statistics, vulnerabilities
report, reports on users and reports on error
events.
Although they do not have a report builder, the
reporting module is more flexible allowing
the administrator to customize the report
template by adding and removing reporting
criteria.
Part of the report generation routine, they over
several options to run the report on groups
of systems that match a predefined
selection (e.g. protection off, new
computers + custom created selections).
Once a report is generated, it remains
available as a template and with a doubleclick in the console can be generated on the
spot without having to reconfigure it.

Reporting module involves two entities: queries
and reports. Actually, the “queries” are what
we call reports, whereas the “reports” are
templates definition where a sysadmin can
define placeholders where the data from a
query should be placed on. So, actually, the
“report” is an equivalent of a “crystal report”
template, where a sys admin must define,
the header, the footer, the grouping options
etc.
Queries and reports can be generated on spot or
scheduled and can be sent over.

All events reported in the platform can be
transformed in alarms and sent to the
admin via SMS or email. Each notification
can also trigger a script.
If the SNMP integration is used, events are
forwarded.

ePO alarms are not visible in the dashboard,
unless a specific monitor is created.
They have the notion of “Issue” that can be
manually or automatically created.
ePO relies on “automatic responses” which
is a powerful tool to externalize specific
types of events. This module can identify a
specific event, can aggregate information
based on specific criteria and can expose
the event through email, SNMP, creating an
“Issue” or executing a command.
The emails or Issues, or SNMP messages
can be customized with the use of fields.

Alerts

McAfee
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Sophos

Reports can be generated on demand or
scheduled. Sophos provides a report
builder. The report generation is based on
some high-level predefined templates:
•

alert and event history.

•

alert summary.

•

alerts and events by name or location.

•

compliance reports which covers
policies, updates.
Reports by user focusing on app control, device
control, firewall, data control and web
control.
The report builder is able to aggregate
events from different modules in the same
report template.
Reports can be exported in 7 formats (PDF,
CSV, DOC, XML, RTF, XLS, HTML).

The alerts are published by each endpoint
individually:
•

Systray notification with configurable
message.

•

Email alerts.

•

SNMP events.

•

Windows Events.
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Category

Feature

Kaspersky

Audit

Kaspersky has a very elaborate Audit module. It
covers all events generated by different
components of the solution: endpoint
events, task events, management server
events, administrator activity. Each event is
tagged with a severity (info, warning, error,
functional failure).
They group audit events by default in:
critical events, warnings, functional failure,
info events, audit events.
The administrator can create custom event views
(pretty much like in Windows Event Viewer)
and the contents of any view can be
exported.

McAfee

Sophos

ePO contains 2 level of logs:

The audit module is available, but its
configuration is complicated. The principle
is:

•

•

Server task log (logs containing all
automated server processing, such as
LDAP synch, Sofware product updated,
agent deployed, task run, etc).
Audit logs (very detailed log user or
system specific actions).
Audit can be exported or filtered.

•

Audit data needs to be enabled
(disabled by default).

•

Audit date is logged in the database.

•

A third-party tool accesses the
database to aggregate audit data.

Kaspersky is offering full control over the
endpoint update process.

Maintenance
Operations

•

As part of the endpoint update process
they provide both definitions and
product updates.

•

Updates are provided to the endpoint
after they are downloaded on the local
repository. This step also contains a
staging functionality – update
verification task. The administrator can
define a test group on which the
updates are pushed immediately after
being downloaded. As part of the
validation chain, the following items are
checked on the validation group: update
task error, RTP status change, runtime
error of the application, infected item
detected by the follow-up scan task.

Updates

•

After the validation task finishes
successfully, the updates are applied as
mentioned in the endpoint update task
tied to the group.

•

Rollback is also an option and can be
executed both locally and from the
Security Centre.

Signature databases are pulled as scheduled in
the policy.
Strangely enough they only release DATs
once a day (11 EST), too predictable for my
taste.
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Sophos separates product and engines/definition
updates.
While definitions/engine updates are
automated, the software upgrades involve a
redeployment operation.
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Category

Feature

Kaspersky

Upgrades

Security for Virtualization: There is no upgrade
path from Security for Virtualization v 2.0 to
v3.0. Their documentation specifies a
process of redeployment of SVAs and
reinstall of Light Agents.
Light Agents v2.0 cannot communicate with
SVAs v3.0. During the upgrade operations
the customer must ensure the existence of
both v2 and v3 SVA versions on ESXi
hosts.
Security Centre. The upgrade process is manual,
which creates administrative overhead The
SC is also subject to patching, which are
manually downloaded and installed.

McAfee

Sophos
Endpoint technologies:
•

Upgrade of products (endpoint products) is easy
with the use of “branches” (the way to
simulate staging).
Upgrade of the main console/database (from a
major version to another) is a tedious task
that makes use an a “migration tool” and
some initial manual backups, exporting of
entities, disabling software updates etc.

It involves a redeploy between software
versions. This is particularly challenging
because remote deployment is only
supported on Windows.

•

Does not have staging functionality per
se, however a staged deployment is
possible using different update
repositories.
Enterprise Console:
•

The upgrade process is manual, which
creates administrative overhead.

•

The SC is also subject to patching,
which are manually downloaded and
installed.

Backup is a manual procedure that involves:

Backup /
Restore

Backups are executed using a separate backup
routine. This can be run in both interactive
mode and command line (supports
switches, can be scripted) and it will create
a full configuration backup for the current
server.
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•

Backup the database.

•

Backup some folders on the
server.

•

Restoring involves a lot more steps
including: Delete the database;
Installing the SAME version of epo;
Install in the same path.

Backups are executed using a separate backup
routine. This can be run in both interactive
mode and command line (supports
switches, can be scripted) and it will create
a full configuration backup for the current
server.
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4.2.4.3 Cyber security
4.2.4.3.1 Introduction to CI cyber security market scenario
One of the big trends predicted by solution providers and security experts alike in 2016 is arising in critical
infrastructure attacks. Those fears have already started to come to fruition, with attacks on a power grid in the
Ukraine and a New York dam control system. Recent studies 1 affirm 68 percent of critical infrastructure
organizations said they experienced some form of security incident in the past two years. Furthermore, 67 percent
of security professionals working with critical infrastructure said the threat landscape is more dismal than it was
two years ago anticipating getting worse.
To respond to that rising threat, many major security vendors and start-ups have moved to offer critical
infrastructure security solutions. These offerings have brought to the table new technology, services and vendor
partnerships with leading critical infrastructure providers.
The challenge for many critical infrastructure providers is that the same engineers, technical, and even health or
administrative staff, many times are now the same ones charged with overseeing new digital, connected
technology. The employees are doing the best they can with the training they have, but the skill gap poses a
serious security problem.
Ransomware Continues to Be Growing Challenge
Many solution providers correctly predicted a continued rise in ransomware attacks during 2016 and for years to
come. It is estimated companies have paid out 187€ million to ransomware attacks in the first quarter of 2016,
comparing with 21.5€ million in all of 2015.
The year so far has already seen some high-profile attacks2, one notably an attack was on Lukas Hospital
(Germany) in February that left it unable to access its network, any of its electronic health records or electronic
communications and forced it to revert to paper, telephones and fax machines to keep the medical centre up and
running.
Other well-known case was at Hollywood Hospital 3 (California, USA), which was forced to pay about $17.000
(15.000€) in the digital currency bitcoins to hackers last February, in order to resume operations.
Integrations
Multiple vendors have launched technology partner programs to provide ready-made integrations to
complementary security solutions. Vendors said the integrations help partners drive more value across their
security line cards and, from there, develop custom services and solutions packages around the technologies.
Solution providers agreed that programs like this help them smooth the process of adding new vendors to
customer environments without vastly adjusting their budgets for a new point solution.
Cyber security Will Only Continue to Grow
Solution providers say security spending remains one of the top customer priorities for the 2016.
The clearest evidence is the recent agreement that the European Commission signed last July, that'll have
member states funding and working together with private groups on cyber security. 450€ million, which will be
distributed in the coming years to businesses, universities, and other researchers who are interested in
investigating pressing cyber security problems.
The recently founded European Cyber Security Organization (ECSO) will work together with everyone from tech
companies to local governments to determine where the funding should go. The current plan is for the cPPP
(contractual public-private partnership) to put out its first call for proposals in early 2017. The Commission expects
that, throughout the course of this partnership, private sources will end up investing in cyber security "three times
more" than the initial €450 million in public contributions, for a total of up to €1.8 billion in new investment by
2020.
1

http://news.usa.siemens.biz/blog/siemens-usa/tackling-cyber-security%E2%80%94-discussion-bloombergs-future-grid-event

2

https://www.sciencedirect.com/science/article/pii/S1353485816300228

3

http://www.bbc.com/news/technology-35602527
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One of the specific steps the Commission outlines is making it easier to offer cyber security solutions throughout
the EU. It hopes to establish a certification framework that'll allow products and services to be certified once and
then offered in any member state.
This opportunity will benefit to VARs, that with deep domain experience in cyber security are few and far between,
and in high demand for their consulting and advisory services.
New security needs
The increased interconnection of critical systems brings risks of its own. Communications, IT, power and control
systems are now highly interdependent. This creates new vulnerabilities, with the risk of systemic collapse
triggered by a single point of failure:

Table 8: New risks brought by interconnection of the systems

Enhanced site supervision.

Response coordination, simulation, crisis
management and disaster recovery.

Large video management systems.

Continuous business improvement with
better use of information.

Automated access control for visitors, staff
and vehicles.

Cyber security, data protection and secure
communications.

Accreditation systems.

Guarantee network resilience.

Vehicle and person screening.

Incident and resource management.

4.2.4.3.2 CIS Cyber security Competitors
For prior reasons, the security industry never seems to slow down, it only accelerates.
For solution providers, that means new streams of revenue and big business if they are able to help customers
navigate the complicated landscape of emerging threats. So far, this year, some of those challenges have
included ransomware and new vectors of attack around the Internet of Things and critical infrastructure. We have
also seen the security industry evolving in a big way, with a changing venture capital funding environment, major
industry consolidation and new integration between competitive vendors. (For example, Symantec has recently
bought Blue Coat)
Kaspersky Lab
Kaspersky Lab rolled out a new security solution aimed at the critical infrastructure market. The solution, called
Kaspersky Industrial Cyber security, provides protections for ICS/SCADA servers, HMI panels, engineering
workstations, PLCs and more, the company said. In particular, those protections include anti-malware protection,
whitelisting and vulnerability assessment, and threat intelligence. Kaspersky is also now offering specialized
cyber security services for these critical infrastructure areas, which include cyber security training, assessment
and penetration testing.
Intel Security
Intel Security rolled out a new solution for critical infrastructure in April: Intel Security Critical Infrastructure
Protection (CIP). The solution, launched in partnership with Wind River, is aimed at the local government and
energy markets and works by obscuring operational applications from security management functions, which
allows for better security, management and monitoring. In particular, it offers device identity, malware protection,
data protection and resiliency
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Symantec
Symantec is teaming up with Rockwell Automation, an industrial automation and information company, to launch
security solutions for connected industrial systems. Rockwell had already certified its Symantec Embedded
Security: Critical Systems Protection solution for use with some of the company's software products. The
partnership builds on a push by Symantec to invest in security solutions for the Internet of Things, including
industrial control systems, cars and smart meters.
Fortinet
Taking a broader approach than some of the others on this list, Fortinet had teamed up with NATO for better
information sharing around threat intelligence. Under the partnership, Fortinet will help improve NATO's defense
supply chain, improve sharing of threat intelligence, raise cyber risk awareness and help support in the event of
an incident, among other things.
CIPSEC
CIPSEC builds on its partners expertise over different cyber security areas and will provide fully-integrated
security solution for large and complex sensitive sites, including multi-site operations, as well as bringing together
not only physical and electronic solutions, but also OT and communications security.
Table 9: CIPSEC expertise area

Innovation

A major shift in the way that supervision systems are built.
Increased power and sophistication while avoiding the complexity
associated with conventional methods of integration.
Tailored to the organization’s specific concept of operation.
Coordinate an optimized real-time response, without the risk of
information overload.

Alarm management

Easy alarm handling and visualization features to enhance event
correlation and accelerate situation assessment.

Incident tracking

Global view of events allows command and control center
operators to provide a swift and effective response.

Resource
identification and
management

Real-time information on device status and resource deployment,
including location of devices, with integrated communications.

Training and
simulation

The experience with pilots makes it possible to replicate real-world
scenarios, adding a new dimension to personal training and
mission rehearsal.

4.2.4.4 Distributed Denial of Service
On a first market research, we can find different solutions claiming to detect Denial of Service attacks on Wi-Fi
networks and the GPS band basically.
We can classify the solutions into two families, internal and external, depending on the logical position they have
on the networks they are monitoring to detect the DoS attacks. Internal solutions need direct connection to the
network assets they want to monitor thus they can have a deep knowledge of the network (through deep packet
inspection) to discriminate legitimate traffic from threats. However, most of them do not detect DoS in different
bands and they don’t come in a hardware/software bundle solution, they are mainly software solutions to be
integrated in access points, routers and servers. External solutions are not connected directly to the networks
they are monitoring so they act as autonomous sentinels covering an area, not having internal knowledge of the
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networks and basing the detection on spectrum analysis anomalies in specific bands, the most common ones we
can find in the market are the GPS denial of service detectors.
The aim for Worldsensing in the CIPSEC project is to develop a solution with both internal and external
capabilities and in bundle (hardware and software) so it can be flexible enough to be applied to any environment
and use case. Also, the DoS detection solution aims to detect threats coming from not only the Wi-Fi (2,4 GHz
and 5 GHz) bands but also from other bands commonly used in critical infrastructure device interconnection.
At this point in time, we cannot find a real competitor for the solution that Worldsensing is developing, representing
a real innovation in the cyber security space applied to critical infrastructure environments.
The table below shows in a graphic way the Denial of Service solutions in the market nowadays.
Table 10: Denial of Service solutions comparison table

Band
Product

SubGHz

Cellular

Mode
GPS

WLAN

Internal

✓

Wi‑Spy + Chanalyzer
✓

CTL3520

Solution

External

Software

✓

✓

✓

✓

RFProtect

✓

✓

✓

AirMagnet

✓

✓

✓

AirDefence Service
Platform

✓

✓

✓

Adaptive Wireless IPS
Software

✓

✓

✓

✓

✓

CIPSEC DoS solution

✓

✓

✓

Bundle
(SW+HW)

✓

✓

4.2.4.5 Hardware security
4.2.4.5.1 Overview
When addressing the issue of competitors for a hardware device such as Secocard, which has several similitudes
to a mobile phone, it can be suggested that a physical visit to an electronics store will reveal a vast number of
mobile phones and peripheral devices that are ready to be purchased. However, it is necessary to probe far
beneath the surface to reveal Secocard’s exact hardware characteristics and capabilities of the device.
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Figure 3: Secocard product pictures

Secocard is a generic programmable embedded device, with a capacitive touch screen. User input and output
are performed through a TFT type LCD with 3.5 inches diagonal display size and a 480 by 320 pixels RGB
resolution. The device contains multiple microprocessors, one of which is a Cortex – M processor, a Wi-Fi
module, a Bluetooth module, an NFC Reader, a USB interface, a battery of at least 500mAh and a 32GB micro
SD card. A secure access module is embedded in the device and can be used for various signing tasks. Two
separate pairs of multi-colour LEDs in blue/green and yellow/red colours as well as a buzzer for acoustic signals
along with an audio interface complete the feature set of the device.
The internal hardware characteristics are best described with the figure shown above (entitled “Hardware
Characteristics“). All the hardware components, the features and the capabilities are shown in a high level.
Secocard has several diverse hardware components and as a result several different functionalities and
configurations are possible.
4.2.4.5.2 Competition
There are two distinct cases that need to be addressed when trying to determine the possible competitors of a
programmable hardware device with so many capabilities and interfaces such as Secocard. These cases have
to do with the fact that Secocard can be compared with other hardware devices either as a platform or as a device
that emulates a specific implementation.
First case
The device is considered as a generic, security-oriented hardware platform that is fully programmable and can
perform many diverse tasks by loading the necessary and appropriate software components. No extra hardware
is necessary because Secocard already has all the necessary security and communication hardware features
built-in.

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity
framework

63/121

Figure 4: Secocard product features and capabilities illustration

Second case
The device is loaded with a specific application which emulates a simpler device e.g. smart card reader for online
banking smartcards, for signature and id smartcards, security token (USB or NFC tag), one-time password
generator, secure messaging devices and smartphone applications, voice encryption devices and smartphone
applications, mobile POS, secure storage devices, audio scrambling, contactless payment devices or
applications (on smartphones) etc. So, in this case, Secocard can be considered as a direct competitor to devices
that perform only a dedicated task.

Regarding the first case, Secocard can be compared to other hardware platforms including but not limited to
Raspberry Pi1, Beaglebone Black2 https://beagleboard.org/black and other developer boards34. These devices
are also embedded, generic and programmable hardware platforms that can perform many tasks provided that
the necessary software components have been loaded. However, they cannot be considered to be direct
competitors due to the following reasons:
They need many external discrete components/modules like the following:
•

Bluetooth module / communication interface.

•

Security Element.

•

Wi-Fi module/ communication interface.

•

Contact and contactless reader unit.

•

microSD memory card.

•

GUI, touch panel.

•

and other.

to build a system that has the same capabilities and interfaces as Secocard and is dedicated on security.

1

https://en.wikipedia.org/wiki/Raspberry_Pi.

2

https://beagleboard.org/.

3

https://en.wikipedia.org/wiki/Comparison_of_single-board_computers.

4

https://www.mepits.com/project/236/DIY-Projects/12-Best-Development-Boards-for-DIY-Projects.
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Secocard’s form factor is an elegant design that can be marketed rather efficiently as opposed to the other
devices.
These devices are significantly larger than Secocard.
Empelor GmbH is aware of only a few other hardware platforms with so many capabilities and hardware
interfaces in such a small form factor. However, these hardware platforms have significant differences in
hardware features/resources and are mostly intended for specific markets. A table with representative devices is
given below:
Table 11: Secocard's competitor's comparison table

Company

Description

FAMOCO, www.famoco.com.

An Android-based NFC reader mostly for access control,
attendance tracking and payment.

Navayo Group, www.secfone.com,
GSMK GmbH, www.cryptophone.de,

Various hardware security solutions for VoIP based data
and voice encryption.

Secusmart GmbH, www.secusmart.com.
Mobile Trust Telecommunications,
www.mttgroup.ch.

Hardware and software security solutions for data
encryption, voice encryption and secure data storage.

Regarding the second case, Secocard can have different functionalities ranging from a simple security token to
an advanced mobile POS. Obviously the dedicated devices of interest are limited to the ones that can contribute
to the CIPSEC project and more specifically can contribute to the prevention of unauthorized access to virtual
and physical resources by individuals or entities. Devices of interest for the CIPSEC project would be the
following:
Α secure contact and contactless card reader.
Α secure messaging mobile device.
A secure mobile data storage device.
A smartcard with credentials that can change dynamically (over the air).
A security token (contact or contactless).

A quick market research can reveal a significant number of dedicated devices in all of the sectors described
above. In the case of a secure messaging mobile device also software applications for mobile phones can be
downloaded and installed in modern mobile phones. However as described earlier Secocard can load a software
application on demand and the same device can perform all the above functionalities. The dedicated hardware
of the device and the fact that Empelor has complete control over the hardware components that comprise the
device, offer a secure execution environment with the necessary versatility.
Given the operational characteristics described above, Secocard can enhance security levels in CIs
environments in a unique way.
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4.2.5 Services competitors
4.2.5.1 Contingency plans based on PPPs
4.2.5.1.1 Overview
PPPs in the social sphere of EU represent a forward-looking trend which is becoming ever more prevalent. The
social responsibility of the private sector and the state is taking on new forms, and the PPP is becoming the best
way to address important social issues.
PPPs should be developed, including by way of removing administrative barriers. It is also necessary to develop
the cyber security services market, which is currently underfinanced.
It should be noted also that the public–private partnership in national cyber security is multifaceted. Governments
have diverse relations with Internet service providers (ISPs), multinational information corporations, private cyber
security firms, promoters of human and civil rights, law enforcement agencies and civil society. However, both
within the relevant policy documents and within the cyber security discourse generally, the public–private
partnership is often referred to as a single entity, ignoring this complexity.
Relationships between the public and private sectors in this area are sensitive, particularly from the private sector
perspective.
There are two main areas of concern that dominate in the major of EU member countries’ national cyber security
strategies. One is the economy issues, which is not the purpose of this section. The second is CIP; and this is
also the primary focus of the public–private partnership.
Critical infrastructure is typically discussed in terms of “sectors”, and these come under the purview of government
agencies or departments. For the most part, the trend has been towards industry self-regulation, best practices
and some coordination in terms of information-sharing with the government.
The expectations of partners, the challenges each faces and the impediments to greater clarity about lines of
responsibility and authority are key to understanding the role of the public–private partnership in these cyber
security strategies.
4.2.5.1.2 CIP initiatives and PPPs Landscape
There are several reasons why cyber security, particularly in the context of critical infrastructure protection, has
been conceived of as some kind of collaborative project for the public and private sectors.
The Government is understood to be responsible for the provision of security, especially national security.
Protecting critical infrastructure is perceived as an integral part of providing security to the state.
The potential implications of a large-scale cyber-attack on critical infrastructure are so extensive that it follows
naturally that the government would recognize some authority and responsibility here. However, because most
of the critical infrastructure in the EU member countries is privately owned and operated, by definition there has
to be some kind of relationship between the public and private sectors in terms of the provision of security in this
context.
In Europe exists the European Program for Critical Infrastructure Protection (EPCIP) initiative. This program
provides a procedure for the identification and designation of European critical infrastructures and a common
approach to evaluate the need to improve their security. In addition, it facilitates measures to facilitate the
implementation of EPCIP, including which contained a plan of action, a warning network relating to critical
infrastructures (CIWIN), the creation of groups of experts of Critical Infrastructure Protection, procedures for
sharing information about infrastructure and a definition and analysis of the interdependencies.
More specifically, we can highlight other initiatives such as:
The one developed in Germany by the Federal agency Office for Information Security, called CERT-Federal
(CERT-Bund)
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In France, with the Whitepaper for the national security and defence, developed by the Secrétariat général de la
défense nationale.
In the UK, where it has developed the Initiative for the sectors of critical infrastructure, led by the Centre for the
Protection of National Infrastructure.
The National Plan for Critical Infrastructure Protection developed by the CNPIC (National Centre for Critical
Infrastructure Protection) in Spain.
The two major objectives of all those standards are the cataloguing of the set of infrastructures that provide
essential services to our society and to design a planning that contains measures preventive and effective
protection against the possible threats to such infrastructure, both on the level of physical security on the security
of the information technologies and communications.

Figure 5: Illustrations of the presentation slides of the EU public-private partnership on cyber security

Also, in order to deliver the EU cyber security strategy and the Digital Single Market strategy, the European
Commission announced (5 July 2016) the launch of a public-private partnership on cyber security (cPPP) and
additional market-oriented policy measures to boost industrial capabilities in Europe. Some of the visual supports
are visible in figure 5.
4.2.5.1.3 Contingency plans basis on PPPs
Introduction
Contingency planning aims to prepare a PPP to respond well to an emergency and its potential security impact.
Developing a contingency plan involves making decisions in advance about the management of human, technical
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and financial resources, coordination and communications procedures, and being aware of a range of technical
and logistical responses.
Such planning is a management tool, involving all sectors, which can help ensure timely and effective provision
of recovery and mitigation aid when a major cyber security incident occurs. Time spent in contingency planning
equals resources, data, even lives saved when a disaster occurs over Critical Infrastructure. Effective
contingency planning should lead to timely and effective disaster-relief operations.
The contingency planning process can basically be broken down into three simple questions:
What is going to happen?
What are we going to do about it?
What can we do ahead of time to get prepared?

The next steps should be considered in order to design an appropriate contingency plan.

Figure 6: Contingency planning structure

Prepare step
Contingency planning is most often undertaken when there is a specific threat or hazard; exactly how that threat
will impact is unknown (for example zero-day vulnerability, black swans, etc).
Developing scenarios is a good way of thinking through the possible impacts. On the basis of sensible scenarios,
it is possible to develop a plan that sets out the scale of the response and the resources needed.
To be relevant and useful, contingency plans must be a collaborative effort between all PPP parts. They must
also be linked to the plans, systems or processes of other European governments, and partners at all levels –
national, regional and global.
Contingency planning is often best carried out in a workshop environment. The main benefit of this approach is
that stakeholders can be brought together so assumptions and commitments are made jointly. To make the most
of a contingency planning workshop it is necessary to do some data collection in advance.
Analyse
Contingency planning has three components: (1) An estimate of what is going to happen; (2) A plan based on
this estimate of what the response should be; (3) Some actions identified to be best prepared.
Vulnerability and capacity assessment (VCA)
The risk of a fatality is linked to particular CIs security threats, varying conditions can affect vulnerability levels.
Good planning must also assess capacities within the CIs at risk and identify opportunities and methods for
strengthening and drawing on these capacities – in both planning and disaster response activities.
VCA is primarily a tool to help PPP engage in security incidents mitigation and preparedness. It draws on CIs
development methodologies such as participatory best practices of each sector appraisal. VCA can also be a
good source of data to identify which type of CIs are most vulnerable to a real threat, and the types of capacities
they might draw on in responding.
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Risk analysis
The equation risk = probability x vulnerability expresses the concept that the impact of the incident depends
on both aspects. It is necessary to depict a Risk map, identifying clearly different risks, their impact and the
probability that they will happen.
Incident impacts
Contingency plans are basically used to estimate the impact of a disaster on the Critical Infrastructure, the
environment, and even the population.
There are several obvious security incidents impacts that will shape a potential response:
•

The number of people affected.

•

What utilities are affected.

•

Logistics cut off.

•

Communications shortage.

•

Data loss or manipulation.

Develop
For the purpose of contingency planning, the more accurate the scenario, the better prepared the PPP is likely
to be.
As with all such exercises, however, there are opportunity costs in developing long and complicated scenarios –
the most important part of the exercise is not the scenario, but the plan.
Sometimes it is tempting to become so involved in developing a good scenario that it is possible to forget the real
goal – a plan, and a set of actions that allow a PPP to be prepared.
Whilst capacity and resource are important variables in defining the response, they should not limit the thinking
of what might be. In imagining the extent of a security incident, it is important to ‘think the unthinkable’. For
example, what will happen if a Nuclear Plant is hacked by a terrorist group?
Three scenarios are usually developed: best, most likely and worst, depending on time and resources available.
Another point to solve is which part of the PPP can respond to which scenario.
The practice of information sharing as a partnership
The provision of timely and actionable cyber-threat and alert information emerges as a key expectation of the
partnership from both the public and the private sector, but there are several obstacles to sharing information
from both perspectives.
The private sector reports that it is not always easy to immediately distinguish between technical problem, a lowlevel attack and a large-scale sustainable attack. In addition, it sometimes runs against their commercial interests
to report vulnerabilities, particularly if understanding and rectifying a problem before competitors become aware
of it could offer a market edge. For private-sector security firms, their business model is reliant on obtaining,
holding and selling information, not sharing it.
The public sector also encounters limitations to sharing information. Classified contextual information cannot be
shared with individuals who do not have adequate security clearance. Even those working in the private sector
with security clearance cannot often do anything with classified information.
Following these good practices, one example to consider is the FS-ISAC organization.
The Financial Services Information Sharing and Analysis Centre (FS-ISAC) is a non-profit corporation that was
established in 1999 and is funded by its member firms.
The FS-ISAC is a member-driven organization whose mission is to help assure the resilience and continuity of
the global financial services infrastructure and individual firms against acts that could significantly impact the
sector’s ability to provide services critical to the orderly function of the global economy.
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The FS-ISAC shares threat and vulnerability information, conducts coordinated contingency planning exercises,
manages rapid response communications for both cyber and physical events, conducts education and training
programs, and fosters collaborations with and among other key sectors and government agencies.
FS-ISAC announced in 2015 an arrangement with the Federal Reserve Banks to provide direct access to FSISAC security threat information to over 10,000 of their financial institution customers.
Coordination
Coordination is key to successful security incident response and is essential in enabling the scaling-up of
resources.
Coordination takes place at different levels and in various forms. Good coordination is crucial for combining
resources effectively and efficiently, to assist the disaster-affected more rapidly with a well-organized operation.
Although any two disasters are not the same, there are common scenarios that will require putting in place
specific coordination mechanisms to manage the PPP response.
A number of coordination activities must be taken between PPP partners to enable a consistent response:
•

Coordination meetings – plan to hold regular meetings with PPP partners to determine activities and
roles.

•

Identification of resources and competencies.

•

Information management – information-sharing on disaster impact.

•

Communication means – plan for continuous information and communication flow.

•

Movement coordination frameworks – plan for strategic and operational coordination.

•

Partnership agreements – identify existing agreements; determine additional agreements required to
meet needs.

•

Legal status agreements – specify the legal status of the PPP.

•

Movement coordinators.

•

Training and orientation – ensure professionals react appropriately in the given situation according to
coordinated roles.

External coordination
It is also necessary to take account of the capacities and resources of institutions and organizations external to
the PPP. Their presence and responsibilities in certain sectors or geographical areas are highly relevant to the
disaster-response or contingency plan.
In critical scenarios, the help of Medical services, Law enforcement forces and agencies, etc… will be a must. It
is not necessary to carry out an exhaustive analysis of each of these groups, but rather to indicate which may
potentially have an important role during the response to a disaster.
Quality and accountability
Contingency plans need to include a commitment towards a defined and measurable level of competence and
delivery.
There is a need to understand the effective use of quality and accountability tools and beneficiary participation is
critical in all stages of programming
Accountability implies that affected CIs must be involved in the planning, implementing and evaluating of disasterpreparedness, response and recovery efforts. In specific terms, accountability can be achieved through
transparency, participation, evaluation and complaints management.
Accountability also means that there are standards to which resources and organizations can be held
accountable.
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Implement
Contingency planning is about being prepared to provide solutions. Having developed our scenarios and put
together a plan about what we might do in these circumstances, it is necessary to ensure we are prepared to
implement the plan.
SOPs
Standard operating procedures (SOPs) are a way to make sure that tasks specified in the contingency plan are
carried out quickly and according to pre-agreed criteria. SOPs are the link between plans and the actual
operational response. SOPs must:
•

Be simple and easy to understand (preferably in a checklist format).

•

Be able to stand on their own.

•

Clearly indicate how a task is to be done, who is responsible for ensuring that it is done and who performs
it.

•

Be approved and distributed within the PPP, and used in training.

•

Include the use of flow charts to help in visualizing the entire body of response-related SOPs or the
specific SOPs relating to a particular sector.

Another important aspect of program readiness is business continuity planning, enabling the CIs to continue
functioning.
Training and simulation
The contingency planning process will be effective only if those who provide response services and those who
are affected know what to do and what to expect before, during and after an emergency.
Training courses might also target different kind of professionals likely to provide critical services in the event of
a disaster, even if that is not their current mandate. Training a pool of workers in high-risk security areas will help
to ensure that larger segments of the CI have the relevant skills and information to act as immediate-response
providers, prior to or during an incident.
It is important to link or connect all training within the PPP, to ensure coordinated scaling-up from a local to a
global level.
Finally, it must be stressed that training cannot be a one-time event. Refresher courses for workers (technical,
administrative, etc), Government agencies, managers and delegates are essential.
Review
Information must be updated regularly. This is especially crucial for registries/ lists of staff and their capabilities,
or for inventories of equipment and devices resources.
Keeping the disaster-response or contingency plan current and relevant is a challenging task but can be achieved
by scheduling regular reviews.
A contingency plan’s usefulness can also be evaluated once it has been used in a real-life situation. Evaluations
should be made frequently using real data – based on different methodologies, depending on whether the
evaluation is carried out during or after a disaster-response operation.
To carry out a real-time evaluation, during an event, a person or group of analysts could be selected to act as
‘observers’ during the first hours/days of plan implementation. They would use pre-established criteria and
indicators to evaluate different aspects of the plan to reach conclusions, and identify lessons learned and actions
necessary for its improvement.
This type of evaluation has a special value in the cyber security field due to the fact that, in general, hackers do
not facilitate the development of logs or trials that allow to start forensic analysis in order to avoid future incidents.
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Conclusion
Partnering success is more likely if key decisions are made at the very beginning of a project and set out in a
concrete plan, clear lines of responsibility are indicated, achievable goals are set down, incentives for partners
are established, and progress is monitored.
The public–private partnership is consistently referred to in strategy documents using normative, value-based
language rather than clear statements outlining legal authority, responsibility and rights across the diverse set of
relationships that these governments maintain with the private sector.
Successful public–private partnerships are either characterized by shared interests or, if the interests of the
partners are not well aligned, governed by rules.
Although it may not be entirely surprising that there are significant problems with this public–private partnership,
it is important to remember that this is the ‘cornerstone’ of EU cyber security strategies.
EU members with greater government control over critical infrastructure and over their information infrastructure
potentially have a significant advantage in that they are able to control and shape their response to cyber
insecurity with greater autonomy.
4.2.5.1.4 Forensics analysis
Digital forensics investigations have a variety of applications. The most common is to support or refute a
hypothesis before criminal or civil (as part of the electronic discovery process) courts. Forensics may also feature
in the private sector; such as during internal corporate investigations or intrusion investigation (a specialist probe
into the nature and extent of an unauthorized network intrusion).
Following the technical aspect of an investigation, tools and services related to digital forensics analysis are
divided into several sub-branches, relating to the type of digital devices involved; computer forensics, network
forensics, forensic data analysis and mobile device forensics. The typical forensic process encompasses the
seizure, forensic imaging (acquisition) and analysis of digital media and the production of a report into collected
evidence.
By providing a wide variety of graphic data representations and based on its modular architecture, AEGIS
visualization tool can visualize all the information/data provided by the digital forensics tools mentioned below.
The realization/customization of the AEGIS tool/service depends on the domain real life industrial requirements
that it is being applied to.
Computer forensics tools and services
The goal of computer forensics is to explain the current state of a digital artefact; such as a computer system,
storage medium or electronic document. The discipline usually covers computers, embedded systems (digital
devices with rudimentary computing power and onboard memory) and static memory (such as USB pen drives).
Computer forensics can deal with a broad range of information; from logs (such as internet history) through to
the actual files on the drive. Computer forensics tools can also be classified into various categories: Disk and
data capture tools, File viewers, File analysis tools, Registry analysis tools, Internet analysis tools, Email analysis
tools, Mobile devices analysis tools, Mac OS analysis tools, Network forensics tools, Database forensics tools.
The most popular tools are the following (indicative examples):
Digital Forensics Framework. Digital Forensics Framework is a popular platform dedicated to digital forensics.
The tool is open source and comes under GPL License. It can be used either by professionals or non-experts
without any trouble. It can be used for digital chain of custody, to access the remote or local devices, forensics
of Windows or Linux OS, recovery hidden of deleted files, quick search for files’ meta data, and various other
things.
CAINE. Computer Aided Investigative Environment is the Linux distro created for digital forensics. It offers an
environment to integrate existing software tools as software modules in a user-friendly manner. This tool is open
source.
EnCase. EnCase is another popular multi-purpose forensic platform with many nice tools for several areas of the
digital forensic process. This tool can rapidly gather data from various devices and unearth potential evidence. It
also produces a report based on the evidence.
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Registry Recon. Registry Recon is a popular registry analysis tool. It extracts the registry information from the
evidence and then rebuilds the registry representation. It can rebuild registries from both current and previous
Windows installations.
Network forensics tools and services
Network forensics is concerned with the monitoring and analysis of computer network traffic, both local and
WAN/internet, for the purposes of information gathering, evidence collection, or intrusion detection. Traffic is
usually intercepted at the packet level, and either stored for later analysis or filtered in real-time. Unlike other
areas of digital forensics network data is often volatile and rarely logged, making the discipline often reactionary.
The most popular tools are the following (indicative examples):
Mantaro Network Intelligence Solutions (MNIS). MNIS is a comprehensive and scalable network intelligence
platform for network forensics and various other applications. It is built on high speed Deep Packet Inspection
and metadata alerting. It can be used to understand network events before and after an event. It scales from LAN
environments to 20 Gbps service provider networks.
CapAnalysis. Open Source web visual tool for information security specialists, system administrators and
everyone who needs to analyse large amounts of captured network traffic. CapAnalysis performs indexing of
data set of PCAP files and presents their contents in many forms, starting from a list of TCP, UDP or ESP
streams/flows, passing to the geo-graphical representation of the connections.
E-Detective. E-Detective is a real-time Internet interception, monitoring and forensics system that captures,
decodes, and reconstructs various types of Internet traffic. It is commonly used for organization Internet
behavioural monitoring, auditing, record keeping, forensics analysis, and investigation, as well as, legal and lawful
interception for lawful enforcement agencies.
Forensic data analysis tools and services
Forensic Data Analysis is a branch of digital forensics that examines structured data with the aim to discover and
analyse patterns of fraudulent activities resulting from financial crime. Unstructured data in contrast is taken from
communication and office applications or from mobile devices. This data has no overarching structure and
analysis thereof means applying keywords or mapping communication patterns. Analysis of unstructured data is
usually referred to as Computer forensics and thus the respective tools are used.
Memory forensics tools and services
Memory forensics tools are used to acquire and/or analyse a computer's volatile memory (RAM). They are often
used in incident response situations to preserve evidence in memory that would be lost when a system is
shutdown, and to quickly detect stealthy malware by directly examining the operating system and other running
software in memory. The most popular tools are the following (indicative examples):
WindowsSCOPE. It is a memory forensics and reverse engineering tool used to analyse volatile memory. It is
basically used for reverse engineering of malwares. It provides the capability of analysing the Windows kernel,
drivers, DLLs, virtual and physical memory.
Volatility. Volatility is an open source memory forensics framework for incident response and malware analysis.
Mobile device forensics
Mobile device forensics is a sub-branch of digital forensics relating to recovery of digital evidence or data from a
mobile device. It differs from Computer forensics in that a mobile device will have an inbuilt communication
system (e.g. GSM) and, usually, proprietary storage mechanisms. Investigations usually focus on simple data
such as call data and communications (SMS/Email) rather than in-depth recovery of deleted data. The most
popular tools are the following (indicative examples):
Magnet AXIOM. A software platform for acquisition, analysis and sharing
MicroSystemation XRY/XACT. XRY is a digital forensics and mobile device forensics product by the Swedish
company Micro Systemation used to analyse and recover information from mobile devices such as mobile
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phones, smartphones, GPS navigation tools and tablet computers. It consists of a hardware device with which to
connect phones to a PC and software to extract the data.
Forensics analysis and social networks
The use of online social networks has become a prevalent activity of everyday life. As such, users’ social
footprints contain a massive amount of data, including exchanged messages, location information and
photographic coverage of events. While digital forensics has been evolving for several years with a focus on
recovering and investigating data from digital devices, social forensics is a relatively new field. Nonetheless, law
enforcement agencies have realized the significance of employing online user data for solving criminal
investigations. However, collecting and analysing massive amounts of data scattered across multiple services is
a challenging task.
The data collection modules (could be an open source tool) extract the data from a user’s social network profiles
and communication services, by taking advantage of stored credentials and session cookies. Next, the correlation
modules employ various techniques for mapping user profiles from different services to the same user. AEGIS
visualization component, specifically designed for handling data representing activities and interactions in online
social networks, provides dynamic “viewpoints” of varying granularity for analysing data and identifying important
pieces of information.
Existing visualization tools for digital forensics analysis usually focus on the depiction of graph-related data.
Nonetheless, various visualisation libraries exist, and can handle multiple types of data. As such, AEGIS
visualization builds upon existing libraries and creates a visualisation framework designed specifically for
visualising data representing user activities and communication services from all the above-mentioned resources.
Furthermore, the massive amount of data necessitates the creation of dynamic viewpoints of varying granularity,
that facilitate surveying aggregated statistics, as well as focusing on specific interactions.
Indicative methodologies capable of applying forensics analysis in social networks are the following:
▪

An interesting technique was presented by Mao et al 1. They characterised the leakage of information in
Twitter and, specifically, when users divulged vacation plans, tweeted under the influence of alcohol or
revealed medical conditions. Building activity-classifiers (not only for parsing text) for crime-related topics
can assist investigators by highlighting important activities of the suspect.

▪

Another interesting methodology focuses on extracting data from social networks in the context of
forensics analysis, by Huber et al.2 They extracted data from Facebook through the use of an automated
browser and a third-party application and focused on measuring the completeness of the data their
system collected. They also referred to the correlation of users across services, and how analysis of the
collected data could be done through graph and timeline visualization.

▪

Mulazzani et al.3 also presented connected graphs depicting users that had exchanged messages or had
been tagged in the same photo

Indicative libraries/methodologies capable of applying forensics analysis in social networks are the following:
Numerous libraries can visualize graphs depicting the structure of social networks. The visualization of online
social networks is an active research area, and multiple methodologies have focused on implementing
visualization techniques.
AEGIS visualization tool will be based on a dynamic framework that associates and visualizes an extensive range
of user activities and communication in SNs, while leveraging various visual libraries. In this way AEGIS dynamic
visualization framework will be capable of providing viewpoints of varying granularity and thus to enable the
analysis of collected data. The focus will be on different contacts, services or types of activity.

1

https://www.cs.indiana.edu/~kapadia/papers/loosetweets-wpes11.pdf

2http://www.cs.unibo.it/~montesi/CBD/Articoli/SocialSnapshotsDigitalForensicsForOnlineSocial%20Networks.pdf
3

https://www.sba-research.org/wp-content/uploads/publications/socialForensics_preprint.pdf
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4.2.6 Research competitors
This section lists research facilities and their projects that aim on protecting critical infrastructures. The projects
try to enhance the communication between different critical infrastructures and to improve the detection of threats
against them.
There is an international conference on Critical Information Infrastructures Security (CRITIS). Various participants
of the research community present their work regarding critical infrastructures on a yearly basis.1
EC Joint Research Centre2
To reduce the vulnerabilities of critical infrastructures, the European Commission has launched the European
Programme for Critical Infrastructure Protection (EPCIP). This is a package of measures aimed at improving the
protection of critical infrastructure in Europe, across all EU States and in all relevant sectors of economic activity.
The EU initiative on Critical Information Infrastructure Protection (CIIP) aims to strengthen the security and
resilience of vital Information and Communication Technology infrastructures.
In support of EU efforts to protect critical infrastructures, the JRC coordinates the European Reference Network
for Critical Infrastructure Protection (ERNCIP), provides technical support for the review of the Directive on
European Critical Infrastructures and carries out different research activities such as the development of methods
and tools for international cyber security exercises, the assessment of the vulnerability of networked
infrastructures in case of extreme space weather events, and the evaluation of the resistance of buildings and
transport systems against explosions.
ERNCIP aims at providing a framework within which experimental facilities and laboratories will share knowledge
and expertise in order to harmonise test protocols throughout Europe, leading to better protection of critical
infrastructures against all types of threats and hazards.
Related projects under EU
CascEff (Modelling of dependencies and cascading effects for emergency management in crisis situations) 3 will
improve our understanding of cascading effects in crisis situations through the identification of initiators,
dependencies and key decision points. These will be developed in the methodological framework of an Incident
Evolution Tool, which will enable improved decision support, contributing to the reduction of collateral damages
and other unfortunate consequences associated with large crises.
STREST (Harmonized approach to stress tests for critical infrastructures against natural hazards) 4 focuses on
natural hazards threatening critical infrastructures. Recent natural events have shown that cascading failures of
CIs have the potential for multi-infrastructure collapse and widespread societal and economic consequences.
Moving toward a safer and more resilient society requires improved and standardized tools for hazard and risk
assessment of low probability-high consequence (LP-HC) events, and their systematic application to whole
classes of CIs, targeting integrated risk mitigation strategies. Among the most important assessment tools are
the stress tests, designed to test the vulnerability and resilience of individual CIs and infrastructure systems.
Following the results of the stress tests recently performed by the EC for the European Nuclear Power Plants, it
is urgent to carry out appropriate stress tests for all other classes of Cis.
CRISALIS (Critical Infrastructure Security Analysis)5 aims at providing new means to secure critical infrastructure
environments from targeted attacks, carried out by resourceful and motivated individuals. The discovery of highly
sophisticated and targeted attacks such as Stuxnet and Duqu showed that these threats are a reality. Their
success in infiltrating Critical Infrastructure environments is calling attention on the ineffectiveness of standard
security mechanisms at detecting them. Stuxnet, for instance, is believed to have been operating undetected for
almost one year leveraging multiple vulnerabilities that were previously unknown and has been discovered only
as a consequence to an operational anomaly that triggered the attention of the field operators. This fact clearly
1

http://www.critis2016.org/

2

https://ec.europa.eu/jrc/en

3

http://casceff.eu/

4

http://www.strest-eu.org/

5

http://www.crisalis-project.eu/
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shows that our methods to find vulnerabilities and detect ongoing or successful attacks in critical infrastructure
environments are not sufficient. CRISALIS aims at filling this gap with practical, short-term solutions.
CockpitCI (Cyber security on SCADA: risk prediction, analysis and reaction tools for Critical Infrastructures) 1
aims to improve the resilience and dependability of Critical Infrastructures by the automatic detection of cyberthreats and the sharing of real-time information about attacks among CI owners. CockpitCI is identifying, in real
time, the CI functionalities impacted by cyber-attacks and assess the degradation of CI delivered services.
CockpitCI is also classifying the associated risk level, broadcast an alert at different security levels and activate
a strategy of containment of the possible consequences of cyber-attacks. As a result, CockpitCI aims to leverage
the ability of field equipment to counteract cyber-attacks by deploying preservation and shielding strategies able
to guarantee the required safety.
The MICIE (Tool for systemic risk analysis and secure mediation of data exchanged across linked CI information
infrastructures)2 project, being in line with EU initiative to establish a Critical Infrastructure Warning Information
Network (CIWIN), aimed to design and implement a so-called "MICIE alerting system" able to identify, in real
time, the level of possible threats induced on a given CI by "undesired" events happened in such CI and/or other
interdependent CIs. Whenever such events occur, the MICIE alerting system supports the CI operators providing
them with a real time risk level.
NIST Framework for Improving Critical Infrastructure Cyber security3.
The American National Institute of Standards and Technology has released a framework for improving CI Cyber
security in 2014. The Framework enables organizations – regardless of size, degree of cyber security risk, or
cyber security sophistication – to apply the principles and best practices of risk management to improving the
security and resilience of critical infrastructure. The Framework provides organization and structure to today’s
multiple approaches to cyber security by assembling standards, guidelines, and practices that are working
effectively in industry today. Moreover, because it references globally recognized standards for cyber security,
the Framework can also be used by organizations located outside the United States and can serve as a model
for international cooperation on strengthening critical infrastructure cyber security.
The Framework is a living document and will continue to be updated and improved as industry provides feedback
on implementation. As the Framework is put into practice, lessons learned will be integrated into future versions.
This will ensure it is meeting the needs of critical infrastructure owners and operators in a dynamic and
challenging environment of new threats, risks, and solutions.
The presented projects appear to have targets like that of CIPSEC. Therefore, they are identified as research
effort that could yield similar or competing results to CIPSEC.

4.3 Competition landscape
4.3.1 Synthesis of findings
For the European Commission,


“Critical infrastructure is an asset or system which is essential for the maintenance of vital societal functions.
The damage to a critical infrastructure, its destruction or disruption by natural disasters, terrorism, criminal
activity or malicious behaviour, may have a significant negative impact for the security of the EU and the
well-being of its citizens”.



“Critical infrastructure means an asset, system or part thereof located in Member States which is essential
for the maintenance of vital societal functions, health, safety, security, economic or social well-being of
people, and the disruption or destruction of which would have a significant impact in a Member State
because of the failure to maintain those functions”. (Council Directive 2008/114/EC of 8 December 2008 on

1

https://www.cockpitci.eu/

2

http://cordis.europa.eu/project/rcn/88359_en.html

3

http://www.nist.gov/cyberframework/upload/cyber security-framework-021214-final.pdf
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the identification and designation of European critical infrastructures and the assessment of the need to
improve their protection).

For purposes of aggregation of supply-side findings and mapping them to demand-side, categories as appear in
the Proposal for a Directive of the Council on the identification and designation of European Critical Infrastructure
and the assessment of the need to improve their protection (Brussels, 12.12.2006. COM(2006) 787 final.
2006/0276 (CNS)), have been followed.

4.3.1.1 Chemical industry
Activities


Production and storage/processing of chemical substances.



Pipelines of dangerous goods (chemical substances).

Institutions

CEFIC. The European Chemical
Industry Council

Corporations with a production base in Europe and
a worldwide turnover in chemicals of more than euro
1 billion.
http://www.cefic.org/Documents/AboutUs/Members/ACOM.pdf

Security competitors


Honeywell International.



BAE Systems.

4.3.1.2 Health
Activities


Medical and hospital care.



Medicines, serums, vaccines and pharmaceuticals.



Bio-laboratories and bio-agents.

Institutions

EDMA, European Diagnostic Manufacturers
Association, is the association representing the
European in vitro diagnostic industry.

http://www.medtecheurope.org/cor
porate-members/edma

Eucomed, is the association that represents
the European medical devices industry.

http://www.medtecheurope.org/cor
porate-members/eucomed

Top 40 Medical Device Companies.

http://www.mddionline.com/article/t
op-40-medical-device-companies
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EFPIA brings together 33 European national
pharmaceutical industry associations as well
as 41 leading companies undertaking
research, development and the manufacture in
Europe of medicinal products for human use.

http://www.efpia.eu/aboutus/membership

151 companies operating in the bio-based
industries and invited to participate in the
survey.

http://publications.jrc.ec.europa.eu
/repository/bitstream/JRC100357/jr
c100357.pdf

The Irish Times. Top
1000

The top 97 pharma companies.

http://www.top1000.ie/industries/p
harma

The Irish Times. Top
1000

The top 103 health companies.

http://www.top1000.ie/industries/h
ealth

The EU bio-based
industry: Results from a
survey. 2016.
Joint Research Centre
(JRC). European
Commission.

Security competitors


IBM Corporation.



Cisco systems.

4.3.1.3 Energy
Activities


Oil and gas production, refining, treatment, storage and distribution by pipelines.



Electricity generation and transmission.

Institutions
Global Energy Company Ranking.
2016 Fastest growing Top 250 Companies.

Business Insider

Power-technology.com

http://top250.platts.com/FastestGr
owing

The 20 Most Profitable Energy Companies In
Europe.

http://www.businessinsider.com/ga
zprom-profits-energy-europe2011-11?IR=T#20-gas-naturalfenosa-1

The top 10 biggest power companies of 2014

http://www.powertechnology.com/features/featureth
e-top-10-biggest-powercompanies-of-2014-4385942/

Security competitors


Cisco Systems Inc.
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HoneyWell International Inc.



BAE Systems.

4.3.1.4 Financial
Activities


Payment and securities clearing and settlement infrastructures and systems.



Regulated markets.

Institutions

Lists of financial institutions

https://www.ecb.europa.eu/stats/m
oney/mfi/html/index.en.html

The largest European banks in terms of total
assets.

http://www.relbanks.com/topeuropean-banks/assets

The top 25 European banks by assets.

https://www.creditwritedowns.com/
2009/02/the-top-25-europeanbanks-by-assets.html

The Richest

The Top 10 Biggest Banks in Europe

http://www.therichest.com/expensi
ve-lifestyle/location/the-top-10biggest-banks-in-europe/

The Irish Times. Top
1000

The top 76 Financial companies.

http://www.top1000.ie/industries/fi
nancial-services

Security competitors


IBM Corporation.



Cisco Systems.



Kaspersky.



McAfee Inc.

4.3.1.5 Food
Activities


Provision of food and safeguarding food safety and security.
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Institutions
The organisation promotes its
members’ interests in areas such
as food safety and science,
nutrition and health, consumer trust
and choice, competitiveness, and
environmental sustainability.

http://www.fooddrinkeurope.eu/aboutus/members/#tab3

European Commission

The competitive position of the
European food and drink industry.

http://ec.europa.eu/DocsRoom/documents/15
496/attachments/1/translations

Ezilon.com

List of European Food Companies

http://www.ezilon.com/business/food_and_rel
ated_products/index.shtml

The Irish Times. Top
1000

The top 132 Food and Beverage
companies.

http://www.top1000.ie/industries/food-andbeverage

The Irish Times. Top
1000

The top 69 Agribusiness
companies.

http://www.top1000.ie/industries/agribusiness

Forbes.com

The World's Largest Food And
Beverage Companies 2016

http://www.forbes.com/sites/maggiemcgrath/2
016/05/27/the-worlds-largest-food-andbeverage-companies-2016-chocolate-beerand-soda-lead-the-list/#33f5d12bc719

Security competitors


IBM Corporation.

4.3.1.6 Information, Communication Technologies, ICT
Activities


Information system and network protection.



Instrumentation automation and control systems (SCADA, etc.).



Internet.



Provision of fixed telecommunications.



Provision of mobile telecommunications.



Radio communication and navigation.



Satellite communication.



Broadcasting.

Institutions
Truffle100.com

European software vendors ranking 2014
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ATKearney

Rebooting Europe’s High-Tech Industry

https://www.atkearney.com/comm
unications-mediatechnology/ideas-insights/futureof-europes-high-tech-industry

The Irish Times. Top
1000

The top 137 Business technology companies.

http://www.top1000.ie/industries/te
chnology-business

The Irish Times. Top
1000

The top 69 Communication companies.

http://www.top1000.ie/industries/c
ommunications

Security competitors


IBM Corporation.



Cisco Systems Inc.



Kaspersky Lab.



McAfee Inc.

4.3.1.7 Research facilities
Institutions
European Research Ranking 2015

http://www.researchranking.org/?a
ction=ranking

The European large research
infrastructures

http://www.giantgrenoble.org/en/the-europeanlarge-research-infrastructures/

Security competitors


IBM Corporation.



Cisco Systems Inc.

4.3.1.8 Space
Institutions

European Space Agency
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Security competitors


BAE Systems.



Honeywell International.

4.3.1.9 Transport
Activities


Road transport.



Rail transport.



Air transport.



Inland waterways transport.



Ocean and short-sea shipping and ports.

Institutions

Fraunhofer-Gesellschaft

Top 100 in European Transport and Logistics
Services 2015/2016.

http://www.scs.fraunhofer.de/conte
nt/dam/scs/de/dokumente/studien/
Top%20100%20EU%202015%20
Executive%20Summary.pdf

Ezilon.com

List of European Transportation Companies.

http://www.ezilon.com/business/tra
nsportation/index.shtml

Ezilon.com

List of European Transportation Logistics
Companies.

http://www.ezilon.com/business/tra
nsportation/logistics/index.shtml

The Irish Times. Top
1000

The top 101 Transport companies.

http://www.top1000.ie/industries/tr
ansport

Forbes.com

2016 Global 2000: The World's Largest
Transportation Companies.

http://www.forbes.com/pictures/gk
kh45lke/united-parcelservice/#635b643b5376

Security competitors


IBM Corporation.



Cisco Systems.

4.3.1.10 Water
Activities


Provision of drinking water.



Control of water quality.



Stemming and control of water quantity.
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Institutions

Description and Analysis of the European
Water Sector.

http://urbanwater-ict.eu/wpcontent/uploads/2014/08/URBAN
WATER-D1.1-The-EuropeanWater-Market-Analysis.pdf

Public Services
International

Water companies and trends in Europe.

http://www.world-psi.org/en/watercompanies-and-trends-europe

Etc Group.com

World's 10 Largest Water Companies.

http://www.etcgroup.org/content/w
orlds-10-largest-water-companies

Security competitors


IBM Corporation.



Cisco Systems.



Kaspersky.

4.3.2 Analysis of findings
The critical infrastructure protection market is in development, there are not many providers of solutions and the
ones that are present now are coming from generalist IT providers and vendors.
Specialised Critical Infrastructure protection vendors and providers are needed in this growing market, covering
the whole cyber security cycle, not only in the form of a supposed magical product but really taking into
consideration all the elements, processes, services and assets in general so everything is covered by the same
model.
The most important aspect to be exploited by all the partners in the CIPSEC project is the innovation, we can see
that the solutions being offered in the CI market at the moment are very limited in features and don’t cover new
trends or innovative ways of protecting CI environments from cyber-attacks.
We can see a great opportunity for the consortium as a whole, and all the partners individually in the CIPSEC
project when offering specialised Critical Infrastructure protection solutions in this growing market in Europe. The
advantage of offering a complete framework is great as potential clients will benefit of having an all-in-one solution
to protect their Critical Infrastructure assets from cyber-attacks, but also each partner will be in a good position
to offer their own solution to CI clients to solve specific cyber security problems and create good new opportunities
for the rest of the partners partially and creating the need of a complete solution as the whole Critical Infrastructure
protection framework that will be available in the market at the end when the CIPSEC project concludes.

4.4 Technology forecasting
As part of the researching and technology analysis we are doing in the CIPSEC project, we want to point to good
documents and reports that can be useful and that could be sharing the same vision we, all partners, are having
to forecast the technology we will need to use in the solutions we are building to better protect the CI
environments.
The Energy Sector Hacker Report1 is one of those documents that describe very well the threats the Critical
Infrastructure industry in general is facing these days and the next few years.

1

http://icitech.org/wp-content/uploads/2016/08/ICIT-Brief-The-Energy-Sector-Hacker-Report1.pdf
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Other good document to take into consideration is the CIP Report 1 made by the Centre for Infrastructure
Protection and Homeland Security, focused in the health care sector.
The technologies that will cover the most common attacks in Critical Infrastructures during the next years are the
ones we, all partners, will need to consider working in the CIPSEC project and beyond.
To know the protection technologies, we need to understand the risks and threat we are facing these days and
the ones we will face in the next few years. Based on the industry reports we can visualise the most common
and dangerous threats we are and will be facing the next years in CI environments:
•

Basic attack chain.

•

Botnets.

•

Insider threat.

•

Cross-Site Scripting (XSS).

•

Drive-by Downloads.

•

Watering Hole.

•

Spear Phishing.

•

0-day Vulnerabilities.

•

Poisoned update.

•

Wrappers/Packers/Crypters.

•

Polymorphic/Metamorphic hashing.

•

Ransomware.

The technologies that have to be taken into account to tackle the threats above are:

1

•

Behavioural analysis.

•

Anomaly detection.

•

Software defined radio (SDR).

•

Machine Learning (ML).

•

Artificial Intelligence (AI).

•

Password less authentication.

•

Deception-based security.

http://icitech.org/wp-content/uploads/2015/03/The-CIP-Report-March-2015-Health-Care-Sector.pdf
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5 Market analysis
The purpose of this section is to define the basic common terminology of the regulation and standardization fields,
and to compare CIPSEC to other standards, frameworks and common practices.

5.1 Terms and definitions
5.1.1 Basic terminology
A standard is a document that provides requirements, specifications, guidelines or characteristics that can be
used consistently to ensure that materials, products, processes and services are fit for their purpose.
A framework is a structure or system for the realization of a defined result/goal. Many frameworks comprise one
or more models, based on the modelling techniques and often based on best practices.
Compared with methods, frameworks give the users much more freedom regarding the use of the framework
and the use of the models or techniques therein.
Guideline is a recommended practice that allows some discretion or leeway in its interpretation, implementation,
or use.
A guideline is the first version of a document that is intended to become a standard.
A standard is often rigid and generally accepted all over as the best method of doing something, unlike a
framework which is at best, a frame that can be used as a practice. While a standard has just one way of doing
things, a person can evolve his methodology using a framework as it is flexible and allows for experimentation.
Framework defines a system, not the method itself.
A framework is not the whole picture; it is more of guidelines but help to proceed in a particular direction. On the
other hand, standard does not leave any choice and one must follow specific method to complete a job.
It seems that according to today’s common terminology, CIPSEC might be better defined as a standard
rather than a framework.

5.1.2 Security Focused Vs IT Focused
CIPSEC goal is to focus on security aspects rather than IT practices by taking under consideration the modern
cyber threats and the importance of these critical infrastructures.
There are many other common practices (can be seen below) that are either not security focused, not CI focused,
or both.
Public fundamental critical infrastructures such as healthcare and transportation has always been targets for
attackers who desires to take advantage of them, therefore a dedicated standard is needed to be set for these
CI.
CIPSEC will define which countermeasures and methods should be used in order to protect these sensitive
environments.

5.1.3 Technical vs. High level practices
CIPSEC aiming to be as technical as can be rather than high level, to ensure all countermeasures are in place
and the environment’s protection.
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Unlike NIST SP 800-531, ISO 270002 and Sarbanes Oxley3 that describe in high level what components the
secure environment should have and even suggest on compensating measures to be compliant, CIPSEC can
point to a precise vendor or technology and provide implementation instructions.

5.1.4 Security oriented vs. Business oriented
CIPSEC does not aim to be a business oriented standard but to ensure the services continuity and availability in
different kinds of CI types.
The standard manifest is to isolate the sensitive environment from public and private networks with different
defensive means and products, and by doing so to eliminate the option of unauthorized access from other
environments or networks.
Other practices are addressing a specific market, such as the PCI DSS standard which aims to protect credit
card information, or HIPAA that is aimed specifically for healthcare records protection. CIPSEC aims to provide
an overall defence for CI against various threats, and not only specific business-oriented goals and threats.

5.2 Security related frameworks and standards
5.2.1 ISO/IEC 27000\2 - Information security management
The ISO 27000 family of standards helps organizations keep information assets secure.
This family of standards helps managing the security of assets such as financial information, intellectual property
and employee details.
ISO 27002 defines information security policy in section 5.
That high-level standard does not cover industrial SCADA environments and critical services and does
not provide specific instructions and methods for defending such infrastructures.

5.2.2 PCI DSS (Payment Card Industry Data Security Standard)
The Payment Card Industry Data Security Standard (PCI DSS) is a proprietary information security standard for
organizations that handle branded credit cards from the major card schemes including Visa, MasterCard,
American Express, Discover, and JCB.
The PCI Standard is mandated by the card brands and administered by the Payment Card Industry Security
Standards Council.
PCI DSS defines information security policy in the section "Maintain an Information Security Policy".
That standard covers only payment and credit cards environments and is not directly related for CI.

5.2.3 Sarbanes Oxley (SOX)
The Sarbanes-Oxley Act of 2002 (often shortened to SOX) is legislation passed by the U.S. Congress to protect
shareholders and the general public from accounting errors and fraudulent practices in the enterprise, as well as
improve the accuracy of corporate disclosures.

1

https://nvd.nist.gov/800-53

2

http://www.27000.org/

3

http://www.soxlaw.com/
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The U.S. Securities and Exchange Commission (SEC) administers the act, which sets deadlines for compliance
and publishes rules on requirements.
Sarbanes Oxley defines information security policy in the section "Internal Environment".
This standard protects business logic and continuity against revenue loss and is not related for CI.

5.2.4 HIPAA Health Insurance Portability and Accountability Act
Health care providers and health insurance companies are generally aware that when protected health
information (“PHI”) is disclosed to a vendor, such as an attorney, consultant or cloud data storage firm, a business
associate agreement is necessary to comply with HIPAA and to safeguard the information disclosed.
HIPAA defines information security policy in the section "Assigned Security Responsibility".
This high-level standard handle only medical information and does not handle general critical
infrastructure and other health services.

5.2.5 NIST SP 800 Series
National institute of standards and technology (NIST) is an extensive collection of information security standards
and best practices.
The NIST Special Publication 800 series was first published in 1990 and has grown to provide advice on just
about every aspect of information security.
Although not specifically an information security framework NIST SP 800-53 security categorization of federal
information and information systems is a standard required by the U.S. federal agencies but could also be used
by any company to build a technology-specific information security plan.
NIST standards helps security professional to organize and manage an information security program.
That standard or best practices covers information handling but not industrial SCADA environments and
critical services.

5.2.6 COBIT (Control Objectives for Information and Related Technologies)
COBIT is a framework developed in the mid-90s by ISACA, an independent organization of IT governance
professionals.
The framework focused on reducing technical risks in organizations and includes alignment of IT with businessstrategic goals.
COBIT defines information security policy in the section "Plan and Organize"
That high-level framework helps to manage technical risks and does not handle protection of critical
services environment.

5.2.7 Ongoing Research projects
The ongoing research projects related to the field of application of this project have been identified. Some of the
most relevant are listed in this section and the consortium will follow their progress in order to review their results,
ensure maximum fit, and avoid duplicated efforts.
European projects:
CITADEL: Project ID 700665: Critical Infrastructure Protection using Adaptive MILS.
Topic: CITADEL is based on MILS, an approach featuring modular construction and compositional assurance,
reducing the time and cost for development, certification, and maintenance of dependable systems. The MILS
platform, based on a separation kernel, manages physical resources while establishing and enforcing a verified
application architecture.
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CYRAIL: Project ID 730843: Cyber security in the RAILway sector.
Topic: Railway infrastructures are moving towards more intelligent, connected, user-centric and collaborative
systems. While it brings many advantages for the industry and users, it also poses new opportunities for cybercriminals and terrorists. CYRail aims to deliver tailored specifications and recommendations for secure modern
rail systems design and operation.
RESILENS: Project ID 653260: Realising European Resilience for critical infrastructure.
Topic: RESILENS will develop a European Resilience Management Guideline (ERMG) to support the practical
application of resilience to all CI sectors. Accompanying the ERMG will be a Resilience Management Matrix and
Audit Toolkit which will enable a resilience score to be attached to an individual CI, organization.
Other projects:
CAIDA (Centre for Applied Internet Data Analysis) has a Cyber security project, financed by DHS Science and
Technology Directorate, a component of the United States Department of Homeland Security. This project
integrates strategic Internet measurement and data analysis capabilities to deliver annotated Internet topology
maps that advance our ability to identify, monitor, and model critical cyber infrastructure.

5.3 CI coverage
As describes above, none of the standards and frameworks cover the security measures needed in public
industrial networks.
CI environment often consist of SCADA and Mainframe networks which require different security approach in
order to deal with the following security scenarios:

5.3.1 Hardened perimeter
Isolating the sensitive network from the LAN or office network with firewalls and DMZ.

5.3.2 Defence in depth
The concept of Defence in Depth is to go beyond having a security perimeter by having layers of defence
throughout the control network.
This way, if a malware or inappropriate network traffic breaches the perimeter, it can be stopped and contained
by defences at other points in the system.
The IT approach for industrial Defence in Depth is for example antivirus (AV) and personal firewall software that
is installed on the workstations, however, industrial environment devices usually aren’t running security software.
Unfortunately, the lack of AV for controllers does not mean a lack of security threats, so in the industrial case it
is preferred to use industrial firewalls.

5.3.3 Remote access
Another way that malware or inappropriate network traffic could penetrate the perimeter firewall is if
administrators or machines are given remote access from another location. CI standard needs to address remote
maintenance and access, which is not always covered by existing common practices.
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6 Business model
A complete business model is not yet available, but the consortium has already worked on a Lean Canvas drafting
the essence of the future business model that will be developed during the project. This preliminary study shows
the following:

Key partners

Key activities

Value proposition

- Digital security
experts

- End-to-end real
use cases in three
European pilots

Costumer needs

-Public
administrations

- Coordination of
PPP for
contingency plan

- Utilities and
critical
infrastructure
mangers/provider
s

- Certification and
standardization
support

- 3rd party
HW/SW vendors

Key resources

- Early anomaly
detection
- Cyber security
control
- Continuous and
available services
- Cascade effects
control

Customer
relationship

Customer
segmentations

- After sale
services

- Operational
Technology
manufacture

- Vulnerability
tests

- Utility operators

- Certification

- Infrastructure investors

- 360º feedback
in industry
specific tests
Channels

Products and
services offered
- Security HW/SW
solutions
- Industrial and
Automation Control
Systems
- ICS/SCADA
Systems

Security framework
and related
services

Target costumers
- Critical infrastructure
managers

- Direct sales:
meeting with
CTOs

- Utilities
- Public administrations

- Trade fares,
work-shop,
seminars, etc.

Cost structure

Revenue streams

-HW/SW licences

-CIPSEC framework licence

-HW/SW development

-Stuff training for certification

-Trainings organization

-O&M services and value-added services

-Sales network
Figure 7: Draft of Lean Canvas business model
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7 Exploitation plan
7.1 Consortium as a whole
Consortium will clarify its own position regarding exploitation by means of considering a range of aspects. Since
CIPSEC project is still in its strategic stage, these elements will be tackled and agreed in subsequent exploitation
reports.
Go-to-Market strategies
Prospects within business units of your organization to incorporate CIPSEC innovations into
existing portfolio.

Prospects

Direct contact with potential customers. This would likely entail the offering phase.
Pre-first
period

Pre-existing first period when customers can test fully functional CIPSEC version prior to
market release, followed by a second period when the versioned product is commercialized.
A subset of the potential customers receives the unlimited-time full functional product, or a
selection of the assets, for free, in exchange for a percentage of the addressable market to
jump-start adoption.

Market
seeding

Uniform seeding1.
Targeted seeding2.
For your owned CIPSEC assets.

For Consortium as a whole.

Commercial role

Broker

A broker facilitates the matching of potential buyers and sellers. A broker never takes ownership
of the products and services.
Under an agreement with the Consortium.
Offering services to customers such as implementation, support, maintenance, training,
configuration / customization, consulting, certification / appraisal services.

Contractor
On your own.

Distributor

Under an agreement with
the Consortium.

Consortium as a whole.

A distributor gets software directly from a software provider (manufacturer, IP owner, vendor)
and sells it to authorized resellers, supporting them in selling the solutions. Revenue streams
are license, support and maintenance fees flowing in from the customers and resellers to the
distributor. IP distributors sell their IP rights or another software vendor’s usage rights to its
customers.
Under an agreement with the Consortium.

1

Uniformly across customer segments.

2

There are influencers to comprehensively explore the functionality of the software compared to average reviewers and can
be identified.
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Online software distributor and / or partner of Online software distributor.
Online software marketplaces.
Repositories, such a SourceForge.net.
Distributor
(on-line)

EU supported marketplaces, such as FIWARE, AppHub.
Cyber security-oriented marketplaces such as SWAMP.
Large software vendors have marketplaces that their partners use to advertise their solutions
(SAP’s EcoHub).
On your own.

Under an agreement with
the Consortium.

Consortium as a whole.

A lessor provides the right to use but not own a product or service; that is, companies that
license their software to customers. IP lessors provide software “for rent”.
Lessor
On your own.

Under an agreement with
the Consortium.

Consortium as a whole.

The software provider (manufacturer, IP owner, vendor) supplies OEM software, and related IP
and distribution rights, to the partner, which pays a license and maintenance fee to the software
provider. The partner sells the OEM software as part of his solution.
OEM /
Partner for
OEM

The fee might be a share of the revenue of the partner product containing the OEM software or
a constant fee that applies per copy of the OEM software shipped to the customer.
Usually, the partner charges no price for the OEM software, but for his own solution. (This is
the key difference between OEM and resell).
On your own.

Referral

Under an agreement with
the Consortium.

Consortium as a whole.

The software provider (manufacturer, IP owner, vendor) has outsourced lead generation to a
partner company. The software provider pays a referral fee to the partner for a qualified lead
and/or a closed deal.
Under an agreement with the Consortium.
A retailer or software reseller buys a product from the software provider (manufacturer, IP
owner, vendor) and resells it to customers.

Reseller

This is a close relationship between a software vendor and a resell partner.
Under an agreement with the Consortium.
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IP licensing strategies

Distribution
agreement

The inventor company licenses the software IP to one or more software vendors. Vendors
typically pay an upfront fee to the lessor company.
For your owned CIPSEC assets.

For CIPSEC.

The inventor company licenses its software directly to other companies.
Licensing
For your owned CIPSEC assets.

For CIPSEC.

The source code is offered for free.
Open source
For your owned CIPSEC assets.
Start-up /
Spin-out /
Joint venture

For CIPSEC.

This model involves creating a new company to commercialize the IP. A spin-out is financed
by the inventing company and/or outside investors.
On your own.

Subset of Consortium.

Consortium as a whole.

Revenue strategies
Charge-for-everything. On premises
The customer pays a one-time, perpetual license fee, which is the right to use the software. In addition to the
license fee, the vendor will charge for support and maintenance, which is typically a derivative of the license fee.
End User
Licensing

Pay-per-use

A registered license can only be installed on one machine at a time.
For your owned CIPSEC assets.

The cost measurement can be dependent on many factors such as hours of use, program specific
metrics and CPU usage.
For your owned CIPSEC assets.

Sharing
license

For CIPSEC.

For CIPSEC.

The license specifies a set number of uses of the same piece of software for a single company.
For your owned CIPSEC assets.

For CIPSEC.

To install the same piece of software on many or all of the company machines.
Site license
For your owned CIPSEC assets.

Remix
License

For CIPSEC.

The software consumer makes an investment in the vendor’s technology in general, not in
specific licenses. The consumer accesses a wide range of software products from the vendor
with the ability to adjust the number of licenses within the aggregate value of the technology pool.
For your owned CIPSEC assets.

For CIPSEC.

Freemium
Giving away for free a certain level or type of consumption while making money on premium consumption.
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Charge-for-everything. On premises
Offering a basic version of the product with limited functionality for free, while charging for
additional features in the premium version.
Featurelimited

Vertical differentiation is achieved by offering the lower “quality” version (in terms of performance,
functionality, or content limitations) at no charge.
The higher quality version and one (or more) lower quality versions are both released
simultaneously.

Time-limited

It allows users free access to the full version of the software product, but only for a limited period
of time.

For your owned CIPSEC assets.

For CIPSEC.

Upgrade
When the software provider releases an entirely new version, existing users may be reluctant to pay out for an
entirely new version of a piece of software which they already own.
This is where upgrade licenses can become particularly enticing to the end-user.
For your owned CIPSEC assets.

For CIPSEC.

Software as a Service. On cloud
The revenue model is subscription-based, involving recurring payments from the installed base to run the
application on stable environment sourced from platform-as-a-service providers or infrastructure-as-a-service
providers.
Transactional
pricing
Regular
income

Payment for individual transactions or results.

Offering discounts in return for regular income (number of users or in buckets of transactions).

For your owned CIPSEC assets.

For CIPSEC.
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7.2 Individual exploitation plan
7.2.1 Atos
7.2.1.1 Solution
CIPSEC security framework is meant to be built and integrated upon Atos XL-SIEM platform.
XL-SIEM Cross-Level Cyber security Event and Information Management is able to integrate under a unified
framework different types of security systems for correlation of events across multiple layers, according complex
rules, in a parallel and distributed fashion, supplying enhanced performance and scalability. XL-SIEM identifies
anomalies and provides improved detection capabilities like near real-time aggregation, disseminate events etc.,
with small overhead upon CIs resilience.
XL-SIEM agents are integrated with different SIEM plugins (such as OSSEC Server, HoneyPots, DNS Traffic
sensors, Snort IDS, etc.) for report generation and submission, by means of receiving raw events coming from
network sensors. Then, XL-SIEM processes and finally correlates them in order to produce high-level events
which are sent to evaluation by a decision-making assistant system. Purpose of the correlation carried out by XLSIEM is twofold: the investigation of digital offences and the detection of malicious domains, IPs, websites, FastFlux domains, botnets and DoS attacks coming from a range of sources, preventing potential impacts.
Under CIPSEC project, Atos is considering enhancing current XL-SIEM capabilities as follows:
▪

Expanding range of covered sensors and rule definition.

▪

SIEM ability to anticipate or detect cascade effects.

▪

To analyse vulnerabilities in outdated OS (Win95, WinXP ....) still operational in CI.

▪

To design a prevention / prediction engine with the information available to the SIEM.

▪

Applying rules and / or commitment indicators shared by another CI.

The IPR for all the modules and plugins developed by Atos for the XL-SIEM is owned by Atos and the code is
proprietary.

7.2.1.2 Services
CIPSEC innovations in information security for CI can be easily aligned with Atos portfolio, mainly under three
different service lines:
•

Atos has deployed a wide range of solutions for protecting CI involved in defence and border security
throughout its 30 years of experience with defence/security agencies including those of Australia, Brazil,
Canada, France, Germany, NATO, the Netherlands, Spain, and the UK. Our securing border integrity
approach covers issues related with natural disasters, civil unrest, cyber-attacks, ID-related issues,
defence challenges, business-as-usual (Policing, emergency services), and manmade disasters.

•

Atos is a major provider of border safety for the European Union, where this area is undergoing a
significant peak because of the strengthening of smart borders initiatives that stem from migration
movements, refugees’ crisis and fight against jihadist terrorism.

•

Atos Identity, Security and Risk Management portfolio of solutions comprises a Governance, Risk and
Compliance (GRC) offering where Atos High Performance Security (AHPS) services help managing
controls efficiently, consistently and reliably across the enterprise, ensuring an ideal balance amongst
compliance requirements, IT security issues and operational expense. AHPS services have been
deployed at nuclear power stations, for air traffic control systems and at the Olympic Games, representing
a strategic option for the exploitation of CIPSEC results.

Atos will also exploit CIPSEC results through strategic R&D&I consulting and Technology Watch, applying the
latest research results to opportunities where clients need solutions that go beyond markets. Increased
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possibilities to undertake research and innovation projects, outreaching to key players in the innovation sector
(research institutes, universities, etc.).

7.2.1.3 Target clients
CIPSEC objectives have been catalogued under two main categories:
•

Unified security framework that orchestrates state-of-the-art heterogeneous security products to offer
high levels of protection in IT (information technology) and OT (operational technology) departments of
Critical Infrastructures.

•

Complete security ecosystem of additional services: vulnerability tests and recommendations, CI
technicians training courses, public-private partnerships (PPPs) for advanced contingency plan, forensic
analysis, preliminary certification, and protection against cascading effects.

These significantly widen the spectrum of potential customers, far beyond the eHealth, Transportation and
eHealth industries strictly related with CIPSEC pilots. Additional interested sectors might be find in Biotech,
Energy & Utilities, Government (EU/MS/Regional Authorities, Cross-border security, eGovernment, Public
services), IT & Cloud providers, Media & Social media, Telco.
ARI is specially interested in finding out how to extend CIPSEC innovations to Financial Services; a domain
analysis has been tackled for this scenario and included in deliverable D1.1 CI base security characteristics and
market analysis report.

7.2.1.4 Market
Atos is focused on business technology that powers progress and helps organisations to create their firm of the
future. Atos delivers solutions and services, across five market sectors (Manufacturing, Retail & Services, Public
Sector, Healthcare & Transports, Financial Services, Telecoms, Media & Technology, and Energy & Utilities) as
a leader in digital services, providing Consulting & Systems Integration, Managed Services & BPO, Cloud
operations, Big Data & Cyber security solutions, as well as transactional services to a global client base.
Atos offers customized solutions and competencies necessary to handle cyber security and get more value out
of it. With its affiliated company Bull (http://www.bull.com), Atos expertise covers the whole value chain of
information safety and security, from services to technologies.
The vision of the Research & Innovation group of Atos (ARI) is mainly focused on applying the latest research
outcomes to real world situations where Atos clients need solutions that go beyond what current products provide.
This is the case for CIPSEC, where ARI first interest is to promote CIPSEC specific outcomes in connection to
the Atos existing portfolio.
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7.2.1.5 Competitors
Table 12: Competitor’s advantages comparison table

Product

Native
support for
log sources

Supplement
logging
capabilities

AlienVault Open
Source SIEM

IBM Security
QRadar SIEM

LogRhythm
Security
Intelligence
Platform

McAfee
Enterprise
Security
Manager

SolarWinds Log
& Event
Manager

Splunk
Enterprise

Forensic
capabilities

Data
examination
and analysis

Automated
response
capabilities

Built-in
reporting
support

communitysupported

EMC RSA
Security
Analytics

HP ArcSight
Enterprise
Security
Manager

Threat
intelligence

additional
logging
capabilities

vendor
itself

built-in
network
forensic
capabilities

support
for hundreds
of log source
types

thirdparty threat
intelligence
feeds

claim
mitigation
capabilities

support
for hundreds
of log source
types

vendor
itself

claim
mitigation
capabilities

partnered
with major
threat
intelligence
vendors

support
for hundreds
of log source
types

additional
logging
capabilities

support
for hundreds
of log source
types

Add-ons
for enhanced
database and
application
monitoring

vendor
itself

support
for hundreds
of log source
types

additional
logging
capabilities

thirdparty threat
intelligence
feeds

built-in
network
forensic
capabilities

multiple
types of
searches

claim
mitigation
capabilities

individual
packets

thirdparty threat
intelligence
feeds
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Splunk
Search
Processing
Language

claim
mitigation
capabilities
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Aside from the advantages of the different competitors, summarised in the previous table, it is important to note
that all of them have serious drawbacks that the solution developed within the CIPSEC project will try to address
as well as possible.
Table 13: Competitor’s drawbacks comparison table

Product

Main Drawback

Secondary Drawbacks
High cost of ownership 32000 USD.

AlienVault Open
Source SIEM

Poor product stability.

Not so effective for small organisations.
Database and Integration Issues.
Correlation and Workflow.

EMC RSA
Security
Analytics

Can be more complicated to manage and
configure than other distributed systems.

User interface not very user friendly.

Complex deployment.
HP ArcSight
Enterprise
Security
Manager

Not suited for small scale deployment.
User interface out of date and slow.

Very basic correlation capabilities.
Limited service support.
Lacks network forensics and host logging
supplementation.
Limited customisation capabilities.

IBM Security
QRadar SIEM

LogRhythm
Security
Intelligence
Platform

Weak password requirements.

Limited Multi tenancy support.
Limited capabilities to perform advanced use case
development and analytics.
33000 USD/annum.

Set Up.

No support for active directory integration for Role-Based
Access Control.
Not scalable for large deployments.
Limitations in user interface regarding navigation.

McAfee
Enterprise
Security
Manager

Requires numerous agent install.
Very basic correlation capabilities.

No Analytics capability.
Limited support.
Limited customisation capabilities.

SolarWinds Log
& Event
Manager

Splunk
Enterprise

Lacking a ticket management system for
smaller companies.

Pre-SIEM solution with very limited
correlation capabilities.

Difficult installation process.

Increasingly difficult to configure for SIEM related
functions.
Lacking in unique fixtures.
Limited configuration options.
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7.2.1.6 Advantages
Current SIEM solutions focus only on network layer and single domain determining a need for event correlation
from different layers and domains. In addition, the increasing diversity of threats and dependency amongst
vulnerabilities requires faster response to attacks, tracking business impact stemmed from IT incidents.
XL-SIEM supplies:
▪

Distributed and near real-time aggregation, dissemination and processing of events.

▪

Correlation of events from application (service) layer.

▪

High resilience embedded by design.

▪

Capability for being deployed as a service.

Main benefits of XL-SIEM are efficiency, effectiveness, scalability, faster response by means of using integrated
dashboard and visual analytics, and improved detection. XL-SIEM has been built on top of the open source
OSSIM SIEM v4.0 (AlienVault). To overcome its performance limitations and to allow the processing of more
complex rules and correlate events at different layers, the XL-SIEM integrates that OSSIM core engine so the
events already normalized go to a Storm cluster where several plug-ins and modules have been included in a
running topology for correlation in a parallel and distributed manner. Besides, they add more scalability.

7.2.1.7 Output reuse
The foreseen refinement and extension of the XL-SIEM platform within the CIPSEC project will be used for
enhancing the capabilities and impact of a tool that has been extensively validated, demonstrated and enhanced
in different projects and domains, being also part of the Security Monitoring Generic Enabler inside FIWARE
initiative.

7.2.1.8 Business model
The ARI commercial exploitation model encompasses three pathways for scouting technology and CIPSEC
exploitable outcomes to be taken to the market.
Direct contact with final customers to explore commercial opportunities. This activity will be carried out by the
Atos team participating in CIPSEC or by market representatives belonging to ARI. Considering the sales cycle
this interaction consists of prospecting potential customers, establishing a relationship with them to promote
CIPSEC and recognize their need. If the opportunity materializes, Atos will analyse case by case the needed
exploitation agreements with other CIPSEC partners.
Transfer lines acting as facilitators to reach final customers and address the commercial action (considerably
preventing the drawbacks of cold calling). Significant transfer lines to mention are:
•

Global Business Units (GBUs, which segment Atos business geographically).

•

Vertical markets, specially (but not limited to) eHealth and Transport.

•

Innovation committees.

As the main goal for ARI is to align CIPSEC results with Atos market strategy, this second flow is preferred.
A third path is to apply for the ARI Innovation Board to pick different solutions or ideas according to several
criteria, such as the alignment with the Atos strategy, the solution availability, business and technology criteria,
maturity level, potential market, or transferability. The innovation board selects those solutions with higher
potential and decides about the most suitable way for internal exploitation towards as much as possible Atos
transfer lines, including organization of commercial workshops or applying for internal funding to set-up
commercial proof-of-concepts or pilots with selected customers.
First and second flows are suitable for the entire project span, even though the approach needs to evolve with
the development of CIPSEC. Third path is more targeted, but requires a higher level of solution maturity, which
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makes it more suitable for advances stages of CIPSEC. Three flows do not run in isolation, but some interactions
can be expected, entailing informational flows and tune of exploitation course when required.

7.2.2 Bitdefender
7.2.2.1 Introduction
Critical Infrastructures (CIs) provide resources upon which several functions of society depend. A potential
unavailability of these would have a debilitating effect on the security, economy and health of society as a whole.
The vast majority of cyber security experts (84%) believe that the likelihood of a cyber security attack that disrupts
critical infrastructure in 2016 is high and medium according to a Statista’s survey 1 from 2016, leaving the
economic impact of such incidents at very high rates – in Germany the average economic impact of cybercrime
per organisation reached approx. $7.5 Million while in the UK the economic impact went to $6.32 Million2.
The CIPSEC Consortium responds to this rising challenge by developing a unified solution, which encompasses
various tools and services designed to inform, prevent and alert the operators while continuing to protect the CIs.

7.2.2.2 Solution
As a part of the CIPSEC framework, Bitdefender solutions are comprising of “Bitdefender Total Security 2017”
and “Bitdefender Gravity Zone”, a mix of antimalware tools designed to: (1) Detect the malicious files both on
access and on demand; (2) Block malware sources, like malicious URLs and (3) Dynamically detect any unknown
threats based on their actions.
Bitdefender suites are using machine-learning models (Support-Vector Machine, Binary Decision Trees), trained
to identify malware samples, binary programs code analysis for detecting malicious patterns and cloud-based
detection. Bitdefender suites may be deployed on individual workstations and/or on a network and provide
protection and also centralise the results for event correlation and detecting advanced threats.
Specifically, for the CIPSEC unified solution, Bitdefender solution will focus on:
▪

Malware detection.

▪

Malicious URLs blocking.

▪

Data Loss Prevention.

▪

Port Scanning blocking.

▪

Vulnerability Assessment.

▪

Anti-phishing.

▪

Anti-spam.

The malware detection component presents a pluggable and distributed architecture that is based on distinct
scanning engines for different types of files and malware. Its distinct plug-ins can be loaded on-the-fly, one for
each kind of malware, without reconfiguring or restarting the whole system.
Each type of malware is mitigated by a plug-in which is able to detect and possibly disinfect/clean the given
malware type. Plugins function sequentially (i.e. they take turns at checking each file), to detect malware like
viruses, worms, Trojans, exploits and spyware while the plugin architecture allows the plugins to pass messages
between themselves. The modularized architecture used to build Bitdefender has contributed to its ability to be
deployed in a variety of environments ranging from embedded systems to workstations and high-end servers, on
desktops, dedicated or generic server solutions.

1

https://www.statista.com/statistics/221381/cyber-attacks-on-critical-infrastructure-likelihood/

2

https://www.enisa.europa.eu/publications/the-cost-of-incidents-affecting-ciis/at_download/fullReport
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7.2.2.3 Services
As CIPSEC combines various cyber security tools covering multiple security requirements, it facilitates the
existence of complementary services such as vulnerability assessments and cyber security consultancy.

7.2.2.4 Target clients
The direct beneficiaries of CIPSEC unified solution are both CIs owners and operators, and public authorities
across Europe dealing with CIs protection. As the magnitude and number of cyber security incidents increase
each year, determining significant economic losses, the CIs owners and operators become more aware of the
importance of appropriate protection. Therefore, existing Bitdefender clients (businesses and public authorities)
that operate within CIs environments could become future clients of CIPSEC unified solution.

7.2.2.5 Market
The critical infrastructure protection market size is estimated to grow from $102.47 Billion in 2016 to $144.82
Billion by 2021, at an estimated Compound Annual Growth Rate (CAGR) of 7.16% from 2016 to 20211, as the
adoption of security-based technologies has increased significantly. This triggered a thrust to the demand of
critical infrastructure protection, which will be reflected in the amount of spending within this key-domain: Europe
will spend $35 Billion protecting CIs by 20212. CIPSEC unified solution responds to this growing demand by
offering a mix of tools and services designed to inform, prevent, alert the operators and protect the CIs.
Drivers for growth: (1) European regulated framework for CIs - the new Network and Information Security (NIS)
Directive forces the operators of CIs to allocate resources to protect their infrastructures; the non-compliers will
face significant financial repercussions, (2) adoption of security-based technologies, (3) increasing number of
cyber-incidents targeting CIs within the context of “war of terror” [the Berlin Police's Internet Wache discovered
in the summer of 2016 that a district heating scheme in Rome, combined heat and power plants in Germany and
Austria, and a smart building housing luxury apartments in Israel were among the targets of a coordinated attack].
At this moment Bitdefender is securing the online activities of more than 500 Million users worldwide with a strong
focus on businesses protection. Various organisations, from large corporations to public authorities, are
benefiting from using Bitdefender suites of cyber security solutions. Consequently, the CIPSEC unified solution
will benefit from the existence of a well-established network of existing customers who might naturally adopt the
tools developed within the CIPSEC project.

7.2.2.6 Competitors
Bitdefender’s main competitors with a commercial solution that can be considered suitable for securing critical
infrastructures are Kaspersky, McAfee, Sophos, Symantec and Trend Micro.

7.2.2.7 Advantages
Scalability, redundancy and load balancing. The management architecture is by far the most important
competitive advantage in the value proposition, offering a modern cloud computing architecture leveraging load
balancing and high availability functions natively and fully manageable within the platform, independent of 3rd
party technologies. The majority of our competitors are approaching scalability relying on 3rd party technologies
(like MS Clustering Services, DB replication services) and agent relay components that are designed to reduce
the load that impacts the management platform.

1 Markets and Markets, 2016
2

ABI Research, 2016
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Deployment adaptability. GravityZone can provide an elastic management service, fully covering different
deployment scenarios including on premise (internal networks, DMZ), over-the-Internet and in public cloud. This
architectural model really makes large-scale deployments easy.
Simple security management model. GravityZone Control Centre is by far the simplest to use management tool
and is delivered as a Web-based service natively. Management workflows are simple and straight-forward, and
the environment integrations are great at providing good insights into the customer environments.
Unified security management. GravityZone’s approach to integrating all security modules into the main enterprise
management platform is also a very good advantage. All competitors either require additional software
components to be layered on top of the management platform to extend management capabilities to different
environments (common for virtualized and mobile) or they have separate platforms for other technologies or
security modules (common for disk encryption, MDM).
Security for Virtualized Environments technology. Bitdefender’s flagship technology, Security for Virtualised
Environment, is still overwhelmingly superior to its competition from both technology and integrations perspective.
The vCenter Server integration continues to be key, as most of on premise data-centres are still running
VMware’s compute platform. All vendors provide SVE-similar technologies, while they can be considered
“incomplete” in some regards, more than often limited to the vShield Endpoint ecosystem, which is not leveraged
to full extent as-is.
Bitdefender’s antimalware service has dominated the industry over the past few years and it remains a good
differentiator for any Bitdefender technology. Often time customers are attracted by Bitdefender because we rank
high in benchmarks.

7.2.2.8 Output reuse
The reuse can be done in both ways (in/out) so that Bitdefender could integrate the suites into any other solution
or the way around, allowing different potential partnerships within the CIPSEC Consortium.

7.2.2.9 Business model
Bitdefender will use its proven commercialisation approach, which stands on multiple marketing channels (B2B
via online channel, B2B via direct contact, B2B via partnerships and B2B via conferences and thematic industryevents) supported by appropriate funnels (awareness, consideration, acquisition and retention).
The business model is built around CIPSEC framework license where the customers (CIs operators and public
authorities) are paying an average monthly / annual fee to use the solution.

7.2.3 DBN
DBN is not selling any security products. We are specifying them and afterwards let vendors produce the desired
products.
We therefore would use the results of CIPSEC to enhance our security architectures and introduce new services
to our security lifecycles. Besides this, we would try to push the CIPSEC results to other European railway
companies through standardization and euLYNX.

7.2.4 Empelor
7.2.4.1 Introduction
Empelor comes with long-time experience in highly security-critical IT markets, and successfully develops
products and solutions to make mobile communication and telecommunication networks safer and more users
friendly. With its platform and their concepts, Empelor guarantees an optimal network management by adjusting
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their solutions to user demand and expectation. With its expertise on service offering, Empelor is an important
member of CIPSEC since they will support this project by organizing and securing the communication of the
sensitive networks of CIs and by offering continuous support to the Telecom operators. Empelor provides a selfdeveloped and self-owned mobile security computing and communication platform called Secocard.

7.2.4.2 Solution
Secocard exists in the form factor of a slightly above credit card sized device and can be redesigned to assume
other form factors like a credit card itself or a smart watch. Based on an ARM processor family and comprising
low power memory components, its software is based on real time operating systems and includes drivers and
applications for a broad scope of security uses. The device connects with Wi-Fi or any standard smartphone or
mobile computer via Bluetooth (in the future) and USB for access to the internet. The system establishes its own
secure IP connectivity to back-ends and leaves the network access device in the dark about what is being
transmitted. Based on Secocard, secure communication and authentication applications for a variety of purposes
have been developed and more can be added. Due to Secocard‟s patent protected architecture, the device can
be a smartcard and in parallel act as a smart card reader. Many types of smart cards and card readers are
supported. Applications include encryption and Secure Banking & Payment (online & mobile). Based on the
extremely low level of vulnerability, it can be the innovative building block of a great variety of security projects
as well as integration projects to meet HORIZON 2020 mission objectives. In this context Empelor will exploit
CIPSEC to contact with novel clients from both Public Administrations and great private companies. Such
opportunity will create a great chance within the smart security market. Emphasis will be given in clients from the
pilot areas of CIPSEC and especially in the domains of transportation and heath.

7.2.4.3 Market
In the transportation domain, due to the necessity for secure hardware components for safe transport systems,
Empelor will seek to explore its secure systems technology to the railway transportation industry. The presence
of DB in the consortium and the collaboration in the context of CIPSEC is considered as an enabler for entering
this critical infrastructure business domain. As a second step in this domain, Empelor will seek to exploit its
hardware security products in the context of Intelligent Transport Systems.
The criticality of the Heath pilot and the necessity of secure hardware systems in considered by Empelor as
another domain of priority. Secure hardware systems like Secocard are necessary components for guaranteeing
and maintaining security to hospital infrastructures, as well as privacy to patients‟ information and procedures
while simultaneously providing fast and accurate medical decisions. Empelor will explore healthcare domain in
collaboration with the relevant partners of CIPSEC Consortium, aiming to identify and develop dedicated secure
products as adaption of its developed technology.

7.2.5 Forth
7.2.5.1 Introduction
FORTH is one of the academic partners of the CIPSEC Consortium. Thus, it will disseminate the results of the
CIPSEC project through other research related projects and in top international scientific conferences and
journals. Moreover FORTHcert, which is operated under the supervision of FORTH is already using honeypot
data and infrastructure in order to provide alerts to organizations and their system administrators. FORTHcert
will be mainly used to further exploit the results of the project.

7.2.5.2 Solutions
DDoS attacks detection system. FORTH’s solution based on Honeypot sensors can provide information about
potential DDoS attacks that are happening in the Internet. The results of the honeypot sensors are valuable for
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all system and network administrators especially those operating Critical Infrastructures. The largest the IP
address space monitored by the honeypots, the more accurate the results produced about the potential DDoS
attacks taking place. Within the CIPSEC project we plan to further increase the level of accuracy of the results
produced by FORTHcert honeypot infrastructure and consequently increase the trustworthiness of the alerting
service itself. We plan to achieve this by correlation and combination of the data of online sources (e.g blacklists)
or even other projects providing such results with the FORTHcert’s own data sources. There is also planning to
integrate the detection system with an automated ﬁrewall and IDS rule deployment mechanism that FORTHcert
also has and provide an easy to deploy solution for modern cloud environments.
Cloud-based environment security. FORTH’s cloud-based security solution will monitor the traffic that is
exchanged through VMs (Virtual machines) that reside in the same physical hosts. The solution is based on
Single Root I/O Virtualization technology and is able to identify possible attacks between co-located VMs. For
cloud-based (virtualized) environments, an IDS system has been integrated with the hypervisor able to monitor
the traffic produced/consumed by the virtual instances. It protects VMs from a malicious VM which can take
advantage of vulnerabilities and attack to other VM hosted on the same physical machine. It provides alerts and
network related information to identify potential malicious VMs via a web based graphical interface.

7.2.5.3 Target clients
FORTHcert is currently in close collaboration and communication with other similar entities (CERTs), with SMEs,
research centres, universities and other government organizations providing them support on technical,
operational and advisory levels.

7.2.5.4 Market
The feedback we receive is that our current contacts are very enthusiastic about off-the-shelf security solutions.
Many organizations, however, do not have the capacity to cope with the acquisition and maintenance costs of
security solutions they would need, thus becoming easy targets for even simple DDoS attacks that could be
prohibited by a simple ﬁrewall rule in their network access control list. For such organizations, an open source
security mechanism, and the actionable alerting information and/or rule updates (from FORTHcert) comprise two
important elements of an affordable solution.

7.2.5.5 Advantages
An easy way to deploy in modern cloud environments.
Accurate results based on many sources thus increasing trustworthiness of the results.
Off-the-self security solution and ready to be used.

7.2.5.6 Output reuse
The results of the solutions are generic, and the potential clients are almost any organization that is relied on IT
and makes use of public and/or private networks. Besides the alerts produced for potential DDoS attacks the
results could be further studied to perform traffic anomaly detection.

7.2.6 TUD
As an academic partner, TUD will actively collaborate and work towards the transfer of innovative research results
such as the safety processes for critical railway systems and development of object controllers. TUD’s industrial
exploitation in the transport domain will mainly be done in collaboration with DB.
The knowledge developed over the CIPSEC project will be translated into academic and industry technology
transfer offerings such as university courses, seminars and also focused lab courses at both the undergraduate
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and graduate levels. TUD has a dedicated German wide academia-industry transfer forum – CAST- that will be
utilized over CIPSEC. The academic-industry training courses and CIP workshops planned in the DoA also form
an exploitation vehicle for TUD. Apart from targeting the scientific community with the CIPSEC technology
developments, the CIPSEC technologies will form the basis of innovation projects at the German, European and
International level.

7.2.7 UOP
7.2.7.1 Introduction
The University of Patras within the CIPSEC project provides a Hardware Security token add-on that when
associated/ connected with a host device it can provide a series of security services. This solution consolidates
the UoP’s focus point towards current and future security research aspects that are expanding rapidly towards
embedded system security and Internet of Things security. As such, within the lifecycle of the project the initially
provided UoP security token add-on unit will be expanded through research to include services using updated
security primitives, as well as adopt the latest research solutions in protecting sensitive information processed
and stored within the token. As such, the end system UoP solution will include versatile countermeasures against
side channel attack and fault injection attack that constitute major threats for all hardware/software security
implementations. The UoP solution final goal is to instil through the UoP hardware Security add-on token a level
of trust to the connected host device by migrating to this token critical security services like key agreement,
secure channel creation, authentication, secure storage.

7.2.7.2 Solution
Through and beyond the specific solution, University of Patras aims at leveraging its current expertise on
Hardware Security and Trust with the research and development actions performed in the CIPSEC project thus
enhancing the institution’s profile and reputation. The acquired expertise from CIPSEC (architectures, algorithms,
methodologies) will be extended beyond the scope and lifecycle of the project and will be invested in the current
research and academic activities of university in the form of additional material for postgraduate academic
courses, training of new graduate and post graduate students as well as the award of new PhD thesis. UoP will
use the pilot technologies that will be designed in CIPSEC to support teaching activities and for strengthening its
research status within the international scientific community as well as attracting possible research partners for
future collaboration.
Considering its solutions in hardware security and trusted computing, UoP will make use of CIPSEC results in
other ongoing research activities and through transfer of knowledge will seek innovation in the area of IoT.
Securing IoT devices is a crucial aspect for various systems (e.g. smart cities) and CIPSEC results in hardware
security will allow UoP build and exploit secure solutions capable of providing robust services in public
administration and CIs like transportation, energy etc.

7.2.7.3 Services
UoP in the CIPSEC Project through the Hardware Security add-on token will provide security services to CI
System host devices. These services will be based on the research and development of security primitive within
the token. Trust in the provided UoP token will be ensured by adopting side channel analysis and fault injection
analysis countermeasures and testing this resistance in the renovated UoP implementation attack laboratory.
This know-how will be exploited by the UoP technical and research team (consisting of final year and graduate
students as well as researchers) in order to enhance their expertise in this research field. Our long-term goal is
to provide this expertise as a service to the University’s industrial partner network (SMEs and start-ups in the
vicinity of Western Greece or Athens) designing hardware related products.
Furthermore, UoP has created the FORGEBox and FORGEStore platforms (http://ict-forge.eu/) for the
development of innovative and interactive e-learning courses for any kind of subject, class or training purpose.
With the CIPSEC project UoP will be able to add security training courses (CIPSEC services) in FORGEBox and
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FORGEStore and examine how these platforms can be used to promote security thinking, cyber security
awareness and cyber security training for end-users, citizens and CI employees.

7.2.7.4 Target clients and Market
UoP is an academic partner and does not sell its research and solutions to end clients. It rather can act as
consultant and research and innovation advisor or research prototype developer for industrial or other academic
partners.
The project results through the University’s research evaluation office will be examined for potential patents, IPR
and commercialization in collaboration with UoP industrial partnership network and technology park.
Furthermore, through its strategic community-social role in the Western Greece region, UoP will also exploit the
project’s results to further social awareness toward CI security and trust based on the CIPSEC solution.

7.2.7.5 Competitors
As an Academic non-profit institute, the University of Patras is not directly involved in commercialization of its
researched and developed solutions so does not have business competitors in that sense.

7.2.7.6 Advantages
The UoP hardware security add-on token is an open hardware/open software platform with innovative security
and cryptographic primitives support (new protocols, new cryptographic algorithms focused on authenticated
encryption, lightweight cryptography and out-of-the box public key cryptographic solutions).
The UoP hardware security add-on token provides holistic countermeasures against popular implementation
attacks (side channel analysis and fault injection analysis attacks). Research on new countermeasures and
providing application of them in practice. The UoP hardware security add-on token is also an open security
hardware/software playground for teaching, research and development.
Mitigation of security performance overhead from low cost IoT devices (with constrained resources) to UoP
Hardware Security Add-on Token.

7.2.7.7 Output reuse
UoP will exploit CIPSEC results in other ongoing research activities and through transfer of knowledge will seek
innovation in the areas of IoT and e-Learning as also described in the above sections.
IoT: UoP has created the sence.city platform (http://sense.city) which provides the tools that activate citizen's
creativity, imagination and communication, engages urban thinking and improves the relationship between
citizens, the city municipality and city's public services. Currently citizens generate the information submitted to
this platform. The next step is to integrate various sensors and IoT devices scattered across the city and collect
information about temperature, public lighting, traffic, etc. Securing these devices is a crucial aspect of this
platform and CIPSEC results in hardware security and trust will allow UoP to build a secure platform capable of
providing robust services in public administration and CIs like transportation, energy etc.
e-Learning: UoP has created the FORGEBox and FORGEStore platforms (http://ict-forge.eu/) for the
development of innovative and interactive e-learning courses for any kind of subject, class or training purpose.
Through CIPSEC UoP seeks to examine how these platforms can be used to promote security thinking, cyber
security awareness and cyber security training for end-users, citizens and CI employees.
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7.2.8 UPC
The acquired knowledge will be translated into university courses, both advancing existing education activities
and motivating new graduate and postgraduate courses and programs, as well as initiating focused summer
schools. Academic partners of CIPSEC could explore possible clustering opportunities and reinforce previous
and establish new strategic relationships with the public and private sectors, triggering new technology transfer
initiatives by presenting project achievements to small and medium size enterprises in their reach. In addition,
UPC can focus on building the scientific community around the privacy management domain, incorporating
significant parts of the developed technologies in their teaching activities, and designing a number of follow-up
research and innovation projects and initiatives at both national and international level. These activities could be
considered as the “scientific exploitation” and could be targeted on promoting both the overall solution, thus
constituting the project’s primary market, as well as the individual research developments, constituting their
individual markets. Another exploitation opportunity for these partners is expert training.

7.2.9 Worldsensing
7.2.9.1 Introduction
The products and services of CIPSEC Consortium will help Critical Infrastructure manufacturers and utility
operators to reduce capital, operational and maintenance expenditures for controlling networks, organizing
contingency plan and solving identified threats. In a few words, we aim to minimize downtime to save money and
avoid cascade effects. CIPSEC focuses on critical infrastructure control market which has global revenues of
several billions of dollars in 2020. The innovative CIPSEC security framework can be applied with blue ocean
strategy to other industry verticals such as Energy automation, Smart Grid, Industry automation, Building
automation, Water utility networks, etc.
The future of critical infrastructures services depends on the ability of the industry to achieve cost reductions over
time and to provide continuous and improved quality on the provided services. In this scenario, security is one of
the pillars for establishing and providing reliable and trusted innovative products/services for smart scenarios. In
order to guarantee an acceptable level of security in the future above mentioned smart scenarios, in this project
proposal, we provide the following portfolio of products for a reliable management of critical infrastructures and
their operational networks: i) Cyber security (networks firewalls, DDoS, etc.); ii) Early anomaly detection and
compliance management (data aggregation, filtering, etc.); iii) Anti-malware (anti-spam, anti-phishing, etc.); iv)
Hardware security (trusted arbiter for CIs nodes, edge devices. etc.); and v) Distributed Denial of Service (Supernode, communication protocols, jamming detector, etc.).

7.2.9.2 Solution
Worldsensing DoSSensing product aims to detect and prevent one of the most impactful attacks to the critical
infrastructure wireless devices, the Denial of Services attacks, which can be done in different ways and levels.
There are the ones affecting the link and/or the wireless traffic and there are the ones that start and affect the
lowest levels of the wireless networks, the physical layer, which are the ones that are really difficult to detect and
prevent nowadays.
DoSSensing product works analysing the physical layer wireless spectrum to detect variations and anomalies
that result in DoS attacks. This is done without the need of being integrated or installed in the network it needs
to protect, representing a great advantage against its competitors.

7.2.9.3 Services (PPP)
DoSSensing product will generate good opportunities for Worldsensing and service providers as well as the
product will allow interconnections with information and emergency service providers in public infrastructures, so
they can have real-time information about Denial of Service attacks being performed in the areas they are
covering, representing a great early alert service for their clients in the name of public security and safety.
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7.2.9.4 Target clients
Industrial companies and critical infrastructure management companies are at the forefront of the technologies
and connectivity of sensors, which nowadays are prone to be attacked using Denial of Service techniques.
Experiencing these problems, those companies are the most aware about having wireless protection defences
even more Denial of Service detection and protection solutions. This is the market where Worldsensing is more
experienced so there will be an easy way to tackle those potential clients to offer and show the benefits of
DoSSensing in real life case scenarios.
Industrial sectors worldwide clients of Worldsensing (such as, ACCIONA, FERROVIAL COMSA, etc.) can
become future clients of CIPSEC solutions. Also, current clients of industrial sector could be interested in CIPSEC
products and services, so they can detect and prevent the increasing Denial of Service attacks to Critical
Infrastructure wireless devices.

7.2.9.5 Market
Worldsensing is positioned in a very strategic way now, between national and regional scientific communities
and a growing international market, which will be of benefit of the CIPSEC project, the critical infrastructure
protection and the company itself. These elements augur a promising future for CIPSEC products, services and
the potential partnerships that could be formed into the CIPSEC Consortium to tackle the critical infrastructure
protection market.

7.2.9.6 Competitors
The products currently available in the market capable to protect companies in general against DoS attacks to
wireless networks are focused on detecting the attacks on higher layers instead of the physical one so they are
not able to offer a real solution for that massive problem as appears on the table below (i.e. Cisco, Aruba, etc).
Also, they need to be integrated or installed into the network to protect so they can have internal visibility of the
network to detect the DoS attacks.
Table 14: DoS commercial competitor’s solutions specifications table

Band

Product

SubGHz

Cellular

Mode
GPS

WLAN

Internal

✓

Wi‑ Spy + Chanalyzer

✓

CTL3520

Solution

External

Software

✓

✓

✓

✓

RFProtect

✓

✓

✓

AirMagnet

✓

✓

✓

AirDefence Service Platform

✓

✓

✓

Adaptive Wireless IPS Software

✓

✓

✓

✓

✓

DoSSensing solution

✓

✓

✓
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7.2.9.7 Advantages
Scalability: DoSSensing detection is not limited by the number of devices, so with one solution you can have
protected as many as devices as you want.
Flexibility: DoSSensing detects new trends of DoS wireless attacks in the wireless technologies the clients are
already using.
Deployment and integration easiness: Does not need to be connected to your WLAN or local network to
properly protect your Critical Infrastructure wireless network.
Multi-band & Multi-technology: DoSSensing works based on SDR, which allows you to detect DoS attacks in
all the frequencies and under all the interconnection wireless protocols.
Adaptability: DoSSensing is customisable to work in any scenario, even in the most thought ones.

7.2.9.8 Output reuse
Worldsensing solution can be easily integrated in a whole cyber security framework or with any other cyber
security tools complementing the detective and preventive defences in critical infrastructures, which could
represent good opportunities to tackle the market as the CIPSEC Consortium group and/or in partnership with
any of the project’s partners.
The reuse can be done in both ways (in/out) so we can integrate our solution into any other solution or the other
way around, allowing different potential partnerships within the CIPSEC Consortium.

7.2.10 Comsec
7.2.10.1 Introduction
The future of critical infrastructures services depends on the ability of the industry to achieve cost reductions over
time and to provide continuous and improved quality on the provided services.
This document contains draft descriptions of Comsec’s services to facilitate a constructive discussion and
feedback. The descriptions are intended for CIPSEC as well as for Comsec`s internal audience.
The goals of this exercise are to:
▪

Align Comsec’s services to current and anticipated service offerings.

▪

For all Comsec to adopt a common language to describe our services (be this with clients, partners or
internally within Comsec) as well as for aligned with critical infrastructures services.

▪

Ensure the names of our services and the terminology we use to describe our services talk directly to
our CIPSEC requirements.

▪

To underpin the development of Comsec’s sales and marketing material. In the next phase of this project,
the service descriptions will be built on to develop content across many items (e.g. Comsec presentation,
proposal templates, email templates, service sheets).
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7.2.10.2 Services

Figure 8: CIPSEC services table

DDos readiness
Measure a Critical Infrastructures resilience level to DDoS attacks by simulating a range of scenarios. The
process identifies weaknesses within the tested environment through an understanding of critical hardware and
software components as well as related processes. Red (Comsec attack), Blue (client side) and White (Comsec
client side) teams participate in the DDoS simulation to test in a controlled manner, the impact of attacks on the
application and infrastructure layers.
Following the simulation, Comsec provides advice to improve the design of identified weak-spots in platform
architecture or mitigation technologies; in addition to providing training to teams, at times through DDoS drills, to
improve technical and procedural responses.
Online Discovery
This is achieved by replicating the discovery techniques used by attackers in the first stage of the Cyber Kill
Chain. The discovery enables a Critical Infrastructure to reduce its on-line exposure and potential attack surface.
Read Team Exercise
Simulates an attempt by an attacker to achieve a specific goal, such as access to confidential information,
inflicting financial loss or impacting the availability of a platform. With the goals defined, the Ethical Hack is
performed by Comsec, mimicking the approach of an attacker, and utilizing a broad array of attack techniques.
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This approach provides a realistic view of how an attacker acts and identifies real attack paths enumerated into
business impact.
Intrusion Hunting
Identifies anomalies, within the internal network of a Critical Infrastructures, which could indicate the presence of
an unknown malware or attacker executables.
This service is built upon the premise that an attacker has gained access to the internal network of a Critical
Infrastructures without detection. Through a combination of proprietary scanning tools and analysis by Comsec's
expert team, the Intrusion Hunting service will uncover evidence to pin point specific threat areas within the
network, which indicate the presence of suspicious activity.
Secure Development Training
Provides tailored secure development training aligned with the client’s development methodology and framework,
technologies, development skills and the maturity level of the development lifecycle. The service helps to escort
developers or ‘Security Champions’ to embed security controls from the outset.
Comsec’s trainers have extensive experience in both development and security best practices. The sessions are
highly interactive, hands-on and real examples from the client’s environment are used specially at Critical
Infrastructures environments.
Security Awareness Education
With most of security incidents linked to the human factor, Comsec provides a full range of Security Awareness
Education services.
Our holistic services range from building and executing a complete security awareness program aligned to a
Critical Infrastructures business strategy and compliance requirements, to providing specific training and
education activities, including the development of key security messages, internal awareness campaigns
(including branding & messaging for intranet, posters, and merchandise), interactive workshops and lectures,
and closely co-ordinated social engineering exercises.
Cyber & Crisis Management Exercise
Prepares organizations Critical Infrastructures for a cyber-attack/crisis situation through the performance of a
training exercise to improve decision-making and response. The service aims to enable management to improve
readiness in responding to real threat scenarios; rehearse the key areas participants need to address in order to
defend against and respond to cyber incidents; and enhance decision making procedures and strategies in the
context of cyber security dilemmas and scenarios.
The exercise can be performed on three levels:
▪

Table Top - focused on ensuring procedures are well defined and that senior management know how to
react.

▪

Simulation - focused on how participants respond, think and take decisions, in a work situation (without
full scenario awareness).

▪

Real Attack scenario - as above, but with the added dimension of real activities in the organization’s
network to simulate the high intensity of a real event.

Secure Development Lifecycle (SDL)
Provides a Secure Development Lifecycle framework and methodology for Critical Infrastructures development
software. The goal is for security to be embedded within the development process by training developers to
design and develop secure code from the outset.
The service is aligned to the client’s development approach (Agile / Waterfall) and integrated into the development
process to enable the early identification and mitigation of security vulnerabilities. This is achieved through
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building the appropriate best practice SDL framework, education & training, secure code review, threat modelling
workshops and secure design and architecture.
Architecture Design & Review
A systematic approach for ensuring security is embedded into the design of a platform or reviewing the security
design of existing platforms architecture.
Our approach is modelled on best practice methodologies and involves reviewing design documentation,
conducting focused workshops and working with development teams to ensure the appropriate security controls.
Threat Modelling
Threat Modelling assists development teams improve their security mind-set and adopt a risk-based approach to
securing the system.
This involves defining potential threat scenarios in accordance with the business logic of the platform, followed
by the identification of potential threat actors and attack vectors.
Code review
Comsec assists organizations Critical Infrastructures to review application code and embed secure development
coding practices throughout the development lifecycle.
Our approach to static code analysis combines the strengths of automated and manual security code review
techniques to seamlessly integrate with an organizations development ecosystem.
The Comsec team has experience across a diverse range of technologies, including Java, C#, JavaScript (and
commonly used frameworks), VB.NET, ASP, VB6, PHP, C/C++, VBScript, Perl, HTML5 and Python.
Application Security Testing
Enables the identification of vulnerabilities that stem from core design flaws, aggregation of multiple
vulnerabilities, lack of controls and flawed business processes.
Infrastructure Security testing
Our in-depth approach to Critical Infrastructures security testing enables the identification of vulnerabilities that
stem from core design flaws, aggregation of multiple vulnerabilities and a lack of security controls.
Comsec assists in the identification and mitigation of infrastructure security vulnerabilities, in accordance with
best practices and proprietary methodology. Our infrastructure security services cover the full range of
technologies and architectures including the corporate network, firewall configurations, IPD, routers, servers,
databases, Operating System, misconfiguration or missing patches (inappropriate patch management), Remote
Access Technologies and Cloud based platforms.
Penetration Testing can be designed to simulate unauthorized access by either a legitimate network user or an
unauthorized user who gained physical access to one of the network devices (routers, load balancers, switches,
etc.).
Mobile Security testing
Mobile applications and devices are susceptible to a unique set of attack vectors. Comsec’s Mobile Security
Testing covers the full range of mobile technologies (iOS, Android and Windows) and includes secure mobile
application design, mobile application source code analysis, security testing of mobile application features,
encryption & data storage on mobile devices, and end device protection.
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CISO On-Demand
Comsec’s CISO On-Demand service is designed for organizations that require someone to take responsibility for
the growth of the information security programme, whilst maintaining a flexible, cost effective approach.
The function can be built to match the organizations requirement in terms of time dedicated (2 days a month
through to 5 days a week) and activities required. In addition to a dedicated resource, we provide the flexibility to
access the full Comsec resource pool enabling the delivery of a diverse range of services, which typically cannot
be provided by an individual CISO.
These activities may include Information security leadership and guidance; Steering committee leadership or
participation; Security compliance management; Security policy, process, and procedure development; Security
training and awareness; Security Testing; Risk assessment and more.
Incident Response Team (IRT)
Comsec's Incident Response Team provides expert assistance prior, during and post a security event. Whether
dealing with a hacked network or data inadvertently exposed on the internet or hacked Critical Infrastructures,
Comsec delivers a successful response, to assist our clients identify, contain and recover from a security event.
Our multi-disciplinary expert team perform the required analysis to determine if a breach has occurred, quantify
its extent, ensure containment and evaluate the possible damage. We provide guidance to clients in technical
remediation, to bring systems safely back on-line and preparing a response for key business stakeholders.
Log Event Management & Analysis
Provides Log Monitoring and Analysis on behalf of a client to enable the identification and analysis of suspicious
activity within the network.
The service includes (depending on client state) defining an organization logging and monitoring requirements
(in relation to business needs and compliance drivers), design and selection of an appropriate solution or
identification of gaps in current implementation, definition of rules, alerts and system configuration and providing
on-going monitoring and reporting to match client needs.
PCI Compliance
This includes scoping the Credit Cardholder (CHD) environment, full onsite assessments, pre-audits, gap
analyses, Approved Scanning Vendor (ASV) scans, policy development, penetration testing, in addition to
comprehensive PCI remediation and maintenance services.
ISO 27001
Design and implementation of information security management system to enable organizations to achieve
alignment and compliance with ISO 27001 (in addition to ISO27018, ISO27799, ISO27032).
Our services include performing a gap analysis against ISO 27001, identification and prioritization of key action
areas, scoping the management system, remediation planning and delivery, and designing processes, practices,
policies and standards aligned to compliance and business requirements.
Risk Assessment & Management
To assist organizations in managing, identifying, assessing and prioritising cyber security risks. This process
typically commences with a Security Risk Assessment to identify an organization’s critical assets and potential
threat vectors.
Identified risks are assessed for severity and impact, assigned a priority level, and a remedial work plan
developed to manage risk on an on-going basis.
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Business Continuity
The unrelenting move toward risk management, global accounting, audit and corporate governance standards
create major issues and opportunities. Comsec provides services for developing and implementing the following:
▪

Business Continuity Management (BCM).

▪

Disaster Recovery (DRP).

▪

Business Impact Analysis (BIA).

▪

Business Continuity Planning (BCP).

▪

Simulation and Training.

Cyber Security Strategy and Program
Assists organizations develop the appropriate strategy, framework and governance structures to effectively
address continually evolving cyber security threats. This process will ensure a risk based, cost effective approach,
aligned to business goals.
Our services include: Setting the cyber security vision; Developing a clear understanding of business assets;
Ensuring cyber security risks are understood, and effectively managed; Implementation of a cyber security
improvement Programme; Building an integrated framework of control across people, process and technology;
Ensuring Defence, detection, containment and recovery capabilities in the event of an incident; Provision of
benchmarking across peer organizations; Providing risk advisory for new channels and technologies; and
Guidance on cost effective compliance with regulations and legislation.
Cloud Security
Whilst the advantages of cloud computing are clear, migrating data and services to a cloud environment remain
a major decision for any organization that hold Critical infrastructures, with data privacy and security cited as a
number one concern.
Comsec's Cloud Security services ensure the secure migration and maintenance of a cloud environment through
determination of relevant risks, defining a secure architecture, ensuring a secure configuration and
implementation, and performing acceptance testing. Our experts have first-hand experience working with all of
the major cloud providers (AWS, Azure, Rackspace, and Google Cloud) and are able to escort your business
through the entire process.
Security Health Check
The Cyber Health Check provides organizations with a clear understanding of its cyber security posture and its
readiness to detect, prevent, contain and respond to cyber threats.
The review can be performed ‘theoretically’ based primarily on interviews, workshops and documentation, with
the option to combine these activities with hands-on discovery, testing and simulation of possible Cyber-attack
scenarios utilising a menu/package of Comsec services (for example, Goal Driven PT, On-line Discovery and
DDoS).
The outcome of the Cyber Health Check will benchmark the organization to sector peers, identify cyber security
strengths and weaknesses and create a prioritized work plan outlining the recommended actions.
SAP Security
As a market leader in enterprise application software, SAP is a core business asset at the heart of many
organizations.
COMSEC provides a range of SAP Security services to increase the level of security across a client’s SAP
environment and meet compliance requirements.
This includes SAP permission management, SAP infrastructure testing and hardening, SAP secure development
and design and SAP Security Testing.
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7.2.11 AEGIS
7.2.11.1 Solution
The creation of AEGIS IT RESEARCH LTD was motivated by the realisation that innovation in computer science
is driven by gifted individuals who are allowed to pursue their vision. A lot of effort is wasted supporting antiquated
structures and paradigms with little relevance to the needs of the citizens and industry.
The objectives of AEGIS Research include these two areas:
•

Primarily we want to provide the seeds for world class Computer Science research. AEGIS obviously
cannot do this on its own but it can create a sandbox where researchers can concentrate on what they
do best rather than wasting their time dealing with project-related paperwork. Our goal is to provide an
environment with minimal red tape (and staff to shelter researchers from bureaucratic tedium) and
European-class remuneration (while the centre will provide bridging funds to help researchers deal with
lack of funding between projects, we strongly believe in researchers receiving funds from the projects
that they work on). AEGIS is not trying to make huge profits out of research, nor does it need money to
support a huge administrative structure (we believe that the effectiveness of administration is inversely
proportional to its size), so we are free to channel most of our resources to our researchers. We also do
not believe in bricks-and-mortar. Huge labs are seldom necessary in computer science where processing
power and storage can be rented from the cloud, while access to up-to-date publications is available via
on-line digital libraries.

•

Our second goal is to provide unbiased advice and assistance to the public sector. The public sector is
mostly lagging behind the private sector and is in grave need of mature unbiased guidance in deploying
IT in a manner that on one hand preserves the privacy of the citizens and on the other hand improves
rather than complicates the lives of both civil servants and citizens. AEGIS will function as a think tank
offering proposals and IT-related advice to various government departments, and as a software
development facility providing advanced software systems that help towards achieving the goals of
effective and secure e-government.

In the context of CIPSEC, AEGIS will build a forensics visualization toolkit on top of an existing research prototype
(TRL 5). Initially, the goal behind the development of the AEGIS Visualization Toolkit was to augment and
facilitate the “after the fact” analysis of digital forensic evidence, by providing different ways to visualize data
collected by the forensics experts. However, AEGIS experience from the use of the toolkit and its application in
various forensics investigations (e.g. the analysis of a shooting by a criminal gang which is now in trial) is that
AEGIS toolkit can also significantly enhance the analysis of data while the illegal activity is ongoing. Most intrusion
detection systems, whether based on the identification of patterns, log analysis, or observed behaviour, suffer
from an abundance of generated data that in many cases obscure the root cause by identifying second-order
effects and thus confusing the investigator.
By configuring and adapting AEGIS forensics visualization toolkit (guided by CIPSEC end users) so that it can
be integrated into CIPSEC’s real-time analysis of project’s real-life industrial cases, AEGIS toolkit will be able to
facilitate the development of a complete solution that will greatly impact Critical Infrastructures. In addition, its
operation in real-life industrial scenarios will open the way for the commercialization of a real-time forensics
visualisation product and subsequently provide an opportunity of expanding companies existing customer
portfolio.
AEGIS forensics visualization toolkit will reduce the possibility to use ICT as a vehicle for cyber-attacks. Notably,
CIPSEC:
i) will adapt the existing security products (provided from the partner’s consortium) to comply with the necessary
CIP requirements;
ii) will orchestrate innovative components to implement a global communications system comprising access
control (which networked system can talk with which other systems) and security (secure connections between
all elements in the network;
iii) will extend and adapt the current AEGIS digital forensics analysis visualization toolkit to provide an effective
monitoring system that will aggregate various incident reports in order to detect patterns of malicious behaviour
and thus avoid future attacks;
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iv) will identify and challenge specify vulnerability identified at every level of today industrial control system.

7.2.11.2 Services
AEGIS IT RESEARCH LTD is an SME that envisions to be a centre of innovation and excellence. Its team
consists of people with great expertise in several fields, namely security in systems and networks, computer
security, cryptography, social media analytics, cloud computing and software engineering. AEGIS does not have
a commercial product yet, but among other activities, it has been basically operating as a consulting firm carrying
out extensive forensics analysis work and building - customising its Visualisation Toolkit according to the
requirements of each particular application. AEGIS has managed to implement advanced visualizations for
prototyping services in the areas of digital forensics analysis (e.g. ForToo project) and big data analytics.
Building on top of its people great experience in forensics analysis and on its existing forensics visualization
toolkit, AEGIS envisions to develop a digital forensics service that will identify, analyse and visualize illegal
activities on the Internet. The high-level functionalities of the service will be:
(a) detect illegal activities both proactively and after-the-fact;
(b) identify the source and perpetrators of the illegal activities, both in terms of virtual network and, as much as
possible, physical location;
(c) profile the expertise and motive of the attackers; and
(d) present the relevant information in a way that will be usable by investigating authorities.
By participating in the CIPSEC project, AEGIS envisions to make another step towards the development of the
aforementioned service, focusing on CIPSEC’s critical infrastructures in Health, Environmental and
Transportation domain. Since CIPSEC’s Forensics and Visualization Service (FVS) comprises various element
whose purpose is to monitor the network for security breaches, it has been evident that several CIPSEC partners’
solutions (honeypots, security event monitors, etc.) should be part of the FVS. AEGIS envisions a strong
collaboration with these partners for the development of the FVS service not only during the official duration of
CIPSEC but even afterwards, ensuring a long-term sustainability of the service and its potential
commercialization.
Moreover, AEGIS has already offered mentoring, consultancy and training services in both public and private
sector in the area of security and particularly in forensics investigations. AEGIS envisions to be part of CIPSEC
unified “Club” after the end of the project and offer similar services not only to project’s fields of action (health,
environment and transportation) but to other critical infrastructures as well.

7.2.11.3 Target clients
Secondary Targeted Group
Public organizations, Enterprises and SMEs could benefit from AEGIS advanced visualization solutions and
digital forensics services. The secondary target group consist of entities that:
•

•

own and/or manage and/or process Big Data (advanced visualizations).
o

News Media and Marketing firms.

o

Insurance and Retail companies.

o

Large IT-based organisations with multiple market segments that are offering Big Data solutions.

o

Academic and Research Institutes dealing with research on Big Data technologies.

are dealing with security-related incidents (digital forensics services).
o

Banks.

o

Law Enforcement Agencies.

o

Consulting Companies (e.g. investigators, security consultants, auditors) that are providing
security consultancy services to organisations of Private and Public sector.
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Primary Targeted Group
With respect to CIPSEC, AEGIS solutions and CIPSEC services that AEGIS is supporting will target:
•

public and private health institutions /organizations like HCPB;

•

companies that are managing railway infrastructures like DB Netz AG;

•

public and private environmental agencies managing CIs like CSI;

•

private industrial companies that managing critical infrastructures.

7.2.11.4 Market
AEGIS is targeting a market that is positioned in the interaction of three main domains, namely Advanced
Visualizations for Big Data Analytics, Network and Information Security (Cyber Security) and Protection of CIs.
According to Gartner's Hype Cycles, as information technologies, services and disciplines in the Big Data domain
emerge toward the Plateau of Productivity, the focus will be more on how they are applied to address industryand business-specific needs and opportunities, and less on the innovations themselves. It is evident (one of the
basic principles of EU Big Data PPP) that advanced visualizations will help stakeholders to see through the
market hype, and the realities of their strengths and challenges to become clearer. The same applies for the
protection of CIs. In 2013, Gartner predicted that the protection of CIs will drive the Demand for Security. Today,
the Critical Infrastructure Protection (CIP) market is worth US$64.6 billion1 and grows at a CAGR of 2.44% to
reach US$82.2 billion by 2026. The cumulative market for global expenditure on CIP is expected at US$813.6
billion the following years. Finally, Network and Information Security (Cyber Security) solutions are used to secure
the network infrastructure and the devices connected through it. The emerging IoT and BYOD trends and
connected number of devices and applications are susceptible to Advanced Persistent Threats (APTs).
Application security is expected to witness the highest CAGR in the global cyber security market during the period
2016–2021.

Figure 9: AEGIS domain position

7.2.11.5 Competitors
In the context of CIPSEC and with respect to forensics visualization solutions, there are several tools that already
exist in the market (Section 5.2.6.1.3 of D5.1).

http://www.abnewswire.com/pressreleases/critical-infrastructure-protection-cip-market-size-valued-us822-billion-by-2026-radiantinsightsinc_98243.html
1
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7.2.11.6 Advantages
The advantages of AEGIS forensics visualization (Section 5.2.6.1.3 of D5.1) solution are:
•

It will be based on a dynamic framework that associates and visualizes an extensive range of network
and information activities and communication, while leveraging various open source visual libraries. In
this way, it will be capable of providing viewpoints of varying granularity and thus to enable the analysis
of collected data and the identification of important pieces of information.

•

Existing visualization tools for digital forensics analysis usually focus on the depiction of graph-related
data. Nonetheless, various visualization libraries exist, and can handle multiple types of data. As such,
AEGIS visualization builds upon existing libraries and create a visualization framework designed
specifically for visualizing data. Furthermore, the massive amount of data necessitates the creation of
dynamic viewpoints of varying granularity, that facilitate surveying aggregated statistics, as well as
focusing on specific interactions.

•

It will be based on a modular architecture and it will be capable of providing a wide variety of graphic
data representations. The realization/customization of the solution depends on the domain real life
industrial requirements that is being applied to.

•

Strong experience and knowhow of AEGIS team when customizing and developing visualizations to
facilitate forensics investigators.

7.2.11.7 Output reuse
In the context of CIPSEC, it is evident that AEGIS visualization solution will be one of several tools that will
provide CIPSEC forensics analysis service. AEGIS is willing to collaborate with these partners to maintain the
service even after the end of CIPSEC’s official duration.

7.2.11.8 Business model
To come up with a coherent and effective business model at the end of the project and thus facilitate a viable
product (commercialization), AEGIS will follow Deloitte’s Fast Track programme to Innovation, an intensive
program which has been used many times extensively and has a proven track record. The program facilitates
innovative activities, reduces time-to-market and investment in commercializing new ideas, reduces uncertainty
and improves chances of obtaining sustainable revenues from an innovative idea. It brings an innovative idea to
life and work according predefined phases towards a concrete business model and a go to market plan. It includes
eight phases: (i) market insights and business requirements; ii) define product’s value proposition; (iii) business
requirements validation; (iv) elucidate business model/scenarios; (v) identify and explore open issues; (vi) seek
synergies with CIPSEC partners; (vii) consolidation; (viii) go-to-market.
AEGIS will kick-off the process after the release of the first draft version of the product (MVP). Together with the
MVP, a BMC will be created which will guide AEGIS exploitation activities. In sequence, a build-measure-learn
feedback loop will start with end users (e.g. CIPSEC partners and/or industrial partners external to the
consortium) which will allow AEGIS team to collect the maximum amount of validated learning about business
requirements (validation) with the least effort. The goal will be to test fundamental business hypotheses (or leapof-faith assumptions) and to help AEGIS begin the commercialization process (pricing policy, costs, etc.) as soon
as possible.
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Figure 10: AEGIS commercialisation process positioning

7.2.12 CSI
CSI will be able to exploit CIPSEC results as soon as a working prototype is available. We plan on starting
meaningful exploitation activities in the fall of 2017, identifying national conferences to present CIPSEC results
to other Italian Public Administrations. We will also use our website and social media channels to communicate
CIPSEC results. Another possible action would be to evaluate and possibly re-use HCPB use case within the
regional health system. In order to do so, we need some more concrete results.

7.2.13 HCPB
In order to improve and optimize all the functionalities that CIPSEC framework should cover in the Hospital pilot,
several insight visits will be organized with the different partners. These visits might be useful to provide partners
a direct contact with those hardware elements that must be protected, its localization and relation with other
equipment. Furthermore, the Hospital will provide two simulation rooms, one related with domotics functionalities
and the other simulating a real Intensive Care Unit. These rooms will be also analyzed “in situ” in order to optimize
CIPSEC scope.
The trials displayed in the simulating rooms will be performed proceeding as following: partners will implement
its solution in individual interconnected hardware elements (Wi-Fi routers, cameras, smart server used for
domotics control functionalities, monitors, etc.). Through an external CPU, a simulated cyber-attack will be
performed and the capability of CIPSEC threats detection will be evaluated in each case.

The main constraints that must face are:


All the actuations done must be performed locally. For the pilot trials, the hospital intranet access won’t be
accessible.



All the equipment that we will use to do the trials, are closed commercial solutions that might require some
specific actuations in order to implement the CIPSEC software/hardware elements.
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8 Conclusions
In the first six months of CIPSEC, the focus of the “Dissemination plan and Market Analysis” report has been on
the definition of a preliminary dissemination strategy for increasing CIPSEC impact, the identification of CIPSEC
competitors and the clear identification in the digital security market of the different products. The main results of
T5.1 are expected at the end of the project with the final project outputs being available then for exploitation and
pre-commercialization activities. In this sense, the first period of the project has been used by the consortium to
create the necessary structure to achieve an adequate exploitation framework in the future.
CIPSEC has already achieved the following results related to this task:
▪

Planning of dissemination and standardization activities: the consortium has completed a first but
detailed list with activities targeting the audience interested in the project results. This initial plan will be
updated to properly follow the project’s evolution and eventually implement corrective measures, if
needed.

▪

Market analysis: CIPSEC Consortium has studied the digital security market situation. The acquired
knowledge will be used to improve the business approach and to adapt the marketing strategies
considering competitors' weaknesses, leaks and failings as well as the potential costumers’ preferences.

▪

Product and services competitors: CIPSEC partners have performed a deep analysis of their main
competitors, paying a special attention to what they are already offering. A detailed comparison between
CIPSEC’s products and services with the state-of-art solutions is provided. This work will be used as a
basis for responding to competitors marketing campaigns and launch cost-effective products in the
market.

▪

CIPSEC business model and individual exploitation plans: CIPSEC follows three complementary
exploitation models: i) all partners together work on the general CIPSEC business approach; the
business model description given at the Grant Agreement will be taken as baseline and it will be further
developed in the next months; ii) the academic partners have the focus on knowledge advancement to
extend their leading roles in the research community; and iii) industrial partners follow a commercial
exploitation approach to develop new products.

Future activities of WP5 will focus on improving the contents of the current Deliverable by:
▪

Updating and refinement of the initial dissemination, standardization and exploitation plans;

▪

Developing strategies to exploit CIPSEC results by consortium partners;

▪

Identifying innovative business models to be used by the consortium partners to commercialize project
results;

▪

Strengthen the relationship with the Advisory Board;

▪

Forecasting the economic impact of the CIPSEC results.

The fixed milestones linked to this Deliverable have been fully achieved in agreement with the Grant Agreement
provisions.
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Annex
Promotional material: CIPSEC flyer1

1

http://www.cipsec.eu/content/promotional-material
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