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Glossary
AQI

Air Quality Index

AQRN

Air Quality Regional Network

BEST

Bitdefender Endpoint Security Tools

CI

Critical Infrastructure

CLI

Command Line Interface

COP

Centro Operativo Provinciale (Provincial Operation Centre)

CPU

Central Processing Unit

DHCP

Dynamic Host Configuration Protocol

DMZ

Demilitarized Zone

DVD

Digital Versatile Disc

EA

Input/Output Subsystem

EICAR

European Expert Group for IT-Security

FR

Foundational Requirement

FTP

File Transfer Protocol

HSM

Hardware Security Module

IDS

Intrusion Detection System

ILS

Interlocking System

IP

Internet Protocol

IT

Information Technology

JSON

JavaScript Object Notation

KISA

Communication Infrastructure for safety-relevant Applications

KISA-SC

KISA Security Centre

LAN

Local Area Network

LS

Light Signal

NET

Network

NIDS

Network Intrusion Detection System

OC

Object Controller

OS

Operating System

OT

Operational Technology

RAM

Random Access Memory

RaSTA

Rail Safe Transport Application

SCADA

Supervisory Control and Data Acquisition

SCI

Standard Communication Interface

SCI-DS

Standard Communication Interface Diagnosis

SCI-ILS

Standard Communication Interface Interlocking System

SCI-LS

Standard Communication Interface Light Signal

SCI-LX

Standard Communication Interface Railway Crossing
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SCI-P

Standard Communication Interface Point

SIEM

Security Information and Event Management

SSH

Secure Shell

TCP

Transmission Control Protocol

UDP

User Datagram Protocol

USB

Universal Serial Bus

VLAN

Virtual Local Area Network

VM

Virtual Machine

VPN

Virtual Private Network

WAN

Wide Area Network

XSS

Cross-Site Scripting
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Executive summary
In the CIPSEC project D4.2 aims at the identification of gaps between D4.1, which describes the planning of the
tests to be carried out in the three pilots upon the deployment of the tools, and D4.3 which will provide the test
reports. Therefore D4.2 keeps track of the changes that had to be performed during the execution of the tests.
This report documents the configuration of the deployed solutions per pilot. It is shown and documented that
each deployed solution works correctly and is able to communicate with the framework.
Furthermore, this report presents all changes to the test specifications of the integrated products and services
(the complete security framework) for the three pilots that will be developed and deployed for the validation trials.
In D4.2 the final list of tests is reported, composed of:
•
•
•

Tests described in D4.1 that did not undergo changes in their specification.
Tests described in D4.1 that have some changes in their specification.
New tests that did not exist at the conclusion of T4.1 (D4.1) and were identified as relevant and
necessary, being documented in D4.2 following the same methodology presented in D4.1.

Furthermore, the applicability of the current framework to productive environments has been established and
some improvements have been identified and proposed.
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1 Introduction
1.1 Purpose of the document
D4.2 aims to close the gap between D4.1 in which the initial tests for the CIPSEC framework were specified and
D4.3 in which the final results of the test execution were presented. D4.2 keeps track of changes that had to be
performed during test execution and also shows solutions to possible issues identified by the operators, as well
as proposed improvements to the CIPSEC framework to enable a productive usage.

1.2 Relation to other work of the project
Input to D4.2 is document D4.1 which specifies the tests for the framework. D4.3 will be based on the results of
D4.1 and D4.2.
This document is directly linked to the process of testing the framework.
The document updates the deployments in the pilots presented in D3.5, D3.6 and D3.7.

1.3 Structure of the document
This deliverable is structured in the following way:
•

Section 1 provides general information about the document, where it is located in the structure of the
project and how it is interconnected with other tasks.

•

Section 2 describes specifications of the overall methodology that lies behind D4.2.

•

Section 3 deals with the specification of the trials. This means that for each of the three trials and their
chosen tests an analysis of derivations between the initial test specification and the executed test
specification is performed. It is also shown if additional tests were required due to insufficient coverage
of the initial tests.

•

Section 4 shows findings by the pilot providers that were identified during the implementation and
execution of the framework and the tests and afterwards according solutions to improve the framework
for later productive usage.

•

Section 5 concludes the document and gives an overview of the results obtained.

•

Section 6 is a compilation of the referenced documents.
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2 Specification Methodology
This document describes the first physical deployment of the CIPSEC framework to the three CIPSEC pilots. The
deployment of the framework is directly supported over the specification of the setup and the test cases as initially
reported in deliverable D4.1. Using these test specifications as the basis, task T4.2 prepared the three pilots for
the actual execution of the tests that will subsequently be reported in deliverable D4.3. Deliverable D4.2
systematically describes (a) the set of preliminary communication tests along with (b) any adjustments (compared
to D4.1) proposed to the test cases that the pilots carried out before the actual testing is executed in task T4.3.
Furthermore, any possible deployment obstacles encountered during the setting up of the CIPSEC framework
and performing the communication tests are reported along with defining the requisite mitigation actions. In this
context, task T4.2 elaborated the essential framework based on which D4.2 details the following set of
progressive activities.
-

-

-

-

-

Firstly, the pilot providers detail the setup available in their labs or as actual infrastructure that is being
used for conducting the testing. If there have been changes to the pilot infrastructure since the reporting
of WP3, the changes are reported in the respective validation setup sections. In general, over Section 3,
the pilot providers are in charge of documenting the setups and configuration of their pilot to make it
ready for the test execution.
After the successful preparation of the test sites by the pilot providers, the respective test leaders are
responsible for ensuring that the defined tests are meaningful and executable. Otherwise, the required
adaption of the test specification is documented in this deliverable.
All participants of the test execution preparation have to describe, how the tools included in the three
deployments have been configured prior to the tests. The setup and configuration of those tools has to
be described to ensure that the tests can be reproduced. In this way, the provided screenshots have
been compiled to document the configuration of the CIPSEC framework so that the communications
among the components are working as intended in the three pilots. The screenshots already show that
the CIPSEC framework is able to run in an operating critical infrastructure, detect possible attacks, and
report it to the CIPSEC dashboard.
To prepare the pilots for the test execution, remote sessions and/or on-site meetings at the pilot’s
premises were performed with staff of the pilots and the solution providers involved. During task T4.2,
for each pilot, the solutions were deployed one-by-one in the pilot’s testbed and activated in order to
show that the solutions work and the necessary communications are established. Additionally, the trial
deployment is used to test whether the manuals provided by the solution providers are sufficient to deploy
and configure the framework for the pilots. Also, the required physical and virtual access (in terms of
remote connections) to the pilot for the solution providers is tested.
Finally, coming back to the list of tests described in D4.1, any change with respect to the planned test in
comparison to the original specification in deliverable D4.1 is reported. In addition, if insufficient test
coverage is identified and additional tests are added to the list of deliverable D4.1, this has to be specified
following the same methodology and template used in the deliverable.

Overall, during task T4.2, the preparatory and planning activities to support the adaption of the pilot environments
were conducted. Also, the progress in test execution, and the necessary changes of the test specifications were
tracked by the task leader. These results are reported in this document.
During deployment of the solutions and the execution of the tests, the participants and especially the pilot
providers kept an eye on the market readiness of the framework. The first physical application of CIPSEC during
task T4.2 can be seen as a trial deployment of the framework in a real CI. Staff of both, critical infrastructures
and CIPSEC solution providers are present and ensure that the framework works properly. During the trial
deployment process, possible obstacles can be identified, to be addressed and mitigated for the final framework
during the remainder of the project. This means that any finding that could influence a successful usage of the
framework in productive environments of CIs should be documented by the pilot providers. Afterwards, the
providers of the solution that is associated with this finding should try to find a possible solution to the obstacle
in cooperation with the pilot providers. The solution is documented and its implementation described, even if it is
too time consuming or expensive to be implemented during the project runtime. At least a realistic solution should
be outlined, which will be applied to overcome the previously identified obstacle. An example for such a finding
is the required online connectivity of most solutions in order to get updates, which is not feasible in most CIs as
they are isolated environments that are not connected to the Internet. This could be tackled by the BD Patch
Service, which will support the initial update of an infrastructure specific update server via USB or DVD and will
posteriorly distribute the required data to all machines in the system.
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3 Specifications for the trials
This section will provide information about the settings that have been implemented in each trial and the identified
gaps during execution of tests from D4.1. In each trial subsection the differences between the current setup of
the pilot and the initial one described during WP3 are presented. Afterwards, the configuration of the solutions in
each pilot are described, together with the validation of their communications.
Finally, the tests from D4.1 are revised and changes to the details of the test specification are reported. In cases
in which insufficient test coverage has been identified (e.g. due to not covered components) the new tests are
added.

3.1 Trial Specifications for DB Pilot
The general topology of the network elements has not changed since the description in D3.5, which is shown in
the figure below.

Technology Center

Interlocking
System
SCI-Adapter
FORTH Honeypot

ATOS XL-SIEM
Agent /
AEGIS Agent

ATOS
XL-SIEM
Server

DBD
Protocol

BD
Gravity Zone

DBD
Protocol

RaSTA Protocol
(SCI-XX)

Signal Area (GFE)

ATOS
NID-Sensor

VLAN
Interlocking

Object Controller
Crypto

Switch

WOS
Detector

Crypto
UoP HSM

WLAN

RaSTA Protocol
(SCI-XX)

UoP HSM

VLAN GFE

LAN
LAN

RaSTA Protocol
(SCI-XX)

Operating Center

Crypto
UoP HSM

VLAN
Operator

FeAk
VLAN FeAk

UoP HSM
Gateway PC
Switch
Crypto
Empl.
Secocard

VoIP

DBD
Protocol

SCI-Adapter

I/O Board

Operating Station

Figure 1. DB pilot deployment. General topology

The only occurred change is the addition of another host to the technology center, which hosts the Gravity Zone
Server.
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3.1.1 General Validation Setup
Regarding the settings of the ATOS NIDS and CyberAgent, ATOS VM installed locally on DB testbed has two
network interfaces. The first one, called eth1 is used by the Cyberagent to send events to the XL-SIEM. The
second one, called eth0, is the one used by the NIDS sensor. It receives all the traffic flowing in the network. With
this configuration, the pilot has to configure their switch to provide one network interface in mirror mode. This is
because very often switches filter the traffic going through one interface just with the packets targeting that
interface. Switches can be configured to use one interface as mirror, sending all the traffic to the network. With
that interface in mirror mode, the NIDS sensor will receive all the traffic and will detect events that will be sent to
the XL-SIEM. This is depicted in the figure below.

Figure 2. Promiscuous mode for the NIDS sensor to detect events

To configure the promiscuous mode, the configuration file existing in /etc/network/interface can be modified as
follows:
auto eth0
iface eth0 inet manual
up ifconfig $IFACE 192.168.1.100 up
up ip link set $IFACE promisc on
down ip link set $IFACE promisc off
down ifconfig $IFACE down
Also, it can be done in the configuration of the virtualbox, as depicted below (encircled in red the option in the
combo menu that actually activates de promiscuous mode):
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Figure 3. Activating the promiscuous mode for ATOS VM containing NIDS and Agent

The figure below shows the event raised by the XL-SIEM with respect to the IDS sensor working fine and sniffing
traffic from the network and sending it to the XL-SIEM through the agent, also working fine.
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Figure 4. Reception of DB events due to ATOS NIDS sensors

This is also a requirement for HCPB and CSI pilots.
Regarding the Hardware Security Module role in the testbed, initially UOP sent DB the HSM manual that included
functionality and CLI commands for the HSM hardware components but also instructions on the installation and
operation of the HSM software component (to be installed on a Host device). This action was performed in an
effort to provide to the DB pilot a full description of the HSM functionality along with possible restrictions and let
DB identify the exact HSM operations suited for the DB pilot.
Then, DB and UOP held discussions on the best approach in order to conduct the experiment foreseen in D4.1.
DB identified the inability of installing software components to its pilot devices and an alternative route to perform
the foreseen test was agreed between DB and UoP. The final version of the agreed experiment was that the
HSM integrates the KISA module functionality by collecting RaSTA protocol traffic over IP from the rest of the
pilot system and encrypting it as well as including message integrity before transmitting through the DB pilot’s
network to another HSM (acting as a KISA module receiver) where it will be decrypted, and its integrity validated.
In practice, in the experiment an end to end encryption and integrity process is performed between HSM devices.
However, the HSM as was implemented in the CIPSEC project does not collect input from Ethernet
communication channels but rather from USB serial channels. To bypass this problem, it was agreed that a
bridge/proxy device was to be included in the experiment. This bridge device would collect Ethernet traffic from
the external environment of the pilot (any device that employs the RaSTA protocol) and forward it through USB
to the HSM hardware component. Similarly, the HSM outputs (eg. encrypted traffic) will be sent through USB to
the bridge device and then be forwarded to any IP network remote entity (through ethernet). UoP and DB agreed
that such a bridge device could be an embedded system device and a Raspberry Pi was chosen for this purpose.
To realize the correct security functionalities needed by the DB pilot (ie encryption and message integrity) UoP
implemented on bridge device an appropriate proxy server to collect IP network (UDP based) traffic and execute
an HSM CLI script (implemented by UoP) that using this traffic produced the needed security functionality. The
test was conducted in two phases, a preparatory phase and a deployment phase. In the preparatory phase, al
the functionalities were implemented in the UoP premises. In this phase, the hardware and software components
described above where implemented and a test client traffic generator was also designed in order to simulate the
actual DB Ethernet traffic. DB provided for this test a traffic dump file from actual traffic happening in the DB
testing facility. The actual deployment phase was performed in the DB premises and involved two proxy+HSM
systems (ie. 2 Raspberry Pis and 2 HSMs). In this phase UoP realized in the DB pilot an end to end secure
communication between a sender and receiver DB pilot device that used the RaSTA protocol. In parallel to
CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework

17/80

forwarding traffic to and from the HSM, the proxy device, acting as an HSM host device provided log and event
messages to the DB XL-SIEM system. To monitor and visualize abnormal activities, UoP provided a “malicious”
version of the proxy server software that altered collected messages before transmitting them. This generated
alarm events on the receiver HSM device and these events were also collected by the XL-SIEM. The events are
shown in the figure below. The IP addresses have been obfuscated for privacy reasons

Figure 5. Reception of DB events due to UOP HSM.

On the other hand, some alarms are obtained as well, as shown in the figure below.

Figure 6. Reception of DB alarms due to UOP HSM

Regarding EMP’s Secocard, EMP worked on setting up both the necessary hardware and firmware before visiting
DB´s premises to carry out the deployment. To make sure that everything would work fine, Secocard had been
tested in several Linux distributions, especially different Ubuntu versions, both using a Graphical User Interface
(GUI) and without it. Since Secocard would be expected to operate as a smart card reader; EMP communicated
with DB to acquire certain necessary information, prepared the credit-sized smart cards and sent them to DB.
These smart cards allow the login process to be executed with a card and a pin. In addition, to prepare a Linux
machine to use a smart card several steps are necessary. These steps were collected in a script file which makes
several changes to the operating system. In detail, the script downloads and installs several packages, changes
files, adds new directories, etc. This script must have root privileges and the host must be connected to the
Internet at least for the installation to take place. As soon as the script is executed the host will not need Internet
access. The smart card reader needs standard USB 2.0 (and preferably 3.0) to be connected to the host.
Additionally, a Wi-Fi connection with Internet access is needed for the smart card reader to be connected. The
smart card retrieves the time from a time server and uses Wi-Fi to communicate with the XL-SIEM.
Initially, Secocard was planned to be deployed in an already existing Ubuntu 16.04 Virtual machine where the
AEGIS agent had already been installed. Although normally it does not make much sense to deploy a smartcard
solution in a virtual machine, in this special case the Secocard could be used to protect access to AEGIS agent.
This was a solution with minimum overhead for both DB and EMP, since DB had already setup this VM and EMP
had tested extensively the solution in Ubuntu. However, during the actual deployment it was decided to use a
dedicated machine to deploy the Secocard solution mainly due to implications with the USB controller of the host
operating system on which the virtual machine was executing.
The deployment of the Secocard demanded to be physically present on premises. Thus, an on-site session was
arranged with this objective and the deployment was carried out successfully. In the figure below some events
sent by Secocard are shown.
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Figure 7. Reception of DB events due to Secocard

WOS DoSSensing deployment to this pilot site has been conducted by WOS staff accordingly to the installation
manual provided to the infrastructure owners. The connectivity from the DoSSensing to the analysis system is
done through a TCP connection through port 5555. For the CIPSEC pilots, the analysis system has been
deployed on a Cloud provider, to facilitate the access from the different pilot sites.
The message structure between the DoSSensing and the analysis systems is a JSON message including,
amongst other informations, the type of jammer attack detected, the power of attack, and a timestamp, etc. The
information received is parsed by the system and inserted to a database which is further analyzed by a refinement
algorithm to improve jammer attack detection. Finally, when the algorithm has detected the attack, it is reported
to the XL-SIEM through a JSON message which is inserted to the general syslog.
For simplicity of the solution, a web interface is also provided to monitor the jammer attacks received. The
interface allows us to monitor in real-time the different jammer attacks (Continuous wave, LFM, Pulsed,
Wideband) captured by the DoSSensing.
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Figure 8. Front-end of the DoSSensing service

The web interface also allows to consult the historical jammer attack events, allowing the tracking of such events
in the infrastructure which is protected.

Figure 9. Front-end of DoSSensing listing previous jammer attacks

To check the correct communication with WOS DoSSensing, a series of pulsed attacks was carried out. In the
figure below the log received can be seen.
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Figure 10. Log received from WOS DoSSensing due to a pulsed attack on DB pilot
The events are reported on the XL-SIEM, confirming that the communication works correctly.

Figure 11. Reception of DB events from WOS DoSSensing

By clicking on the event detail, it can be seen that the field “userdata1” has an integer value (6 in the specific
case shown below). These integer numbers identify the pilot from which the event comes.
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Figure 12. Detail of DoSSensing event at DB

To properly configure the Netflow agents on AEGIS VM deployed on DB infrastructure, the connected network
interface mirrors all the traffic in the network and therefore all communications between network elements can
be monitored as described earlier. After setting up the communication, the Netflow agent listening to the network
traffic was tested and log entries from the communication between the components were generated. One
example is seen in the following figure:

Figure 13. Log entry generated by the Netflow agent

The logs show aggregated information about network related CIPIs which are generated by the netflow agent
and are also sent to the CyberAgent running at the ATOS VM in DB premises. The figure below shows events
received by the CyberAgent:

Figure 14. Network monitoring events received by the CyberAgent
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Bitdefender GravityZone deployment to pilot site has been done accordingly to the installation manual provided
to infrastructure owners.
The GravityZone Management console has 4 server roles, Database, Web Console, Communication Server and
Update Server. The Update server role requires internet access to Bitdefender server on ports 80/443.
On the testing endpoints was installed the Bitdefender Endpoint Security Tools (BEST) client that will protect the
endpoint. The BEST client will need communication access to Communication Server on the port 8443 to be able
to send events.
The Communication Server role will require access to the XL-SIEM server on the designed port to be able to
forward to the SIEM Server the events received from the endpoints.
The events are registered and displayed also in GravityZone WebConsole in notification area and in reports.

Figure 15. BD Gravity Zone frontend event list

The events' format sent to SIEM server can be seen in the background.

Figure 16. BD Gravity Zone backend event format sent to XL-SIEM
A sample of event shown by the XL-SIEM can be seen below

Figure 17. BD Gravity Zone event raised by the XL-SIEM
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A sample of alert shown by the XL-SIEM following Gravity Zone events is shown in the figure below.
Subsequently, the detail of the alert is also shown.

Figure 18. BD Gravity Zone alert raised by XL-SIEM

Figure 19. Detail of BD Gravity Zone alert raised by XL-SIEM
The proper deployment of FORTH’s honeypots requires the connectivity with ATOS XL-SIEM to be active. To
this end the proper ports connecting with the ATOS VM running the CyberAgent need to be reachable. Moreover,
the proper connection with the honeypot’s dashboard should be fully operational. This means the TCP ports for
XMPP, Postgress and MySQL both for incoming and for outgoing connections need to be open.

The proper network configurations were setup and validated, in terms of achieved connectivity between the
honeypot sensor and the XL-SIEM in the honeypot dashboard. The corresponding TCP and UDP ports were
open and able to establish network connections.

The figure below shows events samples related to MySQL and Microsoft SQL connections, detected by the
honeypot. The events are detected by the honeypot sensor and depicted in the honeypots’ Logs and the XLSIEM

Figure 20. Detail of FORTH events raised by the XL-SIEM
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These events may eventually be correlated and generate alarms as shown below.

Figure 21. Detail of FORTH alert raised by the XL-SIEM

3.1.2 Settings and Refinements for Testing
3.1.2.1

KISA Module (Test #1)

Changed tests
In the original test described in D4.1 it was expected that a separate KISA module device would have to be used
for the experiment. It has become apparent to DB that this is not necessary, since the HSM can perform the KISA
functionality described for the test. So, the KISA module is merged into the HSM overall concept in the final
experiment. For the test, the KISA module functionality is performed (emulated) by the HSM. In the test we are
also able, optionally, to prove encryption of the traffic apart from message/data integrity.
Added tests
No new test was added.
Removed tests
No test was removed.
Refined tests
There was further refinement of the test into two phases, a preparatory phase and the actual deployment phase.
This was needed since the HSM is a physical component and UoP wanted to test the HSM concept in house to
guarantee that the physical deployment in the DB premises will be easily performed before actually sending the
HSMs to the DB testing site.
Preparational work for test execution
In the preparatory phase, 2 HSMs were used, that were associated with one Raspberry Pi (RPi) each. The
Raspberry Pi devices are used as bridges between the DB tested devices and the HSM (as described in D4.1).
Specific scripts that implement the KISA module functionality as is foreseen by DB and UoP, were written by UoP
using the HSM software component CLI scripting language (CLI commands and terminal commands are
described in the HSM manual). A proxy server software was implemented and installed on the bridge Raspberry
Pis that collects all UDP-based RaSTA protocol traffic arriving at the bridge and stores their data payload. Then
the proxy server software, executes the scripts of the HSM software component (also installed on the bridge
devices that in that case acts as HSM Host) using the stored payload and transmits the outcomes over UDP to
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another HSM/bridge structure. This structure uses a similar proxy server mechanism to decrypt/validate integrity
of data and forward it to the destination device. In this phase, the provided data were given by a traffic generator
client program that was implemented in the bridge Raspberry Pi device and operated in parallel to the proxy
server software. Generated traffic is based on actual UDP dumps provided by DB.
In the deployment phase performed in the DB premises, the same test set was used (2 HSMs and 2 RPis) as
well as the same programs with the exception of the traffic generator client software that is no longer needed.
This is replaced by actual connections with devices on the DB test site.
For the sake of the tests, a covert channel was created in the proxy server in order to dump the secure traffic and
validate its correct functionality with cryptography tools (public online tools and UoP created HSM test software).
Also, a malicious, hacked, version of the proxy server was created (simulating an attack on the HSM Host) aiming
at compromising the data/message integrity. Appropriate logs, alert events where generated and captured by the
XL-SIEM

3.1.2.2

Object-Controller – Field Devices (Test #2)

Changed tests
No tests were changed.
Added tests
No tests were added.
Removed tests
No tests were removed.
Refined tests
No tests were refined.
Preparational work for test execution
The preparations to execute the test are specified in deliverable D4.1.

3.1.2.3

Control Room Workstations (Test #3)

Changed tests
No changes since the Test Plan & Design definition at D4.1.
Added tests
No included tests or test items since the Test Plan & Design definition at D4.1.
Removed tests
No removed tests or test items since the Test Plan & Design definition at D4.1.
Refined tests
No redefinition of the test or any test item since the Test Plan & Design definition at D4.1.
Preparational work for test execution
The test environment has to be setup accordingly to the Test environment needs defined at the Test Plan &
Design definition at D4.1. A room in which the Jammer detection sensor could be installed was needed (next to
the Wireless router). The room should be equipped with Ethernet connection and DHCP for the sensor to connect
to the Internet. There should also be a base station (smartphone or laptop) connected to the internet (not via WiFi) in order to visualize the web interface on the cloud and validate the test.
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3.1.2.4

Control Room Workstations (Test #4)

Changed tests
No tests were changed.
Added tests
No tests were added.
Removed tests
No tests were removed.
Refined tests
No tests were refined.
Preparational work for test execution
The preparations to execute the test are specified in deliverable D4.1.

3.1.2.5

Interlocking System (Test #5)

Changed tests
No changed tests.
Added tests
No added tests
Removed tests
No removed tests.
Refined tests
No refined tests.
Preparational work for test execution
The work necessary to prepare the test execution is specified in deliverable D4.1.
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3.1.2.6

Updating and patching service applied to ATOS NIDS sensor (Test #6)

3.1.2.6.1
1.

Test plans and design for composite testing

Test plan & design specification identifier
DB. TPDS.06 – Updating and patching service applied to ATOS NIDS sensor

2.

Introduction
This test aims at checking the correct operation of the updating and patching service applied to ATOS
NIDS sensors. In the backend, an updating agent must detect the presence of an available update and
eventually run its installer. Previously, this agent must know the current version of the sensor. In the
frontend, it must be shown whether the sensor is updated or not. This information must be correctly
refreshed. The update can be performed from an update server or from an USB stick. The USB method
should be used only when there is no access to the Internet (update server). In such a case the
dashboard cannot reflect the update status of the sensor.

3.

4.

5.

Test items
•

The updating agent in the VM of the Cyberagent

•

The database including the updates

•

The dashboard.

Features to be tested
•

The updating process run by the updating agent in the Cyberagent VM

•

The proper storage of the update in a suitable database

•

The correct connection between the Cyberagent VM and the database

•

The capability of the updating agent to detect a USB stick when connected.

•

The correct refreshing of the status (updated or not) of the sensors in the dashboards.

•

The update agent should not install a new .deb file if it fails integrity check.

Features not to be tested
N/A

6.

Approach
•

Deploy the updating agent

•

Check that the updating agent is up and running

•

Check that the .deb installer is available to be executed

•

Check that the updating agent can communicate with the database

•

Check that the updating agent can read the current version of the ATOS NIDS sensor

•

Check that the agent can detect that the current version is obsolete and install the new one.

•

Check that the agent can react to the introduction of a USB stick with a more recent version.

•

Check that the dashboard shows correctly the status of the sensor (updated or obsolete).

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework

28/80

7.

Item pass/fail criteria
The test will be passed if:

8.

•

The updating agent is up and running

•

The agent can detect if the current version is the latest one or if it is obsolete

•

The agent can communicate with the database, get the .deb installer and run it.

•

If the agent detects that the version is obsolete, automatically runs the installer

•

If the current version is obsolete, the dashboard shows it is obsolete

•

The agent can detect the introduction of a USB stick, check the version of the installer in it, and
execute it if it is more recent than the running one.

•

If the current version is the latest one, the dashboard indicates that it is updated.

Suspension criteria and resumption requirements
Basically, the updating process involves inserting a new update in the database, potentially by means
of a USB stick, and then the agent should detect it and run the installer. The dashboard must be
permanently refreshed. All the process is sequential and dependent and no forced suspension is
foreseen. A suspension would be rather imposed by some issue during the process.

9.

Test deliverables
Logs and screenshots

10.

Testing tasks
To set up the test, ATOS must give BD access to the Cyberagent VM. BD must deploy the updating
agent in this VM. An appropriate database / storage space must be made available. A newer version of
the sensor must be stored in this database under the shape of a .deb file. The connection between the
Cyberagent VM and the database must be checked. In such sense the appropriate ports must be opened
in both sides. A dashboard face must be developed to show the information in the frontend, related to
the update status of the sensor. Finally, the compatibility of the Python version of the Cyberagent is
checked. The current version is v2.7.9.
Then, the updating agent must be initiated and the version must be checked. If it is obsolete, a new one
should be installed, and the dashboard correctly updated.
After the test, it should be checked that the updating agent remains idle after completing the process,
as long as no new version is available.
When testing the update from a USB stick, the dashboard will not be updated since this method is used
to update an agent that cannot connect to the update server. In this case the filename should be under
the following format something_md5hash.deb (where md5hash is the hash of the file) in order to be able
to check the integrity.

11.

Test environment needs
It is necessary to have some space to store the newer version so that the process can access it and
install it from there. The rest of the process leverages the existing CIPSEC infrastructure.

12.

Responsibilities
BD will provide the storage for the updates and will open the appropriate port for the communication
with the Cyberagent.
ATOS will open the port needed in the Cyberagent VM.
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BD will run the update agent
ATOS will make available a .deb installer with newer version of the sensor
ATOS will make available the file indicating the current version running and the path where it is stored.
BD, in collaboration with UPC will check the correct communication of the update status with the
dashboard.
The definition and description of the experiment is done by ATOS with the collaboration with BD. Then,
BD leads the execution of the experiment, involving ATOS and UPC for specific assistance.
13.

Staff and training needs
One person from ATOS and another person from BD. In punctual moments, the involvement of a person
from UPC regarding the dashboard might be needed.

14.

Schedule
The test will be implemented in Task 4.3.

15.

Risks and contingencies
We do not see any major risk, the main risk in a worst-case scenario envisions a non-working updating
agent, no storage available for the updates or problems with the communications.

16.

Approvals
BD and ATOS.

3.1.2.6.2
1.

Test case specification for composite testing

Test case specification identifier
DB.TPDS.06.TCS.001
In this specific test the updating agent obtains the information of the current version by checking
internally in the Cyberagent VM. Then it goes to the database where we, on purpose, are not making
available any newer version of the sensor. The expected reaction for the updating agent is to remain
idle. The dashboard must show the same value existing before the test, the latest known version
(updated or obsolete)

2.

Test items
The updating agent
The updating database
The dashboard

3.

Input specifications
DB.TPDS.06 – Updating and patching service applied to ATOS NIDS sensor.
Running updating agent
Storage database with no update available.
Running dashboard
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4.

Output specifications
Updating agent remaining idle
Dashboard showing that the status of the sensor is the most recent one (since there is no file in the
database it is not possible to change such status),

5.

Test environment needs
The communication between the agent and the database must work properly

6.

Special procedural requirements
None

7.

Inter-case dependencies
None

1.

Test case specification identifier
DB.TPDS.06.TCS.002
In this test we are running the updating agent and in the updating database the version available will be
the same that is already running. In this case, the updating agent should remain idle and the dashboard
should show the value “updated” for ATOS NIDS sensors

2.

Test items
The updating agent
The updating database
The dashboard

3.

Input specifications
DB.TPDS.06 – Updating and patching service applied to ATOS NIDS sensor.
Running updating agent
Storage database with the version being the same as the running one (no actual update).
Running dashboard

4.

Output specifications
Updating agent remaining idle
Dashboard showing that the status of the sensor is “updated”,

5.

Test environment needs
The communication between the agent and the database must work properly
The .deb installer must be available in the database

6.

Special procedural requirements
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None
7.

Inter-case dependencies
None

1.

Test case specification identifier
DB.TPDS.06.TCS.003
In this test we are running the updating agent and in the updating database the version available will be
a newer one. In this case, the updating agent should get the .deb installer and execute it, therefore
updating the sensor, and the dashboard should show the value “updated” for ATOS NIDS sensors

2.

Test items
The updating agent
The updating database
The dashboard

3.

Input specifications
DB.TPDS.06 – Updating and patching service applied to ATOS NIDS sensor.
Running updating agent
Storage database with a newer version of the sensor.
Running dashboard

4.

Output specifications
The updating agent checks the current version, the database and detects that there is a newer one, so
it runs the installer.
Dashboard shows that the status of the sensor is “updated”,

5.

Test environment needs
The communication between the agent and the database must work properly.
The .deb installer must be available in the database.

6.

Special procedural requirements
None

7.

Inter-case dependencies
None

1.

Test case specification identifier
DB.TPDS.06.TCS.004
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In this test, a USB stick is introduced. and the updating agent checks it, not detecting any .deb installer
for the ATOS NIDS sensor. In this case, the updating agent remains idle.
2.

Test items
The updating agent
USB stick
The dashboard

3.

Input specifications
DB.TPDS.06 – Updating and patching service applied to ATOS NIDS sensor.
Running updating agent
USB stick

4.

Output specifications
Updating agent remaining idle

5.

Test environment needs
No special needs.

6.

Special procedural requirements
None

7.

Inter-case dependencies
None

1.

Test case specification identifier
DB.TPDS.06.TCS.005
In this test, the updating agent is running, and at some point, a USB stick is introduced. The updating
agent detects a .deb installer for the sensor and compares its version with the running one, determining
that it is exactly the same version. In this case, it remains idle.

2.

Test items
The updating agent
USB stick

3.

Input specifications
DB.TPDS.06 – Updating and patching service applied to ATOS NIDS sensor.
Running updating agent
USB stick

4.

Output specifications
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Updating agent remaining idle
5.

Test environment needs
No special needs.

6.

Special procedural requirements
None

7.

Inter-case dependencies
None

1.

Test case specification identifier
DB.TPDS.06.TCS.006
In this test, the updating agent is running, and at some point, a USB stick is introduced. The updating
agent detects a .deb installer for the sensor which has a different hash than the one specified in the
name. Due to this the integrity check will fail and the update will not be performed.

2.

Test items
The updating agent
USB stick

3.

Input specifications
DB.TPDS.06 – Updating and patching service applied to ATOS NIDS sensor.
The .deb file should have the following name something_<md5hash>.deb where <md5hash> is the hash
of the file.
Running updating agent
USB stick

4.

Output specifications
Updating agent detects that the .deb installer is corrupted and does not install it.
Updating agent remaining idle

5.

Test environment needs
No special needs.

6.

Special procedural requirements
None

7.

Inter-case dependencies
None
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1.

Test case specification identifier
DB.TPDS.06.TCS.007
In this test we are running the updating agent and in the updating database the version available will be
a newer one. However, we intentionally change the file on the update server such that the file will have
a different hash from the original one. This is in order to simulate a situation in which the file gets
corrupted during download. In this case, the updating agent should get the .deb installer, fail on the
integrity check, and the dashboard should show the value “obsolete” for ATOS NIDS sensors

2.

Test items
The updating agent
The updating database
The dashboard

3.

Input specifications
DB.TPDS.06 – Updating and patching service applied to ATOS NIDS sensor.
Running updating agent
Storage database with a newer and corrupted version of the sensor.
Running dashboard

4.

Output specifications
Updating agent detects that the .deb installer is newer but fails integrity checks and does not run it.
Dashboard showing that the status of the sensor is “obsolete”,

5.

Test environment needs
No special needs.

6.

Special procedural requirements
None

7.

Inter-case dependencies
None

3.1.2.7
3.1.2.7.1
1.

Vulnerability service (Test #7)
Test plans and design for composite testing

Test plan specification identifier
DB.TPDS.07 – Vulnerability service
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2.

Introduction
The goal of this test is to check the correct operation of the vulnerability service. This is a consultancy
service that produces a report as output pointing to the different weaknesses encountered in the
infrastructure being analysed. This report is made available through the dashboard where the user can
download it.

3.

Test items
Dashboard and storage of the reports. It is expected to make available not only the latest report but also
the previous ones.

4.

Features to be tested
The report is correctly stored in the database
The dashboard makes the latest and previous reports available to the user
All those reports are downloadable

5.

Features not to be tested
N/A

6.

Approach
The consultant introduces the latest vulnerability report in the database. The dashboard is connected to
the database and shows the reports corresponding to the pilot to which the user is associated (in this
case, DB). It must be checked that all the reports in the database are actually listed in the dashboard

7.

Item pass/fail criteria
If all the existing reports in the database, corresponding to the pilot to which the user is associated, are
listed, and all of them can be downloaded to a local machine, then the test is OK.
If reports belonging to a pilot other than that of the user are listed, the test fails
If not all the existing reports for the pilot in question are shown, the test fails
If no report is shown, when there is one or more in the database, the test fails.
If any report cannot be downloaded, the test fails.

8.

Suspension criteria and resumption requirements
The testing process is not complex and does not involve different phases, so it is not a major problem
to stop it.

9.

Test deliverables
Screenshots and the downloaded vulnerability report, available in the local machine

10.

Testing tasks
The consultant must run the vulnerability scanner and the tool used must generate the corresponding
report. The consultant takes care of storing the report in a local database from which the dashboard
extracts the list of available reports corresponding to the pilot. The connection between the dashboard
and the database must be worked out with the corresponding connector. The tester will visit the
database, will check which reports are available for each pilot and then will log in the dashboard and
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check that the reports shown in the dashboard match the reports in the database. For each report, its
downloadability will be checked as well.
11.

Test environment needs
The main requirement is the storage space for the vulnerability reports. The rest of the process leverages
the existing CIPSEC infrastructure.

12.

Responsibilities
DB, HCPB and CSI provide the infrastructure to be the target of the vulnerability reports
COMSEC provides the vulnerability reports.
UPC provides the user interface to check the reports
ATOS tests that everything works correctly according to the test plan.

13.

Staff and training needs
One person from ATOS to run the test. In punctual moments, the involvement of a person from COMSEC
and UPC might be needed.

14.

Schedule
The test will be implemented in Task 4.3.

15.

Risks and contingencies
We do not see a major risk, as the testing process is rather simple. The main risk might be some problem
with the storage of the vulnerability reports

16.

Approvals
ATOS, COMSEC, UPC

3.1.2.7.2
1.

Test case specifications for composite testing

Test case specification identifier
DB.TPDS.07.TCS.001
In this specific test the user logs in the dashboard (with the user of a certain pilot), goes to the tab of the
vulnerability service and checks the list of existing reports (the latest and the previous ones). Then he
queries directly the database to check if the list of existing reports for the pilot (in this case, DB) matches
what is shown in the dashboard. Then, he tries to download all the reports, to confirm that they are
available to be downloaded to a local machine.

2.

Test items
The dashboard
The database containing the vulnerability reports
The vulnerability reports

3.

Input specifications
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DB.TPDS.07 – Vulnerability service
Running dashboard
Storage database
4.

Output specifications
List of available vulnerability reports in the dashboard
List of available vulnerability reports in the database
Set of downloaded vulnerability reports to the local machine

5.

Test environment needs
Appropriate storage capabilities
The communication between the dashboard and the database must work properly.

6.

Special procedural requirements
None

7.

Inter-case dependencies
None

3.1.2.8

1.

Training platform (Test #8)

Test plan & design specification identifier
DB.TPDS.08 – Training service

2.

Introduction
This test aims at validating the functionality of the training service provided through the unified
dashboard and the online training platform (securityaware.me) hosting CIPSEC training courses. A
user (trainee) will log in the unified dashboard, find a specific training course and complete it. The user
should also be able to interact with real online resources/components that will provide a hands-on
experience of the theory presented in the training course.

3.

Test items
On the hosting platform side:
Hosting of the courses in the securityaware.me platform.
Successful connection with external resources/components
On the unified dashboard side:
Successful presentation of the training courses.
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4.

Features to be tested
Test if a course can be found through the unified dashboard and successfully presented to the user
(trainee).
Test if an interactive course can successfully connect to external resources/components

5.

Features not to be tested
none

6.

Approach
User will login to the unified framework, select the training service from the menu, locate a specific
course from the list of CIPSEC courses and complete it.

7.

Item pass/fail criteria
User can successfully see all parts of the course and is able to complete it.
User can successfully interact with an interactive part of a course connected to external
resources/components

8.

Suspension criteria and resumption requirements
The test can potentially be repeated at any given time, assuming that new courses are added to the
platform.

9.

Test deliverables
The test results are visual, i.e. a course is properly presented, platform presents external
resources/components etc., so successful results can be documented with the use of screenshots
depicting the courses during the execution of a training session.

10.

Testing tasks
To set up and perform the test, the following tasks must be executed:
1. Successful login on the unified dashboard and selection of the training service.
2. Discovery and selection of a specific course with an interactive part that uses external
resources/components.
3. Presentation of the course and connection/interaction with the external resources/components.
4. Completion of the training course.

11.

12.

Test environment needs
•

Workstation with a modern browser to access unified dashboard.

•

Activated external resources/components.

Responsibilities
Definition, Description:
UOP, WOS
Execution:
UOP, UPC, WOS: setup, execution
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13.

Staff and training needs
None

14.

Schedule
The following lists includes the milestones for the test:
•

Verification of the proper operation of the unified dashboard and the training platform

•

Selection of a course

•

Execution of the test

•

Results reporting

It is anticipated that the first two milestones will be reached before the actual test execution, therefore
the real time of the test itself is reduced to approximately two hours, depending on the course
selected. Another person-day would be required for reporting the results.
15.

Risks and contingencies
No risk is anticipated since the training platform and the external resources/components are
independent installations that do not directly affect the CIPSEC platform or its unified dashboard.

16.

Approvals
No approval is required.

3.2 Trial Specifications for HCPB Pilot
The topology of the network elements is practically the same as described in D3.6, as shown in the figure below
with the exception of two unique changes:
•

•

The hospital proposed to clone a Honeypot so that it could be seen from outside the Hospital network,
since it simulates a much more real case in front of external attacks. This was achieved by adjusting the
firewall configuration. The location of the virtual machine is still resident on the physical server connected
to the VLAN 3600.
The virtual machine dedicated to hosting the DB Gravity Zone tool, resident in the physical server
connected in the same VLAN 3600, was disabled and access to the same tool but located in the cloud
was enabled in order to facilitate interoperability, among the solutions of the other providers that have
their tools also deployed in the cloud (see figure below).
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Figure 22. Final deployment in the health pilot

3.2.1 General Validation Setup
A major change in the configuration with respect to what was reported in D3.6 was the inclusion of a new honeypot
from FORTH, this time deployed in the DMZ of the HCPB infrastructure. As a preliminary step the HCPB
proceeded to carry out some network adjustments in order to have the honeypot receiving traffic outside of the
hospital firewall and then FORTH cloned the honeypot updating the configuration accordingly. This honeypot is
completely exposed to the Internet. Once the honeypot was deployed and its network settings configured, four
unused IP addresses from HCPB were reserved, for monitoring, in order to play the role of the “dark space”. This
dark space is crucial in order to receive a great portion of the malicious activity taking place in HCPB premises.
FORTH incorporated the new honeypot to a new cloned dashboard designated for collecting HCPB’s attack data
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and alerts and configured the Syslog output mechanism to feed ATOS CyberAgent with the ongoing security
events detected by the honeypots.
Once all the virtual machines provided by the partners were installed, the need to provide access to the partners
to their machines was detected, for any change they needed to make to the operation of their tools, for instance
the network. The HCPB offered two options to do this: establishing a VPN or using SSH. It was agreed that using
SSH was more straightforward and this was the procedure applied. Then, the HCPB enabled their firewall to
allow the access of the solution providers to their respective machines. As several partners requested SSH
access and the HCPB could not assign a public IP to each of them, a single public IP was used for all partners
by using PAT (Port Address Translation) so as many external ports as servers where used to map access from
Internet to internal LAN. To ensure remote access only for the partners, their source IP addresses were required
to block access from other IP sources. Also, they changed the port by means of which the SSH access was
performed.
ATOS requirement to configure the switch in promiscuous mode, as well as the machine hosting NIDS and
CyberAgent, also applies for the health pilot. The figures below show the reception of an event raised by the
NIDS in the HCPB infrastructure and a related log.

Figure 23. Reception of HCPB event due to ATOS NIDS sensor

Figure 24. Syslog entry corresponding to HCPB event due to ATOS NIDS sensor

In the case of FORTH honeypots, it is necessary to check that ATOS Syslog is reachable. To achieve that, the
TCP/UDP port in the ATOS VM hosting the CyberAgent had to be reachable. HCPB opened this port for outgoing
and ingoing connections and checked by means of NMAP if the port was effectively open. In addition, the
honeypots were open the TCP ports for XMPP, Postgress and MySQL both for outgoing and ingoing traffic. The
network segment, in which the IoT servers (Biometric server and temperature acquisition server) and the solution
providers assets are installed) was chosen to connect the honeypots.
The figure below shows events samples related to the Dionaea honeypot. In particular the figure shows an event
of a SAMBA connection being accepted and another about a Microsoft SQL connection.

Figure 25. Reception of HCPB events due to FORTH Dionaea honeypot

The figure below shows the detail of the event referred to the SAMBA connection.

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework

42/80

Figure 26. Detail of FORTH Dionaea event at HCPB

The figure below shows an example of a log for a similar event produced by the Dionaea honeypot.

Figure 27. Detail of FORTH Dionaea Log at HCPB

To check the communications with the Conpot honeypot, Modbus traffic was used to simulate attack. Basically,
FORTH took the Modbus discovery attack and connected from SMOD library which, broadly speaking, isolates
parts of Metasploit. FORTH created a single script which was used to attack the Modbus protocol. In the figure
below the raw logs are shown.

Figure 28. FORTH Conpot raw logs due to a simulated attack using Modbus traffic
The figure below shows the detail of a Conpot event received at the HCPB in the case of the same attack.
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Figure 29. Detail of FORTH Conpot event at HCPB

These events may eventually be correlated and generate alarms as shown below.

Figure 30. Reception of HCPB alarm due to the correlation of some FORTH Conpot events
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Figure 31. Detail of FORTH Conpot alarm at the HCPB

To check that AEGIS sensors were sending logs to the CyberAgent, the Logger command was used. This
command requires to specify the destination IP address and port to which the test logs are to be sent. At the
other side, the correct reception of the log must be checked. The following log was received:
Jun 5 13:31:34 vAppAEGIS-001 aegis Test Log from Aegis
The figures below show the reception on the XL-SIEM of events coming from the CyberAgent on the HPCB (also
on CSI) produced by the Netflow and Nagios sensors deployed by AEGIS.

Figure 32. Reception of HCPB events due to AEGIS Netflow sensors

Figure 33. Reception of HCPB events due to Nagios sensors
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Regarding the detection of events coming from the DoSSensing, the procedure followed is similar to that
explained for DB in section 3.1.1. The figure below shows the detail of an event received at the Hospital Clinic.
The field “userdata1” takes the value of 5 (which indicates that the event corresponds to HCPB).

Figure 34. Detail of DoSSensing events at HCPB

Bitdefender GravityZone deployment to the pilot site has been done accordingly to the installation manual
provided to infrastructure owners.
The GravityZone Management console has 4 server roles, Database, Web Console, Communication Server and
Update Server. The Update server role requires internet access to Bitdefender server on ports 80/443.
On the testing endpoints we installed the Bitdefender Endpoint Security Tools (BEST) client that will protect it.
The BEST client will need communication access to Communication Server on the port 8443 to be able to send
events.
The Communication Server role will require access to the XL-SIEM server on the designed port to be able to
forward to the SIEM Server the events received from the endpoints.
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Figure 35. BD Gravity Zone architecture

The events are registered and displayed also in GravityZone WebConsole in notification area and in reports

Figure 36. BD Gravity Zone frontend event list

The events' format sent to the SIEM server can be seen in the background.

Figure 37. BD Gravity Zone backend event format sent to XL-SIEM
The communications for BD Gravity Zone were checked by using a fake trojan file introduced by COMSEC. The
antimalware reacts deleting the file and producing the corresponding log which is correctly received. The log can
be seen below.

Nov 15 17:30:48 gzva-cipsec gravityzone: [av] {"computer_name":"COMSECSERVER","computer_fqdn":"comsecserver","computer_ip":"192.168.60.101","computer_id":"5a044721fdb9377730f
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1fe9b","product_installed":"BEST","user":{"id":"S-1-5-21-2700689032306763985-774000523500","name":"Administrator"},"malware_type":"file","malware_name":"Trojan
.Fakealert.43256","file_path":"C:\\Users\\Administrator\\AppData\\Local\\
Temp\\HjQnTvIb.exe.part","hash":"e369031b5439b81fec21f9224af205ad1ae06c71
0b1361b9c0530a0c62677a86","final_status":"deleted","timestamp":"2017-1114T12:30:21.000Z","module":"av"}
In a different test, the EICAR malicious file (check section 3.3.1 for some extra information about this file) was
downloaded, subsequently a device scanning was executed, and such file was detected and deleted.

Figure 38. Malware file detection and deletion at HCPB pilot. BD console.
When this happens, the XL-SIEM raises the corresponding event, with the signature “Gravity Zone Malware event
in Linux Client”, meaning that the communication between the Gravity Zone and the XL-SIEM works correctly
and the integration is properly achieved.
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Figure 39. Reception of HCPB event due to BD Gravity Zone

Figure 40. Syslog entry corresponding to HCPB event due to BD Gravity Zone

3.2.2 Settings and Refinements for Testing
3.2.2.1

Security Surveillance Camera (Test #1)

Changed tests
Initially, two tests were suggested. The first test consisted of generating a large number of packets and sending
them to the device over a significant time span. The second test sought to eavesdrop the camera’s video feed.
The former was successfully carried out. On the first test the attack was not detected by CIPSEC. However, after
several adjustments, the attack was successfully detected in the second test.
Added tests
No new tests were added.
Removed tests
The latter test, as described in the “changed tests” section above, assumed that the camera was configured to
upload its video feed to another server, probably a streaming server to which the clients should connect. In such
case where the video feed is transmitted through the network, it is theoretically and most probably practically
feasible to intercept the transmission, thus, to eavesdrop the camera’s video feed. After thorough analysis of the
device and its configuration, it was concluded that it does not upload its video feed to another server, rendering
any transmission interception attempt futile. As a result, it was decided to drop this test entirely.
Refined tests
No tests were refined.
Preparational work for test execution
In order to perform the test a remotely accessible SSH server on the premise was required to be setup.
Furthermore, in order to prepare for the test with a higher degree of efficiency and ease, the credentials to the
web interface of the device were provided.
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3.2.2.2

IP communication devices (Test #2)

Changed tests
No changes since the Test Plan & Design definition at D4.1.
Added tests
No included tests or test items since the Test Plan & Design definition at D4.1.
Removed tests
No removals since the Test Plan & Design definition at D4.1.
Refined tests
No redefinition of the test or any test item since the Test Plan & Design definition at D4.1
Preparational work for test execution
No need for preparational work.

3.2.2.3

Wireless devices (Test #3)

Changed tests
No changes since the Test Plan & Design definition at D4.1.
Added tests
No included tests or test items since the Test Plan & Design definition at D4.1.
Removed tests
No removals since the Test Plan & Design definition at D4.1.
Refined tests
No redefinition of the test or any test item since the Test Plan & Design definition at D4.1.
Preparational work for test execution
The test environment has to be setup accordingly to the test environment needs defined in the Test Plan & Design
definition section in deliverable D4.1. A room has to be provided, in which the Jammer detection sensor will be
installed (next to the Wireless router). The room should be equipped with Ethernet connection and DHCP for the
sensor to connect to the Internet. The tester will need a base station (smartphone or laptop) connected to the
internet (not via Wi-Fi) in order to visualize the web interface on the cloud and validate the test.

3.2.2.4

Sensor + SCADA controller (Test #4)

Changed tests
Not changed
Added tests
No new tests were added
Removed tests
No tests were removed
Refined tests
No tests were refined
Preparational work for test execution
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Α SCADA Honeypot detection sensor was installed and connected to the private network dedicated to the SCADA
environment. The connection with the local syslog agent was tested and confirmed as well as the connection with
local deployed XL-SIEM. A host was setup to play the role of the malicious insider in the same private network.
After the initial setup and configuration of the machines, with the use of metasploit framework we performed a
connection attempt attack to the SCADA honeypot with was detected by the honeypot and sent it through syslog
to the local XL-SIEM. After the parsing of the attack by the dedicated parser it appeared in the local XL-SIEM.

3.2.2.5

Standard PC (Test #5)

Changed tests
No changes since the Test Plan & Design definition at D4.1
Added tests
No included tests or test items since the Test Plan & Design definition at D4.1.
Removed tests
No removals since the Test Plan & Design definition at D4.1.
Refined tests
No redefinition of the test or any test item since the Test Plan & Design definition at D4.1.
Preparational work for test execution
The test environment has to be setup according the Test environment needs defined at the Test Plan & Design
definition at D4.1.

3.2.2.6

Standard PC (Test #6)

Changed tests
The only change was that the CPU hogging attack was not needed to verify that the relevant CIPI was visualized
and properly caught a CPU increase.
Added tests
No added test
Removed tests
No removed test
Refined tests
No refinement was needed.
Preparational work for test execution
The AEGIS VM with the netflow and CPU monitoring agents was installed and configured via SSH. The network
administrator of the pilot had to connect the VM to the network interface that mirrored all the traffic. This was
necessary for the AEGIS netflow agents to collect all the communication flows of the network.
AEGIS then provided HCPB with an executable (Windows application) and instructions on how to install the utility
on the standard PCs. This was required to communicate with the CPU monitoring agent installed in the AEGIS
VM and send the CPU status of the monitored machine. When the configuration was setup, no other action was
required to properly visualize the CPU utilization of the machine. This process was repeated for the 3 machines
monitored, namely the Windows user PC, the Windows RF Reader Server and the Windows Biometric Server.
During the test execution, visualization of the communications taking place in the network was successful and
furthermore CPU load of the monitored machines was visualized. A pick in the CPU load was captured and upon
investigation proved to be an expected increase due to installation operations performed at the monitored
machine during the time of the spotted event.
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3.2.2.7

Infusion pump (Test #7)

Changed tests
No tests were changed
Added tests
In the first test session, the test prepared and provided was a persistent XSS in one of the pages of the web
interface. After proper and thorough examination of the device, a new test was then added to bypass the
authentication mechanism (the login page), allowing for complete takeover of the device.
Removed tests
No tests were removed
Refined tests
No tests were refined
Preparational work for test execution
In order to perform the test a remotely accessible SSH server was required to be setup on the premise.
Furthermore, in order to prepare for the test with a higher degree of efficiency and ease, the credentials to the
web interface of the device were provided.

3.2.2.8

Gateways (Test #8)

3.2.2.8.1

1.

Test plans and design for composite testing

Test plan & design specification identifier

HCPB.TPDS.08 - Gateways

2.

Introduction
This phase describes the testing of the Echelon server interfaces including open (admin and other)
interfaces, insecure communication (MiTM attack - lack of encryption) and other vulnerabilities. This
can be also applied to the Axis I/O Module (site 2 – device 3)

3.

Test items
•
•
•
•
•
•

4.

Check Administrative panel connectivity and settings (default credentials, applicative attacks).
Check web server configurations (directory scan).
Check for secure fail recovery.
Tamper Echelon server communication to compromise ICS integrity.
Flood the server with requests to check DoS resistance (get, post etc.).
Check ICS-Echelon communication, authentication and session management

Features to be tested
Echelon server admin interface (access-control\confidentiality, integrity and availability) and
communication (availability and integrity).
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5.

Features not to be tested
None

6.

Approach
•
•

7.

Functionality & security tests
Man-in-the-middle\replay attack

Item pass/fail criteria
The existence or lack of existence of high or critical severity issues that might compromise the the
device’s availability or integrity.

8.

Suspension criteria and resumption requirements
None

9.

Test deliverables
Test logs, screenshots

10.

Testing tasks
Examine functionality, security level (such as vulnerabilities) and secured configurations.

11.

Test environment needs
Network & administrative access to the Echelon server.

12.

Responsibilities
Definition, Description:
COMSEC, and HCPB
Execution:
COMSEC team will be responsible for the tests.
The recommendations will be applied by the vendor/integration team/ etc,

13.

Staff and training needs
Security consultants.

14.

Schedule
The test will be implemented in Task 4.3.

15.

Risks and contingencies
Since this is a test environment no problems are to be expected.
If the test team is not provided with the “Test environment needs” the test will not be performed.

16.

Approvals
HCPB should provide approval as the pilot provider and end user of the solution.
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3.2.2.8.2

1.

Test case specifications for composite testing

Test case specification identifier

HCPB.TPDS.08.TCS.001
2.

Test items
•
•
•
•
•
•

3.

Input specifications
•

The test will use the prototype infrastructure in order the identify weaknesses in the Echelon
server configurations and different interfaces (such as administrative panel).
HCPB.TPDS.08 – Echelon Smart Server

•
4.

Check Administrative panel connectivity and settings (default credentials, applicative
attacks).
Check web server configurations (directory scan).
Check for secure fail recovery.
Tamper Echelon server communication to compromise ICS integrity.
Flood the server with requests to check DoS resistance (get, post etc.).
Check ICS-Echelon communication, authentication and session management

Output specifications
Secured configurations (such as secured admin panel, auditing enabled, authentication etc.).
Updated firmware.
Input validation in action.
Communication weaknesses.

5.

Test environment needs
Network Administrative access to the Echelon server.

6.

Special procedural requirements
None

7.

Inter-case dependencies
None

3.2.2.9

Temperature Recorder (Test #9)
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3.2.2.9.1

1.

Test plans and design for composite testing

Test plan & design specification identifier

HCPB.TPDS.09 - Temperature Recorder

2.

Introduction
The temperature recorder’s availability, confidentiality and integrity will be tested. The tester will attempt
to breech the authentication mechanism, extract information and interfere with the proper functionality
of the device.

3.

Test items
•

Temperature Recorder
Specifically, the functionality and the secured configurations

4.

Features to be tested
Availability, confidentiality and integrity

5.

Features not to be tested
None

6.

Approach
The attacker will perform passive reconnaissance until the required information to perform the attack is
obtained.

7.

Item pass/fail criteria
Item fail criteria – The attacker successfully obtains the device’s credentials and connects to it without
being logged or caught by the on-site security measures.
Item pass criteria – The attacker will fail to obtain the device’s credentials, or will be logged and caught
by the on-site security measures.

8.

Suspension criteria and resumption requirements
None.

9.

Test deliverables
The test deliverables will include security assessment report.

10.

Testing tasks
The test must include secured configurations test, vulnerability assessment and functionality tests.

11.

Test environment needs
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This test requires connectivity to a privileged user on an on-site kali linux machine.
12.

Responsibilities
Definition, Description:
COMSEC, ATOS and HCPB
Execution:
COMSEC
Results:
HCPB, ATOS

13.

Staff and training needs
Security consultants.

14.

Schedule
The test will be implemented in Task 4.3.

15.

Risks and contingencies
None

16.

Approvals
Main approval must be given by the pilot responsible, i.e. a HCPB representative

3.2.2.9.2
1.

Test case specifications for composite testing

Test case specification identifier

HCPB.TPDS.09.TCS.001

2.

3.

4.

Test items
•

Check Administrative panel (default credentials, XSS, SQL injection, authentication
mechanism).

•

Check for remote connection to administrative panel.

Input specifications
•

The test will use the prototype infrastructure in order the identify weaknesses in the temperature
recorder’s implementation.

•

HCPB.TPDS.10 - Temperature Recorder

Output specifications
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Complete access to the device’s configuration (and possibly to its connected sensors)
Access to temperature sensors’ real-time (and possibly stored) data
5.

Test environment needs
Physical & network Administrative access to the temperature recorder.

6.

Special procedural requirements
None

7.

Inter-case dependencies
None

3.2.2.10

1.

Updating and patching applied to FORTH honeypots (Test #10)

Test plan specification identifier
HCPB.TPDS.10 – Updating and patching FORTH honeypots

2.

Introduction
This test has the goal of checking the correct FORTH’s updating service. This is a supporting service
that allows the honeypots sensors, instances to automatically download and update their running version
in the case that a newer version is available. The update server is up and running 24/7 and the sensors
periodically check whether there is a newer version to download.

3.

Test items
We are going to test the correct functioning of the whole update mechanism which included the Update
Server and the honeypot sensor running in HCPB’s premises.

4.

Features to be tested
The update is correctly performed and the honeypots restart in the new version.

5.

Features not to be tested
N/A

6.

Approach
We are going to issue a dummy update by changing a file in the server and check whether the honeypot
sensor was updated correctly.

7.

Item pass/fail criteria
If the honeypot sensor was updated correctly, then the test was successful.
If not, then it was unsuccessful
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8.

Suspension criteria and resumption requirements
If there is connectivity between the server and the sensors, then the test can be suspended. There are
no specific resumption requirements.

9.

Test deliverables
Screenshots showing that the update was successfully downloaded and the sensors were updated and
restarted with the newest version.

10.

Testing tasks
•
•
•
•
•

11.

Setup the latest honeypot’s version that supports updating.
Check that there is correct connectivity between the sensors and the update server.
Issue a dummy update to the server
Wait for the honeypot sensor to be updated
Check if the update was downloaded properly and the honeypot sensor restarted correctly

Test environment needs
No specific requirement, only network connection between the sensors and the update server.

12.

Responsibilities
FORTH creates an update
FORTH and HCPB check if the local honeypot was updated

13.

Staff and training needs
One person from FORTH to run the test, the involvement of a person from UPC might be needed

14.

Schedule
The test will be implemented in Task 4.3.

15.

Risks and contingencies
No major risks, as the testing process is rather simple

16.

Approvals
HCPB

3.2.2.11

3.2.2.11.1

Contingency service (Test #11)

Test plans and design for composite testing
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1.

Test plan specification identifier
HCPB.TPDS.11 – Contingency service

2.

Introduction
This test has the goal of checking the correct operation of the contingency service. This is a consultancy
service that produces a report as output describing the details of the contingency plan to be applied in
risk scenarios to the infrastructure being target of the analysis. This report is made available through the
dashboard where it is available for the user to download it.

3.

Test items
Dashboard and storage of the reports. Not only the latest report is expected to be available but also the
history of the previous ones.

4.

Features to be tested
The report is correctly stored in the database
The dashboard makes the latest and previous reports available to the user
All those reports are downloadable

5.

Features not to be tested
N/A

6.

Approach
The consultant introduces the latest contingency plan in the database. Despite not being a very dynamic
document, a contingency plan is updated either periodically or following some specific event. The
dashboard is connected to the database and shows the reports corresponding to the pilot to which the
user is associated (in this case, HCPB). All the reports in the database should actually be listed in the
dashboard

7.

Item pass/fail criteria
If all the existing reports in the database corresponding to the pilot to which the user is associated, are
listed, and can be downloaded to a local machine, then the test is passed.
If reports belonging to a pilot other than that of the user are listed, the test fails
If not all the existing reports for the pilot in question are shown, the test fails
If no report is shown, when there is one or more in the database, the test fails.
If any report cannot be downloaded, the test fails.

8.

Suspension criteria and resumption requirements
The testing process is not complex and does not involve different phases, so it can be stopped without
a major problem.

9.

Test deliverables
Screenshots and the downloaded contingency plan, will be made available in the local machine

10.

Testing tasks
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The consultant must generate the corresponding contingency plan, in collaboration with the
infrastructure owner (for the purpose of this test, this is the HCPB). The consultant takes care of storing
the report in a local database from which the dashboard extracts the list of available reports
corresponding to the pilot in question. The connection between the dashboard and the database must
be worked out with the corresponding connector. The tester will visit the database, check which reports
are available for each pilot and then will log in the dashboard and check that the reports shown in the
dashboard match the reports in the database. For each report, its downloadability will be checked as
well.
11.

Test environment needs
The main requirement is the storage space for contingency plans. The rest of the process leverages the
existing CIPSEC infrastructure.

12.

Responsibilities
ATOS provides the contingency plans.
UPC provides the user interface to check the documents.
ATOS tests that everything works correctly according to the test plan.

13.

Staff and training needs
One person from ATOS to run the test. In punctual moments, the involvement of a person from UPC
might be needed.

14.

Schedule
The test will be implemented in Task 4.3.

15.

Risks and contingencies
We do not see a major risk, as the testing process is rather simple. The main risk might be related to
the storage of the contingency plans.

16.

Approvals
ATOS, UPC

3.2.2.11.2

1.

Test case specification for composite testing

Test case specification identifier
HCPB.TPDS.11.TCS.001
In this specific test the user logs in the dashboard (with the user of a certain pilot, in this case HCPB),
goes to the tab of the contingency service and checks the list of existing plans (the latest and the
previous ones). Then he queries directly the database to check if the list of existing plans for the pilot (in
this case, HCPB) matches what is shown in the dashboard. Finally, he tries to download all the reports,
to confirm that they are available to be downloaded to a local machine.

2.

Test items
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The dashboard
The database containing the contingency plans
The contingency plans
3.

Input specifications
HCPB.TPDS.12 - Contingency service
Running dashboard
Storage database

4.

Output specifications
List of available contingency plans in the dashboard
List of available contingency plans in the database
Set of downloaded contingency plans to the local machine

5.

Test environment needs
Appropriate storage capabilities
The communication between the dashboard and the database must work properly.

6.

Special procedural requirements
None

7.

Inter-case dependencies
None
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3.3 Trial Specification for CSI Pilot
During the WP3 phases, a dedicated testing infrastructure has been defined for each Pilot, which was able to
offer testbed functions and to guarantee remote access to the various players involved in the tests with adequate
security requirements.
Specifically, the CSI replicated the AQRN operating environment by creating clusters of virtual machines and
services provided in cloud computing manner.
In view of the expected initial conditions and preliminary needs of the project, the infrastructure has evolved as a
result of the requests of the partners and on the basis of the considerations that have gradually been acquired
during the installation, configuration and use of the various software involved has also been updated.
The figure below reflects the final result of the above considerations and is therefore different from the one
previously described in document D3.7.

3.3.1 General Validation Setup

Figure 41. AQRN VDC Diagram
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Figure 41 presents the updated structure of the virtual infrastructure, also called VDC. It has been revised in the
following components:
•
•
•

VLAN 3 was previously used to host the AEGIS VM, and cope to verification and in-depth analysis,
VLAN 1 has been identified as the best position so that VLAN 3 now is not allocated;
VLAN 4, that we had destined to the CSI for future uses, has instead been re-destined to host the KALI
Linux Virtual Machine necessary for the tests and to COMSEC VA;
finally, the VM for AEGIS was created on VLAN 1 and a VM with S.O. was added (Win7) with the purpose
of performing some tests added later.

Once all the virtual machines provided by the partners were installed, CSI proceeded to grant SSH access (port
22) to the partners for any changes they needed to make to the operation of their tools, for instance the network
settings. CSI enabled their firewall to permit the access of the solution providers to their respective machines.
ATOS requirement to configure the switch in promiscuous mode, as well as the machine hosting NIDS and
CyberAgent, also applies for the health pilot.
To make sure that ATOS NIDS sensor was working properly and reporting events to the XL-SIEM the NMAP
command was executed against machines of the infrastructure. The aim was that the NIDS sensor detected port
scanning events.
Once CSI managed to configure its switch as required, events started arriving to the XL-SIEM, as shown in the
figure below. Besides, CSI executed the tcpdump command to check the traffic of the interfaces eth0
(promiscuous mode as presented in Section 3.1.1) and eth1 of ATOS VM.

Figure 42. Reception of CSI events due to NIDS on the XL-SIEM

In the case of FORTH honeypots, it is necessary to check that ATOS Syslog is reachable. To achieve that, the
TCP/UDP port in the ATOS VM hosting the CyberAgent had to be reachable. CSI opened this port for outgoing
and ingoing connections and checked it by means of the telnet command. Also, it was checked that the port was
effectively open by means of NMAP. The event represented in the figure below comes from the Dionaea honeypot
and was received by the ATOS XL-SIEM:

Figure 43. Reception of CSI events due to Dionaea Honeypot on the XL-SIEM
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This corresponds with the following Syslog entry:

Figure 44. Syslog entry corresponding to CSI event due to Dionaea honeypot

To setup the Netflow agents on AEGIS VM deployed on CSI infrastructure, the network probe was checked to
be able to monitor the traffic between the components. The agent was connected to the interface monitoring all
the traffic in promiscuous mode, previously configured by ATOS; then the tcpdump command was used for the
verification. The network probe is a key process as it monitors all the traffic at the connected network interface
and forwards it to Netflow connector. In turn, it listens to the traffic from the probe and collects netflow information.
Finally, the network agent processes the gathered netflow information and logs it. The logs are also sent to the
XL-SIEM. The figure below shows a couple of events received by the XL-SIEM coming from the netflow sensor
at CSI.

Figure 45. Reception of CSI events due to the Netflow sensor on the XL-SIEM

The figures below show the detail of one of the events, in particular the one about the slow network speed, and
the corresponding log.

Figure 46. Detail of CSI Netflow sensor event received on the XL-SIEM

Figure 47. Syslog entry corresponding to CSI Netflow sensor event received on the XL-SIEM

To test the correct operation of BD antimalware tools, one of the experiments described in D4.1 was carried out.
In particular, the user connected to the URL http://eicar.org/download/eicar.com to download a malicious file.
This is expected to be detected by BD tools. The figure below shows the command console in which the wget
command is used to get the file. The file is downloaded and in the background Gravity Zone detects it and reports
it to the XL-SIEM.
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Figure 48. Downloading a malicious file at CSI environment

The XL-SIEM receives the event raised by BD antimalware tool.

Figure 49. Reception of CSI events due to BD antimalware tools on XL-SIEM
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3.3.2 Settings and Refinements for Testing
3.3.2.1

PC Stations (Test #1)

Changed tests
No changes made.
Added tests
No tests added.
Removed tests
No removed tests.
Refined tests
No refinements needed.
Preparational work for test execution
CSI had to prepare a Windows Virtual Machine in order to test Firewall and Content Control capabilities

3.3.2.2

PC Stations, OC Server, ÓC Database (Test #2)

Changed tests
No changes made.
Added tests
No tests added.
Removed tests
No removed tests.
Refined tests
No refinements needed.
Preparational work for test execution
The AEGIS VM with the netflow and CPU monitoring agents was installed and configured via ssh. The network
administrator of the pilot had to connect the VM to the network interface that mirrored all the traffic. This was
necessary for the AEGIS netflow agents to collect all the communication flows of the network. Furthermore,
agents to check host status were deployed and their operation was verified.
During the test execution, visualization of the communications taking place in the network was successful as well
as the status of the monitored hosts.

3.3.2.3

OC Database (Test #3)

Changed tests
The original test (CSI.TPDS.03 – OC Database) was designed to do an SQL injection attack and detect it through
the honeypot tool. Examining further the architecture and setup of the CSI pilot and the interconnection between
the tools we found that there was no attack surface for the kind of attack to be performed. We altered the test
scenario in order to mainly focus on launching unauthorized access attempts.
Added tests
No new tests were added.
Removed tests

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework

66/80

Test CSI.TPDS.03 – OC Database was refined as there is no active web service connected with a database that
can be exploited using SQL injection attacks. We focused on discovering database servers inside the network of
CSI and launch a series of authentication attempts.
Refined tests
No tests were refined
Preparational work for test execution
Α Low Interaction honeypot detection sensor was installed and connected to the private network of CSI that is
dedicated to the database server. The connection with the local syslog agent was tested and confirmed as well
as the connection with local deployed XL-SIEM. A host inside the same private network was setup to play the
role of the malicious insider.
After the initial setup and configuration of the machines, we performed a scan of the network with the use of the
Metasploit framework to detect the running database services as well as their versions. After the first scanning a
number of unauthorized login attempts were issued using the respective script of the penetration testing tool.
Both the scanning and the attempts were detected by the honeypot and the corresponding logs sent through
syslog to the local XL-SIEM. After the parsing of the attack logs by the dedicated parsers they appeared in the
local XL-SIEM dashboard.

3.3.2.4

OC Server (Test #4)

Changed tests
No tests were changed.
Added tests
No tests were added.
Removed tests
No tests were removed
Refined tests
No tests were refined
Preparational work for test execution
In order to perform the test a remotely accessible SSH server on the premise was required to be setup.
Furthermore, in order to prepare for the test with a higher degree of efficiency and ease, the credentials to the
web interface of the service were provided.
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3.3.2.5

1.

Updating and patching service applied to AEGIS tool (Test #5)

Test plan & design specification identifier
CSI.TPDS.05 – Update and patching of FVT

2.

Introduction
This test will check the updating mechanism of FVT. A test update will be performed and then the
update process will be tested so as to verify that the update of the tool can be successfully deployed
and the tool can resume to its working condition.

3.

Test items
On the Forensics Visualization toolkit side:
The AVT tool

4.

Features to be tested
Test if updating the FVT causes any problems and if the updates are deployed successfully and are
visible to the end users

5.

Features not to be tested
none

6.

Approach
The current operation of FVT will be initially assessed. A test update of the FVT will be performed and
then its operation will be checked again so as to verify normal behavior and proper deployment of the
updated functionality.

7.

Item pass/fail criteria
The test update is properly working on the FVT after the update process is finished.

8.

Suspension criteria and resumption requirements
The test can normally be repeated at any given time, assuming that there is an update to be deployed

9.

Test deliverables
The test results are visual, i.e. updates of the visualisations in the AVT caused by the update, so
successful results can be documented with the use of screen dumps depicting the changes of the AVT
components before and after the update.

10.

Testing tasks
To set up and perform the test the following tasks must be executed:
1. Observation of current operation of AVT
2. Installation of update to the pilot-facing AVT instance
3. Definition of the update (what does it affect)
4. Observation of AVT for the changed functionality caused by the update
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11.

12.

Test environment needs
•

AEGIS Admin

•

Workstation with a modern browser to access AVT

Responsibilities
Definition, Description:
AEGIS,
Execution:
AEGIS: setup, execution (operation of AVT)

13.

Staff and training needs
None

14.

Schedule
The following lists includes the milestones for the test:
•

Verification of a currently proper operation of the AVT

•

Definition of an update

•

Execution of the test

•

Results reporting

It is anticipated that the first two milestones will be reached before the actual test execution, therefore
the real time of the test itself becomes less, i.e. a couple of hours. Another person-day would be
required for reporting the results.
15.

Risks and contingencies
No risk is anticipated since the updating process will take place at the cloud instance of the AVT

16.

Approvals
No approval is required.
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4 Preliminary Findings from Trial Setup
4.1 Introduction
In this section the pilot providers report some preliminary findings following the trial setup process. These findings
are a valuable source of information that feedbacks the platform development and integration activities carried
out in the context of WP2, eventually optimizing and improving the framework. For instance, a doubt could be the
Internet connection needed for updates. The mitigation could be the patch process by BD, which should provide
an import and export feature with which the doubt could be mitigated. In section 4.5 the findings are enumerated,
and to each finding some solutions and ways of improvement are presented.

4.2 Findings from DB Pilot
During the deployment for the tests and the first runs of the solutions at the pilot premises several findings were
noted:
•
•

•

•

•

•

There are few configuration possibilities to the pilot provider or their technicians. As we are working in
the field of Critical Infrastructures most of the providers run their own maintenance and operation teams,
which require the possibility to adapt solutions to their needs (e.g. disable certain functionalities).
In the context of the project it was decided to go for a deployment with part of the framework deployed in
the cloud and the other part on the pilot premises. This meant that several solutions required access to
the Internet. For instance, BD Gravity Zone requires a large download of files during initial set up or XLSIEM and Jamming Detector perform their analyses by cloud services. As our experience shows, most
CIs are isolated systems without Internet access; even the “new” signaling systems in Europe will not be
attached directly to the Internet (site-2-site VPNs are used, etc.). Therefore, in the case of DB a fully onpremise deployment would be the most suitable one. The CIPSEC framework foresees this scenario,
fulfilling this strong specific request
For the advanced configuration of the tools several partners required SSH access for configuration by
themselves. In general, no uncontrolled access is granted to a supplier to a productive environment.
Besides due to the missing Internet link this might not be possible. This shows again the need for a fully
on-premise deployment in the case of DB.
Besides the aforementioned requirement for Internet connectivity some solutions required high
bandwidth for downloading contents (e.g. Linux packages for their virus scanner). First of all
CIs do not generally have an Internet connection directly to the operational networks at their premises.
Furthermore, the premises might be located in rural areas with only low bandwidth. Therefore, there
should be a possibility to deploy/patch offline. The updating and patching may be an answer to this.
The deployment process needs to get to a more mature status. It is necessary to invest some effort on
making this process more straightforward and avoid some workarounds that occasionally are needed.
Besides, any technician should be able to perform the maintenance, not only an expert. Maintenance
personnel of CI may not be able to perform complex setup procedures.
The administrator should be provided clear debug information or a status interface, to know if the system
is installing/working or something went wrong.

4.3 Findings from HCPB Pilot
The first finding concerning the deployment of the CIPSEC framework in the health pilot infrastructure has to do
with the need to have several interlocutors to talk to, as there are different solutions involved. From the project
execution perspective this is an inconvenient and one of the challenges to face. Aiming at a commercial
distribution of the framework, a single contact should possess detailed knowledge of all the solutions to provide
advice to the client. He should be able to get actively involved in the deployment process, and accelerate the
troubleshooting.
Another finding is that the health field is very complex in terms of the wide casuistry of devices that can be found,
making really difficult to achieve a full coverage of this plethora of devices. On the one hand, we have IT
equipment with standard operating systems (Windows, IOS, Linux…) but there are also numerous medical
devices with their own OS. This means that for those solutions based on the installation of agents in the devices
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themselves they could not be used in these products and the protection of these devices would exclusively rely
on the remote analysis of their activity through the network. Such is the case of the application of Secocard or
HSM to devices like the infusion pump, to give an example.
Although the catalogue of events and alerts that can be raised by CIPSEC is varied and relevant, they do not
consider different user profiles, this is, there are no alerts addressed to people with focused expertise on the IT
devices, expertise on the medical OT devices or expertise on non-medical OT devices, just to show a possible
example of user segmentation. Another way of improvement would be to have different user profiles
corresponding to the severity of the alerts, correlating their expertise to the difficulty of the emergency situation.
Nevertheless,the flexibility offered by CIPSEC to be installed not only with a cloud approach but also fully on
premises is a very positive characteristic. A fully on-premise deployment (by means of the installation on a
physical or virtual server of the Hospital´s Data Processing Center) guarantees the highest level of confidentiality
and control over the data

4.4 Findings from CSI Pilot
4.4.1 General findings
One of the current drawbacks of installing the CIPSEC framework comes from the need to operate through
interoperable formats of computing platforms, physical or virtual.
Despite the presence of formats declared as general and widespread, we find ourselves in the conditions in which
the generation of these files in the requested formats does not happen correctly and this created some
impediments to the installation in the computer cluster.
The first consideration comes from the fact that the source of the format from which the file comes does not have
the same characteristics as the destination: we have generally dealt with sources such as laptops, these are
used in laboratories for their flexibility and versatility, while as a destination we are facing the specific hardware
of data centers, rack servers or blade servers. The configuration described in the metadata is therefore different,
e.g. serial ATA disk vs SCSI disk. This difference is however blocking and although virtualization allows moving
images of the operating system from one computing structure to another, it was necessary to intervene manually
intercepting and translating the needs of the .OVF files.
Therefore, it is necessary to prepare not only a version of the target file of the CIPSEC application images but a
set with multiple versions, each with the necessary specializations for the final destination environment.
Nowadays virtualization is becoming more and more important for the management of datacenter, some solutions
have not been designed for virtual environments but could, for example, through e.g. USB virtualization (SPICE
protocol).
Another consideration that must be made concerns the need to have specialized personnel in order to foresee
specific modifications of the application metadata. Obviously, it is not always feasible and therefore requires
appropriate generalization of metadata in order to prevent critical issues in the definition phase of the area
destined for CIPSEC applications.
The reading of the traffic of several components of the pilot requires a segmentation of the data network. This
segmentation can be realized in physical or virtual environment. Virtualization or cloud computing architectures
do not always accept access to the data network for traffic monitoring and to allow CIPSEC applications to
perform some of the functions for which they were designed.
In some cases, the data traffic is read by enabling the promiscuous mode functionality in a same VLAN. Data
traffic, if an inter-VLAN type in a virtualized environment, can be an impediment to full reading by specific
applications.
An event that is often not considered is the amount of data that needs to be monitored. In the case of high traffic,
it determines a large amount of computational resources spent analyzing the flows between the servers on the
basis of specific filters for the detection of anomalies. The flow of data, if present in excessive mode, could quickly
lead to the depletion of the minimum guaranteed performance. Nevertheless, an appropriate configuration could
mitigate this problem.
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Log collection and monitoring of network traffic and servers should not affect the minimum performance
guaranteed by the processing cluster; local analysis of possible critical problems, applied even in partial mode
only, it could be a compromise solution.
In order to simplify the configuration and installation of CIPSEC software, a solution to explore would be the
automation of the entire ICT infrastructure. Software is used to create repeatable instructions and processes with
which to replace or reduce the interaction of personnel with IT systems. The automation software operates within
the constraints of the instructions, tools and structures given, to perform the tasks with a manual intervention
reduced to a minimum.
Through automation, it is possible to set up an entire infrastructure consisting of virtualized resources,
datacenters, networks and software-defined storage until the definition of the new calculation partitioning logics
through the containers. These are created with different settings, different file systems, ports and specific users.
The orchestration process comes into play when such activities must be performed in a particular order with
certain security groups / instruments, assignment of roles and authorizations. Orchestration tools use automation
in order to create processes that organize individual tasks for cloud platforms or for third-party software tools. If
we wanted to give a hierarchical structure to these processes, the orchestration of the cloud would be the main
process in which the automated activities are inserted according to specific sequences at specific times. There
are many orchestration or automation tools and still require a renewed learning effort with the aim of creating a
structured environment for our software applications.

4.4.2 Findings related to cascading effects
As presented in deliverable D3.8, when addressing cascading effects, the following elements must be
considered: the event that originates the effect, the system from which the event starts, the dependence with
each other, and finally the impact on several events, even of a different kind.
Continuing the work developed in T3.4, a more detailed study of likely cascading effects has been carried out
using the environmental monitoring system run by CSI. Cascading effects are difficult to replicate, due to
pervasiveness and capillary influence, and their nature is not necessarily computerized but able to involve people,
buildings, critical infrastructures, economic systems and natural events. From the analysis of the data flows within
the AQRN architecture, it can be seen that there are two databases, in the absence of which the functionality of
the entire infrastructure is missing. The affected databases are in this case DBCENTRALE and DBAUTH. The
first database is responsible for maintaining the configurations of the stations called “periferici”. The second one
deals with the authentication of the entire AQRN infrastructure, without which even access to DBCENTRALE
would be denied. Both are therefore basic to the functioning of the critical infrastructure itself. The impossibility
of accessing the database if the service is not available, triggers a series of critical issues on several levels, both
from the point of view of data collection, on transport strategies and energy policies and on the impossibility of
informing citizens about levels of air pollutants.
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Figure 50. CSI pilot: Summary of dependences on DBAUTH and DBCENTRALE that may lead to
cascading effects.

The DBAUTH is the database that contains information for user authentication. In particular, in addition to user
and password information (inserted in encrypted database), personal data of users and the permissions they
may have in the use of the various applications to which they can access are stored. Regarding likely effects, if
the DBAUTH was no longer available, several applications would be affected: Ariaweb (the specialist site),
DBCENTRALE (this database contains all the information about Air Quality and system configurations used by
several applications) and therefore passing through it, consequently also have an impact on the services of the
Interactive Validator, and the Sound Level Meters, not to mention the CSI and ARPA personnel as well.
•

DBCENTRALE: When the DBAUTH is not reachable, it will not be possible to access the COP application
from the control panel: a login error will occur during login. However, the application will continue to
function correctly by acquiring data from the stations, storing the data on its internal database
(DBCENTRALE) and pouring them onto the DBARIA of the COP: data flow is not interrupted. It will
however be possible to consult the DBCENTRALE accessing from the same machine on which it is
installed (http://XXX.XXX.XXX.XXX:55000/CentraleUI.html) by clicking in the login step the check "Local
access": you will have to enter only the password (without user name) that is written in plain text in a
configuration file of the Central itself. You will access the Central application with the administrator's
permissions

•

Interactive validator: If the DBAUTH cannot be reached, the ARPA technicians will not be able to access
the interactive validator and therefore will not be able to carry out their daily analysis and validation
activities: an error message will be generated by the application being accessed.

•

Ariaweb (specialist site): The Ariaweb specialist website verifies the access credentials based on the
Apache basic authentication (DBAUTH) and allows access to certain sections of the site according to the
permissions specified in the database. If the database cannot be reached, ARPA technicians,
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maintenance technicians and all those who have access credentials (Region, CIS, University) to Ariaweb
will not be able to access any of its functionalities: export, reporting, network monitoring, online personal
data, percentages, statistical elaborations, etc. You can still export, report and online register on the
public access site Ariaweb with Joomla, which allows consultation of the data of the stations on the
DBREGIONALE (PGSITPROD).
•

Sound level meters: The sound level meter site relies on DBAUTH to allow access and therefore if the
database cannot be reached the ARPA personnel responsible for noise management will not be able to
consult the data. Also, protected from Apache's basic authentication based on DBAUTH, there are also
some monitoring pages (MOSSHE) that allow CSI staff to have at their disposal a sort of traffic light
that monitors the status of some applications. If these pages cannot be accessed, the work of the
technicians will be burdened because the controls will have to be done "by hand", when they could
actually be done immediately by interacting with the interface.

The DBCENTRALE is the heart of the central application and inside it is stored the configuration information of
the CENTRAL itself, the master data of the stations, the analyzers and the sensors measured, the data acquired
by the stations (instantaneous data, averages, alarms) and links with the DBARIA to allow the transfer of data on
the COP DBARIA.
If the DBCENTRALE could not be reached it would have effects on the following applications: CENTRAL,
automatic and interactive validator, Ariaweb and Piedmont System
•

•
•
•

CENTRAL: If the DBCENTRALE is not available, the CENTRAL application cannot work and therefore
data from stations will not be acquired from the moment the database is no longer reachable. The COP
DBARIA will no longer be fed with recent data. When the database returns, the Panel will probably have
to be restarted. Upon restart it will be able to acquire all the data that it was not able to acquire in the
period in which the database could not be reached. Therefore, data will not be lost.
Automatic and interactive validator: If the control unit does not work because of the database, the
automatic validator will no longer be updated with the new data and therefore no data will be available
even for the interactive validator. The ARPA technicians will not have the data available to be validated.
Specialized Ariaweb: If the Central Unit does not work, the new data will not be available for consultation
on either ARIAWEB specialist or even on the ARIAWEB Joomla in public consultation.
Piedmont System: The pages dedicated to the air of Piedmont System read the air quality data from the
DBREGIONALE (PGSITPROD); if the control unit is not working anymore, the data are no longer
available even on the DBREGIONALE and therefore also the Piedmont System pages will give error
messages if the user requests data in the period in which the control panel is not working.

The data acquired by the analyzer is stored in text files on the Peripheral; next to each data acquired are stored
information related to the status of the data in the form of flags.
These flags indicate, for example, whether the data is valid or not, according to the thresholds that are specified
in the configuration of each instrument on the peripheral or if the data was acquired while the analyzer was in
maintenance or calibration or in an alarm state.
The station, every hour, polls all the stations to acquire the data stored on the peripherals.
The data and the related flags are then stored on the database DBCENTRALE inside the application in the
appropriate tables.
The CENTRAL also takes care of transferring the acquired data to the DBARIA database, which is also installed
on the COP machine.
During the night the data stored on the DBARIA undergoes an automatic validation through a software installed
on the COP which is called automatic validator. This software deals with setting specific automatic validation
flags by analyzing the data on the basis of validation criteria and thresholds stored on the database itself.
Each day the ARPA technician validates the data using the interactive validator software installed on his
workstation. This means that the "raw" data is flanked by a "validated" data approved by the operator that can be
the same as the raw or modified at its discretion based on the evaluations made also on other factors, such as
weather data or information on the maintenance of the instrumentation. The validated data is then saved on the
DBARIA by updating the appropriate validation flags. Every year all the data undergo the certification process
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through the interactive validator, which means that the "validated" data is assigned an additional flag and can
possibly be modified. No change is made to the "raw" data which remains the same during all processes.
Every hour the data are copied and updated from the DBARIA of the COP to the regional DBREGIONALE
(Postgres farm CSI) through a software that is on the production server of the air applications (ariamon.csi.it).
The data on the DBARIA of the COP and the DBREGIONAL can be consulted by web applications with restricted
access (Ariaweb) and with public access (Ariaweb Joomla! And Sistema Piemonte).
The acquired data is used by a software to calculate the AQI (Air Quality Index) which is an index that is used by
the Public Administrations, in case of pollution that exceeds the levels defined by the law, to impose restrictive
policies on vehicular traffic and heating of buildings and on all those activities that result in an increase in air
pollutants. In addition, the data are used by ARPA also to build models that allow to define the level of pollution.
According to current regulations, every hour the "raw" data must be sent via FTP to the Ministry without
undergoing any kind of processing; while annually the Ministry requires sending the same data collected once
they have been certified and validated.
This being explained, the cascading effect can be summarized in the three steps described below:
•
•
•

START: Alteration of the “third party” data on the PERIFERICO text files. This involves the alteration of
measures and/or flags produced by the PERIFERICO, with the possibility of replacing values or removing
data.
CONSEQUENCE 1: Presence of altered data on the DBCENTRALE and on the DBARIA, with
consequent compromise of the automatic and interactive validation processes due to incorrect data in
quantity / quality both for the measurements and for the values of the automatic flags.
CONSEQUENCE 2: Presence of altered data on the DBREGIONALE (hourly synchronization) with
effects on the data used for regional modeling, for decisions on urban traffic policies and use of heating
for residential use / offices. Also, this brings alteration of public data in free consultation by citizens and
research centers (using specific websites). In addition, alteration of data sent to the Italian Ministry of the
Environment and to the EU.

This is reflected in the figure below.

Figure 51: CSI pilot: cascading effect due to the alteration of data
Following this analysis done in the context of the environmental pilot, a thorough reflection was carried out to
produce an answer in terms of defense and how to deal with this threat likely to become a real problem.
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For starters, when dealing with critical information stored in databases, being these exposed or not to the public
Internet, several potential threats can compromise the integrity and availability of such information, which might
entail incorrect decisions deriving into economic and societal impact.
CSI procedure to provide with environmental information acquired from analyzers is stored and dumped
periodically to the corresponding consumers. Therefore, such data might be exposed to several potential attacks.
One of them is directly related to the policy used for the authorization levels granted to the users of the database.
Having excessive privileges would allow users to perform actions that exceed their competences. This would be
a problem, even in the case of honest users, as providing them with excessive permissions would derive into
intentional or unintentional abuse. Also related to authorization issues it is the elevation of privileges, which would
allow users with low-level access privileges to become users with high-level privileges. In general, these types of
attacks are mainly due to two possible reasons:
•
•

Neglected security policies, which would grant users with excessive permissions or the possibility to
elevate them
Platform vulnerabilities discovered and exploited by specialized attackers to get access to the database.

The former one can be fixed with an efficient management of account permissions which would also prevent
brute force attacks that exploit weak access passwords. The latter would require additional actions, such as
applying the latest updates available for the database and its platform to solve known vulnerabilities and restrict
access to certain services to prevent unknown ones (i.e., with firewalls). For this case CIPSEC provides with
Vulnerability Assessment capabilities which would report about possible new threats, and an Updating and
Patching service which provides with a mechanism to update CIPSEC tools and components to timely solve new
vulnerabilities. CIPSEC also provides with tools for the detection of brute force attacks such as IDSs that monitor
the network and look for recurrent authentication attempts against a host.
An additional cascading threat might come from the interactive validator software that technicians use to validate
the data transferred to the DBARIA database. Code injection attacks might be possible here (such as SQL
injection attacks) which would allow to alter the data after it has been validated, providing with incorrect
measurement information and entailing incorrect decisions. CIPSEC tools can detect SQL injection either
attracting injection attempts with honeypots or detecting the infected requests through IDSs in order to, for
example, block the infected request. As a matter of fact, one of the tests designed to be run in CSI pilot is about
SQL injection, with the honeypot brought by FORTH playing a relevant role. This test is to be run and its results
documented in the context of T4.3. Deliverable D4.3 will report on the results.
Aforementioned threats do not discard the possibility of denial of service attacks. With these attacks the data is
not compromised, but the database might become exhausted, blocking the service and preventing a normal
operation of the system. IDS sensors can detect these attacks and CIPSEC has demonstrated its effectivity
against this type of attacks. Related tests are carried out in the context of HCPB and DB pilots and the results
can demonstrate the applicability of CIPSEC in these cases and its suitability to avoid this kind of cascading
effect.

4.5 Solutions and improvements
Deployment finding

Solutions and improvements proposed

WOS DoSSensing uses an analysis system located in
the cloud, which might not be accessible in highly
controlled CI networks

The analysis system is located in the cloud to simplify
deployment for the pilots during CIPSEC. The system
is designed as a solution that can be deployed as a
cloud service or as an on-premise system (based on
Docker containers)

There are few possibilities for own configuration by
the pilot provider or their technicians.

CIPSEC will offer not only the framework itself with its
software components, but also consulting services
that will provide in-house assistance to achieve a
correct and satisfactory operation of the framework.
Besides, some optimizations in terms of configuration
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of the framework might be explored upon suggestions
of the client
BD Gravity Zone requires access to the Internet and
this is not guaranteed in most critical infrastructures

The GravityZone Update server role requires Internet
access to be able to download new definitions. In a
fully offline environment, these updates can be copied
on the Update server using an external drive (USB
stick)

For remote configurations most tools need SSH
access and in general no uncontrolled access is
granted to a supplier in a production environment

In a fully operative environment, the updating and
patching service would allow for an unattended
management for operations such as updating tools
and configurations. No SSH would be required to be
available. Special management of machines would be
possible either through specific management tools or
directly in the corresponding machine by authorized
personnel with special access.

Tools needing Internet connections in many cases
also need a high bandwidth

In a fully operational environment no Internet
connection would be required. All tools and
dashboard can be installed on premises, with no
connectivity to the public Internet

Need for a straightforward deployment process and
avoid workarounds. Any technician should be able to
deploy the framework, not only experts. Setup
procedure is complex.

The heterogeneity of critical infrastructures and their
criticality requires a very careful setup and
configuration. The basic CIPSEC platform can be
installed in an easy way with minimum configuration.
The adaptation to the specific requirements of the
critical infrastructure requires specific actions. Many
of these actions can be solved with services such as
the updating and patching service and directly through
the integrated dashboard,

Need for a clear debug information or status interface,
to know if the system is installing / working or
something went wrong.

The integrated dashboard will provide administrators
with a status of all tools available in CIPSEC.

The deployment of the framework involves talking to
different interlocutors, as there are different solutions
involved.

Aiming at a commercial distribution people with
detailed knowledge will be available. Such knowledge
will cover all the components, making possible to have
a single contact point for the client and get this person
actively involved in the deployment process, to
accelerate the troubleshooting.

Some devices, having a closed proprietary OS, will
not admit the installation of HIDS (host intrusion
detection systems) or other solutions based on the
installation of software on the devices themselves.

Although it is a fact that restrictions in the OS of some
devices would not allow the installation of certain
tools, the CIPSEC framework is capable of
incorporating several tools which would allow the
correlation of events that, when combined, can
replace the detection capabilities of the missed tool.

The pilot demands a fully on-premise CIPSEC
deployment

CIPSEC foresees fully on-premise deployment.

Final users seem not to be segmented, the
information they received is not personalized to their
profiles

Both the integrated dashboard and the individual tools
can configure users with different permissions, which
would allow to tailor the information presented
according to the users’ role.
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Most components are provided in the shape of VM
and problems with VM format have been reported.

The VMs will be improved so as not to raise any
difficulty in their installation. They will be tested in
different working environments to ensure a flawless
installation process. A catalogue with different formats
will be envisioned. This will be done following existing
standards.

Monitoring high traffic will imply the need for a large
amount of computational resources spent analyzing
the flows between the servers on the basis of specific
filters for the detection of anomalies

The XL-SIEM is based on Storm computation
clusters. This means that several machines can be
set-up to work together and distribute the workload.
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5 Conclusion
The main takeaways of the document are the following:
•
•
•
•

The updates in the deployments in the three pilots happening after the release of D3.5, D3.6 and D3.7
have been documented.
The tests carried out to check that the communications among components work correctly in the three
pilots have been documented. The setup of the solutions per pilot and their proper operation are
addressed in the document.
The tests presented in D4.1 have been updated when necessary. If no changes have taken place, it has
been reported, too. In addition, new tests have been added, enlarging and enriching the existing list.
Some highlights and remarks on the productive usability of the framework for CIs by the pilot providers
have been presented. Then, for each finding some solutions and improvements have been proposed,
showing a clear roadmap for a smooth application of the framework to productive CIs

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework

79/80

6 References
[1] D4.1 Trial Scenario definitions and evaluation methodology specification
[2] D3.5 Pilot I Integration: Incident Discovery and Response for Railway use case
[3] D3.6 Pilot II Integration: Hospital´s Operational Technology Management use case
[4] D3.7 Pilot III Integration: Air Quality Monitoring System use case.

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework

80/80

