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Executive summary 

 

For the development of this deliverable, the knowledge acquired in Task 2.1 and, above all, in D3.2 (in the first 
months of T3.2), where the compositions of the 3 sites and the description of the CIPSEC tools were widely 
explained, is assumed. 
 
In this document the final elements displayed in the tests by both, either by the Hospital and by the solution 
providers will be detailed in depth, specifying where and how every appliance is going to be implemented, as it 
was written in D3.2, and not only presenting the functionalities offered by each solution but highlighting what 
are the security needs demanded by HCB that in each case have been covered. 
 
The HCB staff has had the opportunity to learn by practise and acquire some sort of initial implementing 
practical experience. 
 
This learning is thanks to the deployment of the temporary testing site and the early solution pilot that was 
successfully implemented and shown to the reviewers in the framework of the event that took place in our 
facilities, as a very initial demonstration of what was intended to be tested in a large Hospital. 
 
This experience served to: 
 

 Verify the effort involved in the deployment of the different components of the CIPSEC Framework. 
 

 Corroborate the chance to have part of the solution in the Cloud so that only those essential 
elements specified by the provider (Bitdefender client) are implemented in machines of the Hospital 
corporate network to facilitate the deployment by the IT staff of the Hospital 

 

 Reaffirm the need of simplifying the pilot, not by the quantity or complexity of the apparatus that 
compose it but by centralizing the management and having most of the equipment in the same 
physical site, hence the pilot developed in the site 3 was decided to be significantly enhanced 
 

The final decision was to acquire one physical machine with sufficient system resources where a VmWare 
virtualization platform was implemented. Over it, different VMs were configured to house the solutions of each 
provider and other several VMs were also created to replicate the services of the Hospital (specific to this pilot) 
without the need to use servers that are in operation. 
 
The connection between the VMs of the providers and the Internet was authorized via SSH for remote 
management of their machines and the sending of information from the VMs to the centralized management 
platform of CIPSEC was authorized by configuring the Hospital FW according to the rules given by each 
provider. 
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1 Introduction  

1.1 Purpose and scope 

 
In order to guarantee the maximum realism of the tests that will lead us to the evaluation and approval of the 
solution and its reproducibility and scalability to other health centres, the Hospital makes available to CIPSEC 
equipment that until now was working and complying with its corporate function. Consequently, they are not 
industrial or medical equipment simulated or acquired on purpose to perform the tests as this would distort the 
reality of daily operation, either because they would contemplate more modern equipment or because they 
would have different firmware. 
 
We have prioritized the security measures that our IT department has defined to preserve the servers that are 
now in full operation and to guarantee the security and offer the actual functioning of the tested equipment, the 
necessary servers have been replicated in a separate physical PC so that terminal equipment can function 
correctly in the same way that they do now integrated in the Hospital Corporation. 
 
The three sites proposed differ not only in that they are physically located in different areas of the Hospital, but 
the basic differentiating criterion is the category of the equipment tested. In summary:  
 

 Site 1 (medical equipment): Here we will test 3 families of medical devices of maximum 
representativeness and with great impact on the patient in case of a malfunction (hemodynamic 
monitors, respirators and perfusion pumps) 
 

 Site 2 (IoT industrial equipment interacting with information provided by medical equipment) This is a 
special case where IoT solutions will be deployed so that they will interact in the future with events 
produced on medical equipment and vice versa, for example to prevent medical alarms changing  the 
color of the ambient light or on the wall TVs. Although at first it seems that this site could be covered by 
what will be done in site 3 in a more generic way, what makes it special is that for the first time home 
automation networking will serve to give intelligence to the environment according to needs of the 
patient and all of this semi automatically. In addition, this system is currently undergoing testing in a 
real  Intensive Care Unit and it is expected that in a few months it will be implanted in an innovative ICU 
of our Hospital. 

 

 Site 3 (generic IOT equipment) in this site we have tried to implement all the equipment that has been 
universally introduced in practice in subsystems dedicated to specific areas of the Hospital, either for 
security in drug storage, physical security of people, systems dedicated to environmental comfort or 
quality and clinical safety (as in the case of providing depressions or overpressures of the ambient air 
in areas of the hospital that require it by design). In addition, CIPSEC has been used to implement and 
test existing solutions in the areas of voice and audiovisual communication that are now part of the 
Hospital and on which problems could arise if the privacy of the images, data and information 
retransmitted in front of a cyber attack is not guaranteed. 

All this leads us to experiment with 22 connected equipment items in a private and controlled network on which 
the integrated solutions of CIPSEC will be implemented, as will be shown in the next sections. 
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1.2 Structure of the document 

The report has the following structure: 

 Section 1 presents the document structure and methodology used to produce it. 

 Section 2 presents a brief report describing the health pilot, a description of the required characteristics 
and a list of the solutions adopted that have been proposed by the partners. 

 Section 3 describes the implementation of the CIPSEC security platform adopted in the test bed with a 
detail of the system parameters and the connectivity of the machines deployed with the CIPSEC tools 
as well as the necessary resources 

 Section 4 conclusions: contains a reasoned deduction or inference. 

1.3 Relationship to other project outcomes 

The deployment done at the HCPB benefits from the integration efforts made in WP2, mainly in T2.1 and T2.4. 
This is the final deliverable of T3.2 and this deployment is the starting point for all the testing activities to be 
done in WP4. Finally, the outcomes of the HCPB pilot represent good material to be used in dissemination 
activities in WP5. 

 

1.4 Methodology 

 
The applications (tools) provided by the various partners are integrated into the virtualized infrastructure 
created specifically to host the health Pilot. For this purpose, it was decided to create suitable areas to contain 
the solutions and put them in communication with each other, offering appropriately secured environments. 

Each partner solution has a specific environment inside a VLAN assigned and within a VM that guarantees the 
correct partitioning and visibility of each single application only where it is really useful.  

Likewise, the use of specific VLANs makes it possible to identify the individual applications of the partners and  
isolate them from the outside with specific firewall rules in use. The use of a specific gateway allows you to 
enable or disable the traffic between the various applications of partners and plays the role of protection from 
unwanted traffic sources.  

The only drawback of using a single access point between the various applications is the possibility of having 
such a quantity of traffic to be analyzed, of the inter VLAN type, such that the performance of the router / 
firewall can decay to such an extent that the infrastructure as a whole is unusable 
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2 Updated description of the health pilot 

2.1 Understanding the pilot  

 

In the case of HCP, all the equipment items that make up the 3 sites are connected to different VLANs that are 
in operation. The possibility of accessing the equipment of the 3 sites from site 3 is an update of D.3.2. To that 
end the network and communications department has been very careful splitting the network into VLANs for 
each site (figure 1). The network can be examined by the tools implemented by CIPSEC in the virtual machines 
so that they can be monitoring the information flows at all times. 

The specificity of each of the 3 sites is briefly explained below, although as a premise it has been decided to 
replicate equipment and configure it outside of the exploitation networks by sectoring the pilot's network with 
any other network included in the hospital network. 

 Site 1: the 4 elements to be tested are in the same local network and through the firewall they are 
accessed from the VLAN of the virtual servers. None of them has access to servers in operation where 
real clinical data are handled since it is a simulation laboratory in which all the sensors and drugs 
supplied by the pumps are simulated. This is not a problem because we only want to monitor flows and 
observe the behavior of different CIPSEC tools in the face of hypothetical attacks. 

 Site 2: in this case we find a system already deployed in a model that has served as a pilot to observe 
how you can concatenate actions on connected industrial elements. These items can model thermal 
comfort and environmental lighting of the box. At the same time, they provide a valid information for the 
practitioner contextualized for each position individual assistance. 

 Site 3: In this test bank, most of the equipment that coexists in the hospital has been deployed and 
supports Safety, Audiovisual, Communication and Maintenance, some of them with wireless 
technology. Like in the other two sites, the equipment is dedicated exclusively to CIPSEC so that cable 
connectivity has been provided to the private network of site 3 and, in case that a server is needed for 
its operation, we have deployed it in virtual machines (Microsoft Server 2008) operating on the physical 
machine acquired for the project and defined in table 2 of section 3. 

The only element connected to the corporate network that is in real operation is the CISCO AP managed to 
provide Wi-Fi connectivity to the spaces in which the Directorate of Infrastructure and Biomedical Engineering 
works, having limited the possible consequences produced by a jamming attack on this AP. To avoid problems 
on the rest of the hospital elements, together with Worlsensing, the jammer has been configured with a signal 
attenuator so that the action is limited to a radius of two meters from where the jammer action is made to the 
AP that is intended to hack. 

In this site there is another element, the IP telephone, which would be configured co-ordinately with the 
maintenance department to integrate it into the existing network and therefore into the real hospital. It has been 
impossible to deploy a simulated IP voice server in our site 3 because of the difficulty and cost involved, so we 
have the possibility of integrating it into the corporate network under maintenance permission. At this moment 
the IP phone is fully operational with the rest of corporate extensions. 

The ecosystem of equipment to be tested is considered sufficiently representative of a tertiary hospital such as 
the Hospital Clinic. This site 3, in addition, has been enriched by the addition of a newfangled hemodynamic 
monitor capable to work without the need of a monitoring centre, using one client software installed on a user 
PC from which the specialist can connect and view data from the monitor probes without acting on the monitor 
remotely. 

Besides, another improvement of site 3 has been to implement a dock station of perfusion pumps. This new 
entry has been motivated because the company supplying the pumps has been committed that in the short 
term it will implement a new software more powerful from the point of view of computer security and we think it 
would be interesting for it to pass a vulnerability assessment since in the near future, all ICU infusion pumps will 
be connected to the corporate network. In the next section we explain a little more how we have established the 
connectivity of pumps and which actions we plan to follow. 

Finally, note that the different VLANs created must be configured according to the rules provided by the 
providers of the CIPSEC solution. Unlike figure 68 of D3.2, no own FW has been acquired for the CIPSEC 
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project, but corporate perimeter FW has been used because the IT department has seen it feasible despite the 
fact that it was in operation. 

Next we describe the network topology of the 3 sites, numbering the different devices (see Figure 1), a total of 
22. You can see in table 1 which family / category each belongs to, as well as the physical network connection 
in order to have a more effective follow-up  

The VLAN 3600 specifies the servers created and the tools implemented in each of them that are described in 
more detail in section 3. 

 

 

 

Figure 2 – Deployment in the health pilot  
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Figure 2 – Physical distribution of the connected equipment in site 3 
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 Table 1 – Ecosystem of medical and non-medical equipment connected to be tested 
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Implementation of the CIPSEC Security Platform in the Hospital pilot 

 

In order to deploy the tools chosen, a powerful workstation has been purchased to be used as a virtualization 
server based on VMware technology and 8 VMs have been created to be assigned to the different tool 
providers and to replicate a pair of real servers which take control of biometric access control and temperature 
probes. 

A PC has also been purchased to replicate a standard user PC. Table 2 describes the main characteristics of 
the equipment. 

 

Machine Adquisition Added features 

 

Virtualizaton Server 
for CIPSEC 
Solutions 

 

HP Z240 Workstation  32 GB RAM DDR4 2400 MHz 

 CPU with 4 cores i7 7700K 3.4 Ghz socket 1151  
CPU architecture 

 VMWare ESXi 6.5.0 

 NVIDIA Quadro K620 2 GB DDR3 

 NIC Intel I350-T4 Gigabit Ethernet x 4 

 4 TB hard drive 

 

PC user 

User PC 

Intel NUC 

 

 Processor X86-64bit 

 Motherboard with bus SATA  

 RAM 4Gb DDR3 

 1 NIC 1Gbps 

 500 Gb hard drive 

 

Table 2 - Total amount of computational resources for the whole pilot 

 

2.2 HCB infrastructure  

 

HCPB Pilot Network Details: 

Network 
(Test site 3) 

Assignment Netmask Network Broadcast Gateway 

Servers Static 255.255.255.0 192.168.230.0 192.168.230.255 192.168.230.1 

IOT Devices DHCP 255.255.255.0 192.168.231.0 192.168.231.255 192.168.231.1 

User PC DHCP 255.255.255.0 192.168.232.0 192.168.232.255 192.168.232.1 

Table 3 - Detail of the network configured for site 3 

 



 

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 15/32 
 

 

 

 Table 4 shows the characteristics of the configured Vlans. For security reasons the data that we consider 
delicate are hidden by writing “XXX”. 

 

 

Table 4 – Ecosystem of medical and non-medical equipment connected to be tested 
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2.3 Provider Infrastructure 

The following sections describe the resources that need to be deployed to implement the providers’ VMs, as 
well as a summary table of them. 

2.3.1 WORLDSENSING Antijammer 

WorldSensing has provided a useful solution to detect radiofrequency or wireless attacks. 

We proceeded to simulate an attack with a jammer that is configured to block the wireless communications in 
the 2.4 GHz band. An attenuator has been implemented so that the simulation does not affect the APs that are 
now in operation. 

The attenuator makes the attack only circumscribed to a radius of a couple of meters, enough to be detected by 
Worldsensing device in site 3. 

 

 

Figure 3 – The grafana dashboard shows the simulated attack. 

 

2.3.2 ATOS XL-SIEM 

In figure 4 we can see graphically how the solution provided by Atos works. This solution requires 2 network 
cards, the first of which is sniffing all the network traffic from the 3 sites with the XL-SIEM agent deployed and 
the second network card links to the XL-SIEM Server that they have deployed outside the pilot. In this way we 
can guarantee the independence and security of the two internal and external networks. 
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Figure 4 – Instructions to implement the ATOS solution 

 

 

ATOS SIEM OS Other Linux 64 bits 

 Internal IP 192.168.XXX.XXX 

 

 MB QTY GB Network 

RAM   8  

CPU  1   

HD   50  

Table 5 – VM requirements for NID sensor and XL-SIEM agent 
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2.3.3 HoneyPot Server 

 

In order to properly deploy the honeypot solution we have the following requirements posed by FORTH:  

 

 •TCP/UDP port 514 open incoming and outgoing  

 • TCP ports 64295, 8443, 5222, 5223, 5269, 5432, 3306 open incoming and outgoing 

 

In a first phase the Honeypot will be deployed in the Hospital's internal network so that it can provide 
information to the XL-SIEM because this tool manipulates the gathered information to detect possible attacks. 
Therefore now Comsec, the partner who performs the VA, only will be able to simulate attacks from the interior 
of the Hospital. 

For a second phase, the Hospital will be interested in installing the Honeypot outside, so that by being public on 
the Internet. We consider that we would obtain many more attacks and adjust to a more realistic situation. 

 

FORTH 
HONEYPOT 

OS Ubuntu Linux  32bits 

 Internal IP 192.168.XXX.XXX 

 

 

 MB QTY GB Network 

RAM   2  

CPU  2   

HD   50  

NET    1Gbps 

Table 6 - VM requirements for Honeypot 
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2.3.4 Aegis VM with Forensics Service 

Figure 5 shows graphically how to implement the Aegis tool in the VM created for them. Aegis warns us that 
before deploying the tool we need to have previously deployed the XL-SIEM Server to avoid configuration 
errors since the information collected by the Aegis agent sends information to the XL-SIEM. 

In parallel, an Aegis agent is deployed in the PC of the user network. 

 

 

Figure 5 – Instructions to implement the Aegis solution 

 

AEGIS AVT OS Ubuntu Linux  64bits 

 Internal IP 192.168.XXX.XXX 

 

 MB QTY GB Network 

RAM   2  

CPU  1   

HD   20  

Table 7 - VM requirements for AEGIS Forensics Service 
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2.3.5 Gravityzone Server 

 

The GravityZone Virtual appliance is preconfigured with 6 GB of RAM, 4 vCPUs, 128GB HDD and 1 vNIC. The 
recommendation is to keep at least this configuration. 

GravityZOne appliance requires Internet access to my.bitdefender.com, lv2.bitdefender.com, 
download.bitdefender.com, upgrade.bitdefender.com and nimbus.bitdefender.net. 

 

 

BITDEFENDER OS Ubuntu Linux  64bits 

 Hostname Cipsec-BD 

 Internal IP 192.168.XXX.XXX 

 

 MB QTY GB Network 

RAM   8  

CPU  4   

HD   128  

NET    1 Gbps 

Table 8 - VM requirements for Gravityzone Server 

2.3.6 VM for Comsec tools  

The following table details the specifications of the 2 VMs created so that Comsec can install the necessary 
tools to perform the VA and also simulate the attacks on the 3 sites 

 

COMSEC OS Kali Linux  32bits Windows 7 64 bits 

 Hostname Kali  Win7 

 Internal IP 192.168.230.XX1 

192.168.231.XX1 

192.168.232.XX1 

192.168.230.XX2 

192.168.231.XX2 

192.168.232.XX2 

 External IP:Port 84.88.XX.XX:XXXXX 84.88.XX.XX:XXXXX 

 RAM 8 8 

 vCPU 4 4 

 HD 1 Gb 1 Gb 

Table 9 - VMs configured so that Comsec can perform the VA 
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Virtual test environment available for testing purposes 

As already mentioned, the virtualization platform used is VMWare. The VMware environment has a 
management interface shown in Figure 6, where there is a list of the VMs created with details of the virtual 
hardware specifications assigned to each of them. 

 

VMware management shows the two VMs deployed for HCB functionalities (Nircotest and Dorlettest) and the 4 
VMs needed for by the solution providers, and part of the CIPSEC solution generated based on the hardware 
specifications demanded by the different vendors (tool providers). We can also see the two VMs generated to 
deploy the COMSEC tools. For each one of them, you can see the provided operating systems.  

 

 

 

 

Figure 6 - VMware Management Interface 

 

 
The virtual machines that are part of the CIPSEC solutions and the assigned VMWare resources are: 
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- Bit Defender Gravitity Zone Server 

 

 

Figure 7 - GravityZone VM features 
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- Forth Honeypot Server 

 

 

Figure 8 - Honeypot VM features 
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- Atos XL SIEM Agent Server 

 

 

Figure 9 – XL-Siem VM features 
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- Aegis Server 

 

 

Figure 10 – Aegis VM features 
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- Comsec Kali (Vulnerability assesment tool 1) 

 

 

Figure 11 – Specifications of the VM (Kali) created for Comsec 
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- Comsec Windows 7 PC (Vulnerability Assesment tool 2) 

 

 

Figure 12 – Specifications of the VM (Win7) created for Comsec  

 

 

 

Another kind of equipment created in this pilot is formed by a pair of servers which interact with some of the IoT 
devices. We include them so as to fully replicate two of the solutions we have in production. The most 
remarkable details of these two servers at the VMWare resource level are the following: 
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- Temperature Probes Server 
 
 

 

Figure 13 - Nirco server for the device number 4 in site 3 
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- Biometric Access Control Server 

 

 

 

Figure 14 - Dorlet server for the device number 2 in site 3 

 

 

The two following figures (15 and 16) depict screenshots which show the usefulness of both of the NIC’s 
implemented in the physical machine. One of the cards has been assigned to a virtual switch which will be used 
to sniff network traffic from the IoT devices and user PCs. The other card has been assigned to a virtual switch 
devoted to process the traffic of the data generated by the normal use of the computers in the network. Finally, 
there is a third NIC which will be used to manage the workstation from the local network. 
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Figure 15 - NIC 4 dedicated to sniffing network traffic 

 

 

Figure 16 - NIC 2 dedicated to the servers’ network traffic 
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3 Conclusion  

 

This document has described the typology of the 3 scenarios that make up the health pilot, and in each one of 
them, the medical and operational equipment that should be protected is detailed. A fieldwork has been carried 
out to identify each element that will constitute each site, and the corresponding VLAN’s have been created in 
order to have the sites sectorized with full guarantee so as not to harm the services that are in operation. 

To deploy the CIPSEC framework into the health infrastructure the following operations were performed: 

 the definition of virtual networks for deployment. 

 the conversion of the appliances provided by the partners. 

 the precise definition of the rules to be applied on the FW. 

 the setup of new servers to host the CIPSEC framework solutions.  

 replicate servers of the system that are currently in operation so they can be tested, such as biometric 
access and the temperature control system. 

 the setup of two VMs (Linux and Windows) so that Comsec can start the VA works. 

Finally, a detailed network chart is made in which the IPs of the connected equipment are specified. It also 
describes which servers have been deployed to host the chosen solutions and which accesses have been 
configured so that each provider can access and configure them. 

The model that has been created allows the dialogue between the local computing resources and those 
distributed on the Internet, both public and private. 

All these operations guarantee: 

 great flexibility for aspects such as management and use of applications.  

 adaptability of the chosen model to new security applications that could be added in case of need in the 
future. 

 greater ease of integration of new applications with existing ones. 

 

The need to deploy a platform like CIPSEC that is based on different and varied Cloud solutions requires a 
series of tools that are denoted by great reliability, scalability and efficiency in order to make the implementation 
activity fast and simple. Unfortunately, the wide usage of cloud services must be seen problematic in the 
domain of Critical Infrastructures as most of those systems run in isolated environments without connectivity to 
the Internet. The adaption of the solutions to a local deployable version will be required for the final framework. 
This is foreseen in CIPSEC and is part of the framework flexibility. 
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