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Glossary

ARPA Agenzia Regionale per la Protezione Ambientale (Regional Environmental Protection Agency)
Cl Critical Infrastructure

CIP Critical Infrastructure Protection

Csil Consortium for Information Systems Piemonte
DB Deutsche Bahn

DDoS Distributed Denial of Service

EHR Electronic Health Record

HCB Hospital Clinic de Barcelona

IPS Intrusion Prevention System

LAN Local Area Network

oT Operational Technology

PLC Programmable Logic Controller

RTU Remote Terminal Unit

SCADA Supervisory Control and Data Acquisition
SIEM Security Information and Event Management
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Executive Summary CIPSEC

This deliverable reviews CIPSEC architecture (general solution) and compares the tailor-made CIPSEC
solution (particular solution) against security solutions which are based on individual products. This deliverable
is part of WP3, which concerns with integration of the CIPSEC solution to the pilot Cls.

The document begins with a high level description of the general solution (the reference architecture), which
consists of the all the framework components. Subsequently, we review the tailor-made CIPSEC solution
(particular solution). The particular tailor-made solution varies between different deployments and critical
infrastructures sectors, and contains several customizations compared to the generic CIPSEC framework
architecture. The document describes these adjustments, which can be roughly divided into two categories:
customization or removal of CIPSEC components, and plugging additional security solutions.

When comparing the customized CIPSEC solution against installation of individual products, several major
advantages are shown: seamless integration, lower overall complexity, Cl focus, relevant services and
preferable technical support.

The next section defines a methodology for determining the appropriate customization to the CIPSEC based
solution. In a nutshell, the implementer should analyze the specific security requirements of the CI, and decide
which adjustments should be made according to the requirements and a specific complexity assessment.
Performing significant adaptation to the generic solution may provide better security coverage, that is tailored to
the specific @slbBusit maerequire ia trade-aff énehe complexity perspective. Afterwards, we
present examples of particular customizations, and to which organizations they are expected to suit. Lastly, we
describe the adjustments that were actually chosen for the pilot case studies.

The document concludes with two major insights. First, the CIPSEC framework is flexible enough to fit any
critical infrastructure after tailoring and customizing it according to the particular needs and characteristics, as
presented with potential examples as well as actual examples taken from the pilots. Secondly, we can spot
several advantages of the CIPSEC solution compared to an individual products deployment, as mentioned
above.
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1 Introduction CIPSEC

1.1 Purpose and scope of the deliverable

The CIPSEC framework was designed as a comprehensive security solution for a general critical infrastructure,
agnostic to the unique requirements of a specific environment. The solution is intended to suit for every critical
infrastructure after proper tailoring and customization.

Critical infrastructures may differ in the following criteria:
i Prioritization regarding security requirements (confidentiality, integrity, availability)
9 Critical assets
1 Technologies and tools
1 Exposure to cyber threats
1 Regulatory obligations
1 Resources (financial capabilities, personnel expertise)

Therefore, it is evident that some sort of customization will have to be made in every deployment. This insight
also raises another question: Is the CIPSEC solution still relevant and advantageous compared to a
deployment of individual products?

The purpose of this deliverable is to examine the issue above in two main stages. First, comparing the tailored
CIPSEC solution to individual products deployment and highlighting the advantages of the CIPSEC framework.
Second, present a methodology for taking the general solution and customizing it into a tailored particular
solution by identifying the required adjustments. This customization is demonstrated by examples of potential
adjustments to the general solution architecture, and by presenting the actual modification made in the pilots.

1.2 Structure of the document

This deliverable is structured in the following way:

1 Section 2 defines the general CIPSEC solution architecture, the customized particular CIPSEC
solution, the individual products deployment alternative and presents the advantages of the CIPSEC
solution.

I Section 3 contains the rules and policies that should be applied in order to determine the preferable
customization of the CIPSEC solution, examples of potential adjustments to the general solution
architecture and actual examples taken from the pilots.

1 Section 4 concludes the deliverable with the main insights.

1.3 Relationship to other project outcomes

D3.9 directly refers to the general CIPSEC framework solution (reference architecture). Therefore, former
deliverables that describes the CIPSEC general architecture are used as an input:

1 D2.1, which defines the initial CIPSEC System Design.
T D2.2, which describes the CIPSEC Unified Architecture.

1 D2.3, which describes in detail the integration of the par t ner s
architecture.

product s wi t h

1 D2.5 provides updated information about the architecture.

This deliverable also refers to other optional security solutions that might be implemented. D1.1, which contains
a thorough market analysis of available security solutions is used as in input for this cause.

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 7125



Additionally, this deliverable relies on other deliverables that describe the implementations of CIPSEC
the of ClIPSEC framework on the pilot CI s

1 D1.2, which is concerned with the design of functionality building blocks for the pilots.

1 D3.1, which describes the pilot Integration for railway use case (Deutsche Bahn). The execution of this
integration is documented in D3.5

1 D3.2, which describes the pilot Integration for hospital operational technology management system use
case (Hospital Clinic of Barcelona). The execution of this integration is documented in D3.6

1 D3.3, which describes the pilot Integration for air quality monitoring system use case (CSl). The
execution of this integration is documented in D3.7.
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2 Solution types

2.1 CIPSEC based solution

2.1.1 General CIPSEC solution architecture

The general CIPSEC solution architecture defines the whole portfolio of the CIPSEC framework, prior to any
particular adjustments for the specific customer. That is, all the services and products are described without
any customization.

The general architecture contains the following products & solutions:

f

At o s “SIEM £ A security monitoring solution, which consists of agents (e.g. sensors), correlation
engine, and incidents visualization (executive and operational dashboards). It is capable of integrating
with various data sources. It detects network incidents according to predefined correlations, and
according to anomalies that are revealed by advanced data analytics.

At os’ Shased NIRSt (detwork Intrusion Detection System) — A network device that is able to
detect and prevent threats over the network by examining the communications and searching for
malicious behavior. Most modern firewall devices include IPS capabilities.

Empeloros’ Secocard — A single board embedded microcontroller that supports modern communication
interfaces. The device can operate as a class 1 smart card reader to prevent unauthorized access to
resources, and as a security token that can be read by an external smart card reader. Moreover, the
device can provide a secure mobile messaging environment for exchanging information, and it contains
an internal storage for securely storing critical information data.

U P C'ksAnonymization Tool — A data privacy tool, which provides a statistical disclosure control
methodology endowed with a series of privacy enhancing algorithms. The main functionality of the tool
is protecting personally identifiable information through data anonymization. This is a key issue in
critical infrastructure environments where sensitive personal information may be leaked.

Worl dSensi ng’ s A a8 eetestor fogjamming attacks on wireless networks. A stand-
alone solution that monitors the whole wireless spectrum to detect anomalies derived from Denial of
Service attacks. It is capable of detecting different types of radio jammer signals at the physical layer
and of informing the users that a particular jammer is performing an attack. It provides visually the
jammer type and the estimated power over time for a particular frequency or Wi-Fi channel.

Bitdefender’'s Gr av i AnyAdtoMakvard & \iresIManagement system to be used to
proactively protect industrial clients against known and emerging malware threats by correlating files,
telemetry data, and file behavior against baseline knowledge base. Includes a firewall component with
Intrusion detection and prevention capabilities, which are able to analyze network traffic and signal any
anomalous behavior.

University of Pat r ad#ardwatShased dedca, capable bf sgporting asymmetric
key cryptographic primitives as well symmetric key cryptographic primitives. It is currently implemented
in FPGA technology in various forms that may include Elliptic curve cryptography algorithms, RSA,
AES, ECDH or ECDSA schemes.

Fort h’' s H3oodeSgquraytTool — Detects DDoS attacks and prevents them with the assistance
of a firewall that will apply ACLs (Access Control Lists) produced by the honeypot system. The system
is formed by two distinct components, the honeypot VMs and the control panel used for management
purposes.

AEGI S’ s F Wisualiragonh doolkit (AVT) — Allows the visual presentation of various system
parameters, such as load factors and communications, in order to assist the forensic analyst with the
determination of the causes of security incidents.
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CIPSEC

2.1.2 Particular solution: customization of CIPSEC

A particular CIPSEC solution deployment is a customized implementation based on the general solution
architecture, tailored for a specific client, its network, systems and devices.

Some of the potential adjustments to the general solution architecture are as follows:
1 Removing the use of a certain CIPSEC framework component.

1 Partial implementation of a certain security solution, such as disabling the use of a specific component
of a certain security product.

9 Highly customized configuration of a certain security component. For example, defining a dedicated set
of correlations to a SIEM deployment.

1 Customized int egration to specific ¢ MosenotablysthepXL-8IEM cans an o
receive events from various sources (firewall devices, IPS devices, etc.) which will vary between
different clients.

1 Using different CIPSEC services, or customizing the services for a specific need. For example,
focusing the training programs on a specific topic,

Another significant adjustment is adding additional security solutions, that are not part of the original CIPSEC
framework. These solutions may be installed prior to the CIPSEC framework implementation, implemented
during the CIPSEC framework installation, or be added later. The CIPSEC framework was designed to be
extensible, allowing to integrate additional tools and products (e.g. integrating various data sources to the
anomaly detection reasoner of XL-SIEM). As presented in figure 1, the reference architecture reserves a place
for “future security qgsisttiordayeres pl ugged” in the Ac

Most common major security products available in the market (as mentioned in D1.1) can be integrated to the
flexible CIPESC solution by sending logs to the XL-SIEM product. Some examples include the following:

1 Network Security — As described in the CIPSEC reference architecture (figure 1), the CIPSEC
reference architecture is comprised of several layers: Acquisition, Detection, Data processing,
Presentation, and System manager layer. Each of the framework components belongs to one of the
layers. The network security is not considered part of the core framework, so it is the responsibility of
the customer to implement the suitable network security solution.

Common network security solutions are:

o Firewall — Firewalls is a basic and fundamental protection solution in every network. Logically,
all communications should be routed and examined by it. Because all communications flows
through it, firewall can offer and deliver additional security mechanisms such as VPN, anti-
malware, anti-spam, IPS, web filtering and load balancing. The current generation of firewall is
commonly referred to as NGFW (Next Generation Firewall).

0 NAC (Network Access Control) — A solution meant to identify endpoint devices and computers
before they are allowed to access the local network.

0 ACLs on Routers — Access list of allowed or denied network access, deployed on routers.

1 WAF (Web Application Firewall) — Protects web services by examining HTTP traffic and identifying web
application attacks, such as SQL injection, cross site scripting, source IP reputation, etc.

1 DLP (Data Loss Prevention) — Preventing information leakage from the organization boundaries, using
a variation of methods, such as inspecting emails, preventing unknown USB devices, and inspecting
web traffic. A DLP solution must be able to detect key words or file types that contains valuable and
sensitive data, such as personally identifiable information (PII).

9 Digital Vault — Stores sensitive and critical information or objects. Includes a granular control over
access rights, and is usually used to transfer sensitive information to external third parties in a secure
manner.
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FINAL REFERENCE ARCHITECTURE [M24]
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Figure 1: CIPSEC reference architecture and individual components
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CIPSEC
2.2 Individual products based deployment

The alternative, traditional approach for implementing a comprehensive security architecture is deploying
several individual products. These products would be supplied by different vendors, supported individually and
will aim for addressing different security threats.

When choosing this kind of solution individual product for different purposes should be deployed, such as an
individual SIEM solution, endpoint protection, HSM, smart card or forensics, to name but a few. Moreover,
such solution also requires to be supported by dedicated services such as specific training or patching services.

The connectivity of such deployment often presents the challenge of making all the products work together,
such as compatibility issues and other difficulties that are commonwi t h mi xed vendor s’

a chief information security officer cannot always tell what is the best product in each category nor what is the
best combination of the different products, as they were not designed and tested to collaborate and work
together, in order to mitigate or alert about existing threats and incidents.

2.3 Pros of customized CIPSEC solution over Individual products

Critical infrastructure managers often face the dilemma of which solution or products suite to deploy in their
system.

There are several clear advantages for choosing the CIPSEC solution over individual products:

 Seamless integration

The specific tools that are included in the CIPSEC framework were devoted a thorough work to be
integrated together, in order to offer a holistic security solution with better performance. The framework
also supports the integration of future products, which are able to extend the solution. Integrating
several components allows for better detection of system anomalies, which will be deduced from
distinct sources.

T Lower complexity

Deploying several distinct products requires significant effort and resources, both for initial installation
and for continuous operations. Implementing a single comprehensive solution will significantly reduce
the required workload, and will allow to focus on the cyber security related activities instead of on
operational issues.

 Focus on Clrequirements

Dedicated cyber security solutions for critical infrastructures are rare in the security products market.
The CIPSEC framework was designed to specifically suit Cl requirements and constrains.

9 Services

The CIPSEC framework contains several services to extend the coverage of the security products.
These services are inherent in the CIPSEC framework, so that the client will not need to hire several
individual service providers. Moreover, service providers will be more proficient in supporting a generic
solution, that is similarly deployed by several customers, than supporting a unique solution which is
combined.

 Technical support

Deploying different individual products requires to ensure sufficient support from several vendors. Each
vendor will have a different support policy, licensing policy and lifecycle. Problems that arise while
integrating different components can be especially harder to solve, as it may not be obvious which
component caused the issue. Implementing a single, complete solution can mitigate these difficulties.

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 12/25
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3 Policies and case studies CIPSEC

3.1 Customization methodology

Customizing the general CIPSEC framework architecture would be different depending on the organization. To
architect the most suitable solution for a specific critical infrastructure, the implementer should determine the
needed adjustments. The methodology for identifying the required adjustments consists of the following steps:

Analyzing the security requirements of the Cl

1 Perform a threat analysis:
0 Under st an éssantimleass€ld, critical services, and highly confidential data.

o Identify the potential threat sources, such as malicious insider or an attacker on the Internet,
and evaluate the probability for each threat source.

0 Assess and find out potential vulnerabilities, that may allow potential threat source to harm any
of the Cl’'s assets.

1 Define business requirements:

o Confidentiality: What are the resources of the CI that must stay confidential. For example,
personally identifiable information in a healthcare organization.

0 Integrity and reliability: Which information or services must stay consistent, accurate and
robust. For example, measures from remote climate sensors in an environmental organization.

0 Availability: Which services are essential and must be available at all times, such as
emergency services in healthcare or train services in transportation. Consider the response
time required for completing the assigned tasks, and the SLA requirements.

For each requirement, assess the damage that may be inflicted when any of the requirements will not
be met (e.g. damage f,bnancial lnss and poteptial fawsuits). i ma g e

1 Determine the specific standards and regulations that the organization must comply with, such as ISO
27001, HIPAA for healthcare, GPDR, and train safety regulations.

1 Determine the current tools, network protocols, products, devices and operating systems that are used
by the organization. Different environment usually requires different security responses. For example, if
the workstations of the employees are based on MacOS or Linux, it may not be possible to install a
certain Anti-Malware on them.

1 Define a general time frame and resources that can be allocated to implementing the security
framework. A very small company with limited financial resources may not be able to spend as much
as a well-established company.

Gathering all the potential adjustments to the general solution

The potential adjustments can be divided into two main categories: customizing the core elements of the
CIPSEC framework, and adding additional security solutions, to supplement the CIPSEC framework.

1 Examine every component of the CIPSEC framework:

o Determine whether the need to which the component answers is relevant to the ClI, according
to the security requirements that were determined in the first step (mentioned above). More
often than not, the solutions are expected to turn out as relevant, as they were particularly
chosen for common CI' &sues.

o I f the solution basic purpose indeed matches t hi
the solution is to be deployed. On which component of the network, or which business
processes. Examine whether there are any customizations needed in order to integrate the
solution. Consult with the appropriate product provider to achieve the highest possible level of
accuracy.

1 Consider adding additional security solutions:

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 13/25



o Understand which security gaps, that were found out in the first step of the CIPSEC
policy, are not covered by the CIPSEC framework components. For example,
network security is not meant to be covered by the CIPSEC general solution.

o0 Explore common security solutions and best practices that are available in the market.

0 Deduce which security solutions may cover the security gaps, and how they can be
implemented.

Evaluating every potential adjustment

For every potential adjustment that was gathered in the previous step, evaluate the following details:

1

Assess the degree of expected improvement to the CI security. Compare with the security
requirements and the vulnerabilities that were discovered during the research.

Assess the degree of complexity of actualizing the adjustment. The complexity may be lower or higher
compared to the general solution (i.e. not making the adjustment). For example, removing a CIPSEC
framework component will lower the degree of complexity, while modifying a CIPSEC framework
component will raise the complexity. Consider the resources that are available for use (hardware,
financial, etc.) and the expected effect on the services proficiency level.

Determine whether the adjustment may harm the integration with other CIPSEC framework component.
For example, a firewall that cannot export logs to the CIPSEC SIEM solution. If the adjustment may
harm the integration capabilities, avoid carrying out the adjustment, except for very rare cases.

Determining which potential adjustment to realize

f

For each of the gathered and adjustments, use the above assessment in order to decide whether it
should be realized.

Make sure that there is no overlapping of several adjustments.
Make sure that all of the components of the overall solution are able to integrate properly.

Make sure that the organization is able to handle the overall complexity of the solution. If necessary,
consider to divide the implementation process into several phases.

Document the overall solution in detail.
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CIPSEC
3.2 Examples

To demonstrate what adjustments can be made to the general solution in order to transform it to a customized
solution, we will examine a number of examples of adjusted usage of the CIPSEC framework products,
adapted to specific requirements of a potential organization.

1T UPCbs Dat a Pisavergtargetet seaulfity tool, that is intended to address privacy issues by
anonymizing personal information and obscuring sensitive information. A critical infrastructure which
doesn’t handle customer s, or any type of <clibatnt s,
might still need this tool in order to obscure other types of sensitive information.

1 WorldSensing's DoSSensing jammer detector can be an extremely useful solution for organizations
that heavily relies on wireless networks and must meet strict availability requirements, characteristics
which apply to many critical infrastructures. However, critical infrastructures that uses only wired
networks cannot benefit from this product.

1 At o s éSIEN s expected to be relevant to every critical infrastructure, as it provides a complete and
customizable security motoring solution. However, the implementation and configuration of the solution
must be adapted. Different Cl will need to use different sensors, to integrate different data sources, and
to configure different correlations.

M Forthoés CIl oud cé&emonitor the trafficTbetwekn co-located VMs in the cloud in order to
identify potential incoming and/or outgoing DDoS attacks. While this solution may be useful for
organizations that host resource and service on public clouds, critical infrastructure that solely relies on
an on-premise infrastructure would noti mp |l ement t hi spremsehoneypdt ol cahbes o n
used by these Cls.

T Empel or os & aStemamly asra dmart card reader, which is a necessity for most organizations.
With that said, the implementation must be adapted in order to support the operating system of the
workstations (e.g. Windows, Linux or Mac). Other features that are offered by the solution, such as
message signing and internal storage, should be implemented according to the specific needs and are
expected to vary between different Cls.

Besides implementing the CIPSEC framework products, a typical critical infrastructure should also supplement
the framework with additional security tool. Some examples of such tools and their relevant use cases are:

1 Network firewall is a fundamental security solution for IP networks. Any critical infrastructure that
relies on IP networks can greatly benefit from deploying network firewalls, both to protect the internal
network from untrusted networks and to prevent internal lateral movement.

1 NAC can provide a great security value for networks that are physically accessible by untrusted
personnel, a scenario which may apply to public critical infrastructures, such as hospitals.

1 DLP solution can mitigate sensitive information leakage, and thus is more relevant to Cls that store
sensitive information and also allows for exporting data by email or even cloud storage services.

1 WAF can greatly mitigate security risks of externally faced web application. Critical infrastructures are
usually not exposed to external clients, but the organizations tend to host a web site that is critical for
informing the customers about emergency situations, for example.

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 15/25
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3.3 Pilots case studies

Deliverables D3.1, D3.5 (DB), D3.2, D3.6 (HCB), D3.3, D3.7 (CSI) extensively describe all of the aspects of the
implementation process for each pilot case study. This section will briefly and specifically review the
adaptations made to the original generic framework on each pilot.

3.3.1 Deutsche Bahn (DB)

D B 'ralway infrastructure is the biggest business premise in Germany. It consists of 5,700 stations, which act
as gate to the railway transportation.

The main objective of railway transportation is safe operation. Due to this, the systems have to fulfil the
requirements of several safety standards (EN 50126, EN 50128, EN 50129) and an admission by the national
safety authority has to be granted. Hardware, firmware, software and even the configuration may be part of the
admission.

Typical elements of a railway signaling system are an operation center, which is a control room with several
workstations, an interlocking system, a Maintenance and Data Management (MDM) system and connections to
the object controllers located at the field elements. The several subsystems are grouped into individual security
zones, which are secured according to their criticality. Communication between these zones is done via
standard IP networks. Depending on the levels of the connected zones the communication paths are either
secured by security gateways, which establish an encrypted communication path, or a firewall gateway.

The main adjustments to the general CIPSEC solution that were made in the DB pilot are:

1 Omitting the Data Privacy Tool: Deutsche Bahn’ s cr i ti cal infrastructure
information. It handles the railway critical components, and therefore there is no confidentiality
requirement. Dur i ng & planning,iitltuoned out that the data privacy tool could have provided
anonymization of cybersecurity data that is exchanged with third party, but this capability by itself was
deemed as not significant enough to implement the tool.

I Omitting the Cloud Security Tool: | mpl ement i ng For tTool was 6dt applicableSasc ur i t
the CI does not make use of any cloud services.

1 Implementing additional security solution: DB deploys firewall devices and security gateways in
order to protect its various security zones. Additional solutions are currently being used, such as a
SIEM and Antivirus solutions, as well as data encryption.

Another specific adaptation that was made during the pilot was identifying the proper ClI component and
subsystems to implement each of the CIPSEC framework component. The figures below demonstrate the
preliminary potential deployment of the CIPSEC solution, the actual architecture applied to the pilot, and the
applied framework with the reference architecture layers
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Figure 2: Potential Deployment of CIPSEC Solutions on the Railway Pilot
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3.3.2 Hospital Clinic de Barcelona (HCB) CIPSEC

The Hospital Clinic de Barcelona, as one of the most recognized and representative largest public tertiary
university hospitals in Spain and in the EU, is yearly caring for thousands of patients through applying the most
innovative treatments and solutions in the health arena.

To this end, hospital premises strongly depend on IT and OT. Thus, the hospital is managing thousands of
devices, many different networks with high low-latency constraints, controls at different levels and strong
privacy requirements on the collected and processed data. Some of the most representative OT systems are
monitoring and therapeutic equipment, imaging equipment, surveillance cameras, air conditioning facilities,
patient ' s bedsi de mu lahdinunse dall systemoni t or s

This complex universe of partially linked independent devices as a whole, is managed through strict protocols
and rules mainly dependent on the nature of the equipment, the type of information obtained, and the particular
brands’' suchas theeyistenee of certain proprietary solutions.

Guaranteeing and maintaining security to hospital
procedures, while simultaneously providing fast and accurate decisions and allowing the possibility to introduce
new developments already available on the market with enough agility, is on the top rank of actions required to
successfully support . Phisoid evensmooenimpodahnt nawadayis,vwhéni tbes smart
connected products and the Internet-of-Things are transforming the medical device industry and enabling
manufacturers to contend with grooving competition for service business, provide new home care solutions and
ensure compliance with strict regulatory requirements.

Regarding the security requirements, the integrity and availability of medical equipment, such as the Intensive
Care Unit (ICU) and imaging equipment, are considered to be at the highest priority. With that said, the security
requirements of HCB are very diverse,andalsoi ncl udes confidentiality for

The main adjustments to the general CIPSEC solution that were made in the HCB pilot are:

pati

T Selective i mplementati on : Setocaknspirdehded to supportSadl the rmagor d

operating system in the market (Microsoft Windows, Linux and MAC). However, during the pilot
planning, it turned out that there are no available drivers for MAC yet. So at least for the time being,
Secocard will not be imple ment ed in HCB's test site 2.

T Omitting the UoPObse H&EMiI w®P GAntdevaccount that most of

not have an OS, or have a proprietary closed OS (e.g. the Drager OS), there are limited integration
points on the pilot where the HSM could be fitted. As a result, HCB deemed that the solution would not
be useful enough and worthy of implementing in the pilot.

1 Implementing additional security solution: HCB have implemented several additional security
solutions, such as firewalls and IPS, as well as former SIEM and Antivirus products.

The deployment of s ol ut arahitecturetcan bedf@Bd irsthe figure 6 below. On the operational layer
the solutions of FORTH, ATOS, AEGIS and Bitdefender were applied. The analysis software of AEGIS and
ATOS will be located on a new specialized machine (Central Management CIPSEC solutions in figure 5), which
will link the 3 scenarios through a FW that will route communications between the different VLANS.

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework 20/25



Central Servers CPD site

CIPSEC

|
=

PC users

o

a FW lan, FW internet
(new) Central g J
Management
CIPSEC Sglution /(new) FW pilot
/ T~
Test site 1 Test site 2 Test site 3
physical elements associated with the HCB pilot

Figure 5: Health pilot infrastructure diagram

HCB Pilot & CIPSEC architecture

Bilotsite User/System manager
Critical Layer
Infrastructure i - 3 Presentation
Components - El o CIPSEC Layer
‘ “ : J solution
Acquisition - . ‘ - -
—— S
Layer =3 Detection Layer
VLAN .
— N —
Data Processing
Layer
y = = 5
Cr;tlcal — - ] T *‘dm.*
Infrastructure EW lan FW internet
Components
Central CPD site
Restricted

Cl elements ‘ ‘ ‘

£ 8

BETTER CARE

HIS
(virtual server) (virtual server)

PACS
(virtual server)

Figure 6: CIPSEC Framework applied to the Health pilot with Framework Layers

CIPSEC. Enhancing Critical Infrastructure Protection with innovative SECurity framework

21/25



CIPSEC
3.3.3 Air Quality Detection System (CSlI)

The A R P ARegional Air Quality Detection System deals with the management and coordination of air quality
monitoring systems in the Piedmont region. It is an integrated system that acquires data from stations,
applications, application services, and internet sites designed for planning, managing, communicating and
disseminating environmental data. Various communication technologies are used by the stations such as ISDN,
ADSL and 3G. The detected environmental data reach central systems on which they are analyzed, validated
and finally published on the portal of the public administration.

The pilot system consists of five main functional areas:

1 The air measurement equipment

1 The PC Stations
1 The Operations Center (OC) used for the data acquisition and the PC station remote control
1 The OC Database Servers
1 The ARPA Enterprise Infrastructures
The Air Quality detection system has no confidentiality requirement, as it doesn’t deal Wi

business private data. The environmental data is considered public. However, the availability and most
importantly the integrity are considered as essential requirements. Attacks from individuals who may wish to
alter the measured data from the stations, in particular of those located in the vicinity of critical industrial
facilities (such as incinerators and power stations) are considered the main security threat.

The main adjustments to the general CIPSEC solution that were made in the CSI pilot are:

1 Omitting the Data Privacy Tool: As mentioned before, the air quality
information that could be anonymized. CSI determined that this tool does not cover any requirement
posed by the environmental pilot and decided to omit it from the pilot implementation.

1 Implementing additional security solution: CSI are using several security solutions in addition to the
CIPSEC products, such as VMware vShield for protecting the virtual machines, Radware and Palo Alto
firewalls.

Diagrams of the various CIPSEC components as related to the air quality system architecture are presented
below.
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Figure 7: Network schema of the environmental monitoring pilot
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CIPSEC

Figure 8: CIPSEC framework applied to the environmental pilot with Reference Architecture layers
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4 Conclusions CIPSEC

To conclude, the CIPSEC framework can be adjusted and tailored to virtually any critical infrastructure. To do
S0, it is required to implement certain adjustments, such as configuring the appropriate features of the CIPSEC
framework products and choosing the proper bundle of products that are relevant for the critical infrastructure at
hand, as deploying a security solution needs to be oriented for specific needs. Prior to deploying the CIPSEC
solution, a proper analysis and policies needs to be defined in order to perfectly fit the specific critical
infrastructure. This insight was also evident during the implementation process of the pilots.

Another conclusion is that choosing the CIPSEC solution over deployment of individual products has some
clear advantages. Individual products usually do not communicate with one another and even if they do have
this option, some extensive configuration is required in order to establish it. On the other hand, as a single
comprehensive framework, the CIPSEC solution offers inherent integration between its different components,
lower implementation and operational complexity, complementary services and specific focus on critical
infrastructure requirements.

In addition, when choosing CIPSEC the critical i nfrast
CIPSEC have already deployed the framework in several instances of the critical infrastructure unique field,

unlike other individual products which many times are IT products that are installed in an OT environment

without proper reconfigurations.
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